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Executive Summary

Federal Student Aid’s Office of the Chief InfornmtiOfficer (CIO) has developed the
Enterprise Testing Standards Handbook (Handboogadf an initiative to standardize testing
policy and practices within Federal Student AicheTHandbook was created using feedback
from Federal Student Aid focus groups, as welhasistry and Federal Student Aid best
practices. Policies and standards for all tessghare documented in this Handbook. The
Handbook supports Federal Student Aid's efforectdeve structure, consistency, repeatability,
and continuous process improvement in softwarentgst

Federal Student Aid has defined a Target StateNifISV) to describe how it should operate
and administer Title IV programs. The TSV is baspdn delivering student aid in an efficient
and cost-effective manner, providing the best act@sustomers, and maintaining appropriate
levels of oversight. The Handbook is intendedrtuvjgle guidance for testing of software
applications developed under the TSV.

The information in this Handbook covers all phaskeapplication testing. Details of application
testing contained in this Handbook include:

* Federal Student Aid-approved standardized termgyémnd acronyms
* Roles and responsibilities

» Description of required test phases and test types

» Testing organization and processes

» Test planning to include such management requiressrenRisk Management and Defect
Management

* Required artifacts and templates
* Tools and techniques

» Standards and metrics

» Specialized testing techniques

The requirements contained in this Handbook apphyederal Student Aid Application Owners
and Contractors that provide software applicatestihg support and management.

The Handbook will require revisions over time tleet lessons learned, new “best practices,”
changes in industry methods, and the usage of oel &nd techniques for software testing.

Version 2.0 vii Version Date (09/25/2008)
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Section 1. Introduction

The Enterprise Testing Standards Handbook (Handhsgdart of an initiative to standardize
testing policy and practices at Federal Student Aide information contained in this document
is essential information for all involved in te$toets. The Enterprise Testing Group is
responsible for the contents of the Handbook aridwovide guidance on the information
contained herein.

1.1 Purpose

This Handbook supports Federal Student Aid's efftartachieve structure, consistency,
repeatability, and continuous process improvemesbftware testing. It sets forth policies and
standards for all aspects and phases of testingelagas the creation of the ensuing test artifacts

1.1.1 Scope
This Handbook contains Federal Student Aid’s tgsteguirements.

The focus of this Handbook is on test planningceken of the phases of testing, and the
reports and artifacts generated. These actiwibesr during the construction and validation,
implementation, and support and improvement stafjagroject. However, the testing effort
must begin much earlier in the project lifecycleridg the definition stage.

The Test Manager (and Test Leads in some cases)musvolved in the project from the initial
project planning, through requirements definitiang the complete system design process to
obtain maximum value from the formal testing ac¢igd of each project. This is an industry best
practice that results in improved planning, tediigtof requirements, system design, and higher
quality projects.

Table 1-1, Handbook Audience
Handbook Audience

Primary Secondary

Federal Student Aid and/or Contractor Project | Testing Teams

Managers

Federal Student Aid and/or Contractor Test Federal Student Aid Application Owners
Managers/Test Leads

Federal Student Aid Enterprise Test Application Development Teams
Management

All users should consukppendix C: Cross Reference for Intended Audience® Relevant
Handbook Sectionfor assistance in identifying the sections of thedbook of most
importance to them.

Non-technical users should also congypendix D: Testing Techniquedor an overview of
fundamental testing concepts, as well asGlessaryin Appendix B.

Version 2.0 1 Version Date (09/25/2008)
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1.2

1.3

Naming Conventions
The terms application” “application softwarg “project” and “systeni used to

describe the items to be tested, are defined iWittheal Data Center Configuration
Management Database Data Dictionakersion 1.1, November 7, 2007.

Document Organization

The Handbook includes six narrative sections tbatain the information needed to implement
software testing standards and practices that Fesidral Student Aid’s testing requirements.

These sections are:

Section 1. Introduction

Section 2. Selecting a Contractof outlines the requirements for ensuring that & b
contractor for the project is selected.

Section 3. Test Planning provides for an understanding of the application,
requirements, development activities and test plgndocumentation that will guide the
testing effort.

Section 4. Testing Phasesdescribes application testing during developmedtadter
deployment, and includes phase descriptions andsbeciated standards.

Section 5. Defect Management describes the process for recognizing, investigatin
taking action on, and disposing of defects.

Section 6. Test Metrics and Reporting- outlines the efficiency and effectiveness of
testing activities, test plans, and test proceggesighout all phases of testing.

In addition, there are six appendices that prosigglementary information, standard document
templates, and checklists to aid in implementirggdtandards and practices described in the
narrative sections.

These appendices are:

Appendix A. Acronyms and Abbreviations— contains definitions for all of the
acronyms and abbreviations used in this document.

Appendix B. Glossary— contains definitions for the major terms usethia document.

Appendix C. Cross Reference for Intended AudienceotRelevant Handbook
Sections— contains a cross reference for the various roletheir associated sections.

Appendix D. Testing Techniques- contains an introduction and overview of the most
common testing techniques.

Appendix E. Templates— contains the required templates that suppordihcsiment
and their instructions where applicable.

Appendix F. Bibliography and References- contains the guidance and references that
were used to create this document.

Version 2.0 2 Version Date (09/25/2008)
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Important informationis marked by a| followed by the text

1.4 Handbook Terminology

Federal Student Aid recognizes that sometimes #rerseveral terms used in the industry for
the same testing concept or activity. Throughbist iHandbook, there is standardized
terminology related to Federal Student Aid testm@void confusion and ensure consistency in
understanding the concepts and activities describederal Student Aid acquisitions will
include these terms in language related to testifegleral Student Aid and contract staff will use
these terms in all testing deliverables and docuatiem.

1.5 Life Cycle Management (LCM) Software Testing an d Release
Management

Federal Student Aid follows the U.S. DepartmenEd@ication’s Life Cycle Management (LCM)
Framework, a structured approach for developingdstislering information technology (IT)
solutions. The LCM outlines the stages requirgcetrh project, the key activities, and the core
deliverables.

The Enterprise Testing Standards contained inHhisdbook complement the LCM by defining
specific testing phases that create periodic etialu® These evaluations are designed to
determine how well a project is meeting the requests defined for the application.

Testing also supports release management within@hé Framework by conducting User
Acceptance Tests (UAT) prior to application depleyrand First Live Batch Testing (FLB).
Failure of the application during First Live Bat€hsting initiates rollback of the new
application and additional development and tesviéies to correct the defects identified during
the deployment process.

Figure 1-1, Life Cycle Management Stages and Relat& esting Activities, shown on the next
page, describes the relationship of the Life C{émagement System for managing applications
and the related phases of testing.

Version 2.0 3 Version Date (09/25/2008)
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Figure 1-1, Life Cycle Management Stages and Relate d Testing Activities

Federal Student Aid Life Cycle Management Stages an

Note: The items listed in boxes are in no specific order

d Related Testing Activities

Phase

LCM Stages and Stage Purposes

Testing Phase

Key Test Related Activities

Key Test Deliverables

Vision — Enterprise and
Initiative
+ Develop a Business Case

+ Buid,test, and valdate the solution

+ Transform Definition Stage specifi
cations into an executable solution

+ Validate solution functionality to ensure
it meets or exceeds business and technical

U

expectations User Gather metrics
Accentance Collect improvement information : Tege:rgmaruyliee'\)/g\}vs(ﬂ appicable)
pte Create Eamed Value Management Data Syst P pp
Testing Production Readiness Review Held with FSA + Change requests
sign-off + Defect Logs
508 + Sign-off on test ware
y Lessons learned
Compliance
Testing
: : + Application placed in production, First Live End of Implementation Stage
Implementatlon Prodgmon Batch testing performed and application + Test reports
« Install new or enhanced solution in the Readiness accepted in production or installation rolled * Solutions to lessons leamed
production environment Review back

+ Train users and convert data as needed

7

procedures for solution modification and
enhancement

« Align operational and practicing
procedures with Department business and
technical standards

U

Retirement

+ Execute the systematic termination of
the system

« Preserve vital information for future
access and or reactivation

U

Performance
Testing

Support Period

Post Testing

None

End of

None

+ Determine necessary planning Pre-testi ng
documents for acquiring services and
resources
« Determine high level requirements and
assess feashbi
stakeholder selection process " y
« Review high level requirements + High Level/Baseline Requirements Feedback
« Review Functional Requirements * Test Strategy
« Review Detaied System Design + Requirements Testabilty Feedback
Definition « Validate Testabilty of Requirements + Requirements Traceabilty Matrix tested back to
X " . « Create Master Test Plan and Phase level Requirements
+ Define functional requirements for both Pre-testing Test Plans if needed + Risk Assessment
business and technical solution « Create intial Test Suites and Test Cases « Feedback provided on Use Cases andor process
« Produce high level functional design « Estimate time to test flows tied to requirements
and detailed solution design 3 « Perform risk analysis « Test estimates
* Use design documents to guide work in U“_" .+ Review test ware « Test Work Breakdown Structure
Construction and Validation Stage / Testing + Determine acceptance creria « Status Reports Issue Log
- Determine training needs for testers + TestPan
Integration « Select test tools + Test Cost estimation
Testing « Design test environments + Test Team organization chart and responsbilties
« Prototype testing + Test Cases and Test Scripts designed
« Begin test cost exercise + Eamed Value Management documents
Development < %Ztt;n; « Create Eamed Value Management documents *_Sgn-off on requirements and test ware artifacts
Testing ases and Procedures + Final Test Plan including risk i
Train testers g risk assessments

Perform Test Readiness Review
Execute tests for each phase of testing
Analyze test results

Review test ware

Post Implementation Supporiwarranty) Period

Test Readiness Reviews

Test Suites added to Requirements Traceabilty
Matrix

Test Results

Test Metrics Reports

Enhancements and defect requests received-
these are processed through the stages of the
LCM, typically beginning at the definition stage|

Document reviews

Risk Analysis

+ Transition the solution to the end user begins folowing production acceptance
i i + Lessons leamned meetings conducted to
FII’SI‘I'L;;II?nzaICh implement lessons learned into the handbook
Post
> Implementation
Verfication
« PIVperformed each time functionality incuded End of Support& Improvement Stage
Support& Improvement Post in the application is executed in production for . Implement solutions to lessons leamed
Production < + Document operational and practicing |mp|ememati on the first time P

Retirement Plan Reviews

End of Retirement Stage

+ Feedback to retrement plan
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Another view of the relationship of testing to thederal Student Aid Life Cycle Management
Stages can be seen in Figure 1-2 below:

Figure 1-2, Federal Student Aid LCM Stages and Rela ted Testing Phases

o Definition
Vision Testingand
Retirement (Beginning) Testing Related Phases
TestingPhase E." Vision 0 *Functional Requirements (%}
*Migration Testing '&0 Testing Phases ® -Det_ai]e_d Systern De_sign ")
(For Instance Data & None 7z “Validation of Testability of
Migration Testing) \0" @é’ 9,’ Requirements
< ’O +Develop Master Test Flan
Q' 2 +Create Initial Test Suites and
Test Cases
4% S <
@ < @ Construction

%, %
Support & O‘:OO?
Improvement Oz ¢

6" Testing Phases
‘f? «Finalize Test Suites and
& Test Cases
S
¢)

Testing Phase () UnitTesting
*Moine, however changes 0, “Integration Testing
inittated atthis pointmay need . *System Testing
to be processed through the Implementatlon «User Acceptance Testing
LCMbeginningin Defimion
Phase Implementation Mote: Responsibility fartesl planning, test design, tes

Testing Phase suite creation, lest data creation, performance of tesls,

. ; PP and evaluation of test resuils may be delegated to
Post Implementation Verification vendors or pedormed by FSA. In any case, FSA retains

Note' the post implementation support period Normally  regponsibility for review and acceptance of tests and
includes the first 90 days followin g implermentanon test conclusions,
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Section 2. Selecting a Contractor

2.1 Overview

Federal Student Aid relies on contractors to pemnftesting for most application development
and maintenance projectSection 2.3provides proposal evaluation guidance to help enthat
the best contractor is selected for each project.

Key members of the test team (Test Manager andLBegts) must be certified test professionals
with experience. The key members must hold at ke&ertified Test Engineer (CTE)
certification or equivalent credentials.

2.2 Intended Audience

Federal Student Aid Project Managers, Federal &tulliel Test Managers, and Contracting
Officers will use the information iBection 2.3to provide guidance to contractors during the
solicitation phase and as a checklist for evalggpiroposals during the contractor selection
process.

In addition, the Contractor should be aware of stmall perform in accordance with Federal
Student Aid policies.

2.3 Proposal Checklist

Table 2-1lists items Federal Student Aid expects to be oetlin the proposal from the
contractor. Federal Student Aid Project ManagetsTest Managers will use this guidance
when selecting a testing contractor. This infororatvill also assist Federal Student Aid when
creating work statements and evaluation criteniadohnical proposals.

The information provided is not exhaustive; projgetff must reviewSection 3. Test Planning
andSection 4. Testing Phase® understand the different roles and responsésliof Federal
Student Aid and contractors.

Table 2-1, Proposal Checklist

Proposal Checklist

1 Proposals must clearly state the cost of testinghi project separately from the development
cost.

2 Proposal must state if the compangZepability Maturity Model Integration (  CMMI) compliant
and provide details on how the company will dem@tsttheir certification level.

3 Proposals must state that the Test Manager isrtsid) as key personnel on the project. The
Test Manager is expected to participate in theirements gathering process. The Test Manager
is expected to participate in the Earned Value Man@nt baseline review training sessions and

the Integrated Baseline Review.
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Iltem

Proposal Checklist

Proposals must state that all projects must hagelest Manager who may participate as a
tester, but the Test Manager may not be the ostgtdo participate in Integration and System

testing. At a minimum, there must be at leastbest Manager and one tester on every projegt.

Proposals must state the contractors will provitdléaater Test Plan (MTP) and phase level test
plan(s) that follow Federal Student Aid standaral#ecing each phase of testing included in the

Handbook. Contractors may add additional sectioriest plans at their discretion. Each test
plan is a formal deliverable.

Proposals must state that the contractors will igetraceability of the test suites (test cases,
procedures, scripts, and scenarios) back to regaimes and state the methodology and tool fo
this task.

Proposals must state the level and type of supipertontractor will provide during User
Acceptance Testing (UAT), when performed by Fed8tatlent Aid.

Proposals must include acknowledgement that theaor is responsible for creating the Use

Acceptance Test Plan and User Acceptance TestsSwitle guidance from Federal Student Aig
unless the contract states otherwise. The propasst recognize that these test suites may b
different or complementary to the test suites e@ébr System Testing.

Proposals must include acknowledgement that thraxinr must create a test summary repof
that complies with all sections of the templatevied in the Handbook. The contractor mus
also provide a high-level graphical summary of testlts.

10

Proposals must indicate that ample time will becalted to review test artifacts.

Guidance

* Analyzing the test summary report to provide inpi the Production Readiness
Review presentation

» All test related support documentation such adrteface Control Documents must bg
provided to the Federal Student Aid testers foreneand approval at least ten busineg
days prior to the start of System Test

* Turnaround times for reviewing artifacts may beuatd based on complexity and siz¢
of the document and will be at the discretion ef Bederal Student Aid Project Manag

* The review period for the Master Test Plan willtee business days

=

D
=

D =

—

t

1%

11

Proposals must include that requirements are apprprior to the creation of test suites (case
procedures, scripts, scenarios) to mitigate the teeewrite test suites.

12

Proposals must state that test suites for Fedardest Aid review and approval will be deliver
at least five business days prior to the sched@lstdsuite review unless the contract states
otherwise.

D
o

13

Proposals must indicate that testing will not bagitil Federal Student Aid has approved the
Test Readiness Review.

14

Proposals must specify that the contractor testag@nmust have at a minimum, five years of

experience actively managing test efforts. Fedetnadlent Aid project managers may require
contractor teqt mananers tn have a minimiim of ears of exnerience haced nn the que«
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Itim Proposal Checklist
criticality, information sensitivity, system comglty, and cost.
15 | Test teams should be comprised of certified an@eapced professionals, with each test

manager and test lead holding a CTE certificatioaquivalent as documented in the statement
of work or statement of objective for the project.
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Section 3. Test Planning

3.1 Overview

Federal Student Aid test planning includes undeditey the application and requirements,
knowing the schedule of development activities, praperly and completely creating the test-
planning document(s) that will guide the testinipef The Test Manager will use the
requirements in this section and the test plan kat@p inAppendix E - Templatesto create the
test plans. Following these instructions ensuoesptiance with Federal Student Aid policies
and promotes consistency and repeatability ofglesining activities across all Federal Student
Aid projects. For scheduling purposes, test plagis estimated to be approximately one third
of the total testing effort.

The Test Manager will create a Master Test PlanRM©r most projects. Exceptions will be
determined by the Federal Student Aid Applicatiomn®r and Project Manager based on system
criticality, information sensitivity, system compgley and cost. Project size and complexity are
discussed in detail iBection 3.4.5, Test Estimatiomf the Handbook. It is advisable that
exceptions be discussed with the Enterprise Testigsr This plan is created before testing
begins as a high-level description of the planmstirig effort and may be refined throughout the
project as additional information becomes availablienprove the clarity and accuracy of the
planned test effort. For large or complex projectdividual Phase Level Test Plans will
supplement the MTP (for example, a Unit TestingiRIaa UAT Plan will be created in addition
to the MTP). The MTP is finalized after approvatianust not be updated when the project
calls for Phase Level Test Plans.

When a MTP is required, the phase level test paasupplemental to the MTP and these plans
must go through the approval process. The MTP Imeagonditionally approved and later
approved based on the approval of all phase legelpans.

The Test Manager will use the MTP Template to eréla¢ MTP at a high level before the
project begins. The Test Manager will add addalatetail as it becomes available during the
project. When Phase Level Test Plans are requinedlest Manager will use the Phase Level
Test Plan Template to create the Phase Level Tass PThe MTP and Phase Level Test Plan
templates can be found Appendix, E Templates.

Master Test Plans are conditionally approved whieage level test plans are
required.
All phase level test plans are appendices of thetdtal est Plan.

The Master Test Plan is approved only after allginbevel test plans are
approved.

At the end of each test phase all defects musardih closed, deferred or in a
state which is acceptable to the Federal Studedtl&st Manager/Test Lead.

==
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3.2 Relevance of Test Planning to the Handbook Audi  ence

The Test Planning section is relevant to all pryrard secondary parties that make up the
audience for this Handbook (s8ection 1.1.1 Scope The following key staff members need to
fully understand and follow the requirements in Tlest Planning section of this Handbook due
to their associated responsibilities for this intpot aspect of testing:

* Federal Student Aid and/or Contractor Project Manag

* Federal Student Aid and/or Contractor Test Mandgst/Lead

* Federal Student Aid Enterprise Test Manager

* Federal Student Aid Application Owner

* Federal Student Aid and/or Contractor ApplicaticevBlopment Team

* Federal Student Aid and/or Contractor ApplicatiasfTTeam

The following matrix provides staff roles and sgiecapplication testing responsibilities.
Individuals that participate in test efforts wikkeithis section as guidance for creating test plans
evaluating contractor compliance, and planninglideat related activities.

Table 3-1, Test Planning Roles & Responsibilities

Title Responsibilities

Project Manager = Providing input to the MTP by supplying the basetirproject
plan document and high-level design documentsed-gderal
Student Aid Test Manager.

= Synchronizing the project plan and project schediitle the MTP.

= Refining the development planning.

= Participating in risk assessment and mitigationaies.

Test Manager = Creating, maintaining, and implementing the MTP Rhdse
Level Test Plans (if separate from the MTP).

= Coordinating testing activities between the Tegri@and the
Project Manager.

= Performing ad hoc testing is appropriate in sonses#®ecause
unique errors may be uncovered. When ad hoc teistin
performed, the testing process must be documetgpeby-step to
facilitate reproducing the test during defect agaly The Test
Manager must manage this process.

= Participating in risk assessment and mitigation/aies.

Federal Student Aid = Maintaining this Handbook to guide test plannint\aites

Enterprise Test Management (according to current Federal Student Aid policy).

= Evaluating contractor compliance with Federal Stidéd test
planning requirements.

= Consults with application test managers and previdsting
expertise to development projects.

Federal Student Aid = Estimating resources needed for testing by usiniy the

Application Owners information in this section and related planninpimation

provided in individual project Test Plans.
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Title Responsibilities

= Participating in testing risk assessment usingrmédgion in this
section and evaluating the Test Plan risk anajysisided by the
Test Manager.

= Responsible for signing off on test artifacts.

Application Development = Creating and implementing the Test Plan for Ungting.

Teams = Analyzing change requests.

Application Test Team = Assist in creating and implementing the followingeBe Test
Plans:

0 Integration Test Plan
0 System Test Plan
0 User Acceptance Test Plan
0 User Acceptance Test Support Plan
0 Post Implementation Verification Plan
= Prioritizing test efforts and perform testing eiffiatly.

3.3 Test Planning Activities

The Test Manager may perform the following actestidentified inFigure 3-1, Test Planning
Activities to develop all Test Plans.

Figure 3-1, Test Planning Activities

_ N ) Create Create
Obtain Initial Determine and Determine and
Test Plan The Scope Manage Escalation Manage
Reference of the Testing Procedures the
Documents Test Effort Communication Testing Risks

The following subsections provide details for eatkthe activities identified above:

3.3.1 Obtain Initial Test Plan Reference Documents

The Project Manager will provide the following dogents to the Test Manager and Testing
Team as the basis for starting the test planninggss.

» Baseline Project Plan This document contains appropriate delivery siatghich will
be used to schedule testing activities.

* Baseline System Requirement Specifications: Toauthent will be used to:
o Plan the scope of testing activities

o Plan to test both positive and negative test seamar
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o Determine which components to test
o Develop testing strategy

o Facilitate risk identification

o Determine staffing and training needs

» High Level and Detailed Design Documentsinformation in these documents will be
used to:

o Determine test environment needs
o Prepare Test Readiness Reviews (TRR)
o ldentify staffing and training needs

o Create the test strategy and risk identificationgighe Baseline System Requirement
Specifications

» Data Management Plan: During test planning the Data Management Plan fest
reviewed in order to determine the types of testiagded, the type of
conversion/balancing reports that will be tested & ensure that the Interface Control
Documents (ICD) are available or will be createdtfe test effort.

* Statement of Work Document: This document will be used to determine the stated
needs of the application owner

3.3.2 Determine the Scope of the Test Effort

Federal Student Aid will use the application systeiticality, information sensitivity, system
complexity and cost to determine the test plansrthast be created for a project. Based on this
information, Federal Student Aid will determine e one comprehensive MTP is acceptable
or if separate, detailed Phase Level Test Plans$ supplement a MTP.

3.3.3 Create and Manage Testing Communication

Testing communication ensures that all key managfeegest team, and stakeholders are kept
informed about testing activities, schedules, asdes. The MTP will contain a Testing
Communications Plan. Since testing is criticamal affects many other areas of the application
development effort as well as Federal Student Aichstructure, communication is vital to the
success of testing projects. The Test Manageovasll responsibility for developing and
managing all testing communication.

3.3.4 Determine Escalation Procedures

Test Plan(s) must include procedures and respditistbfor addressing situations when service
levels are not met or testing is not successfhiis process identifies specific areas where
escalation to a higher level of authority is appiate to resolve test issues. The issue resolution
process contains three levels of criticality, idged as green, yellow, and red. If an issue canno
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be resolved at its current level within the timeafped in the Test Plan, the issue is escalated to
the next level, as indicated below:

* Green: This is the initial default status and used wtesters log issues. Testers are
responsible for issues rated green

* Yellow: At this escalation, the Test Lead becomes invbbued alternative solutions are
considered

* Red When escalated to red, the Test Manager becamebsed in the resolution

3.3.5 Create and Manage the Testing Risks

The principal objective of risk management is tuee risks to an acceptable level. Risk
Management, as part of the Test Plans, identifieggt risks, which impact the testing effort
and their associated mitigating strategies. Inesoases, Risk Management for testing activities
may be incorporated into the overall project rigkp Risk management includes the following
activities:

* Risk Identification

* Probability Determination

* Impact Assessment

* Mitigation Measurement Development
» Contingency Plan Development

The Project Risk Plan may contain guidance on lwodefine the likelihood and impact of risk.
If there is no guidance in the Risk Management RlamMTP must state how risks will be
identified and managed.

The Test Manager will assess the target systentitunscfor criticality and risk. Criticality

analysis will be based on the potential consequeassociated with an error in or failure of the
function. Risk assessment will also be based eriltelihood of an error in or failure of the
function. The results of this analysis will be dise identify catastrophic, critical, and high-risk
functions, and to focus testing resources on thst significant aspects of the system design. See
Appendix D for more information on Risk Based Tegti

The definition of the acceptable level of risk adentification of those software components that
are considered significant may include, for examipigh-risk software using new technology or
concepts. The risk evaluation activity for purmoséfocusing the software testing, should be
accomplished in conjunction with the formal Riskdgement approach of the project. The
Test Manager should work in close coordination lith Project Manager.

3.4 Detailed Test Plan Planning Activities

As additional information is identified/defined duy application project planning, refinements
can be made to the MTP and initial planning canrb&g each phase of testing. Each Test Plan
will be prepared using the appropriate Test Plarptate provided ippendix E, Templates
Additional sections may be required based on the tf application being tested.
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Sectiohe3t Planning

Roles and Responsibilities
Test Strategies

Test Phases and Test Types
Test Coverage

Test Estimation

Components To Be Tested
Components Not To Be Tested
Test Readiness Review

Test Execution Cycle

Pass/Fail Criteria

Entry/Exit Criteria

Suspension Criteria and Resumption Requirements
Test Deliverables
Environmental Needs

Staffing and Training Needs
Schedule

Metrics and Reporting Planning

Tailoring the Test Plan or Phase Level Test Plan

A description of these sections begins on page 12.
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3.4.1 Roles and Responsibilities

Each Test Plan will include a section showing thleg and responsibilities of the various
contractor and Federal Student Aid staff who avelved in testing activitiegzigure 3-2,

Testing Related Roles and Responsibilitigfustrates the examples of roles at Federal Stude
Aid and their relationships.

Figure 3-2, Testing Related Roles and Responsibilit  ies

Appllcauon Owner | Enterprise ;’git Manager

Requirements Test Suite
Liaison — Test Manager Reviewer
FSA

’ Data Migration Test Team

SOA Test Team

’ EAVITA/ SA Test Team

’ 508 Test Team

Requirements ’ Web Based Test Team

) ’ GUI Test Team
'd
/ D e
\ Application Test Team
R
_ - Integration Integration
— Development VRN Test Lead Test Engineer
System System —
Test Lead Test Engineer
Legend:
:] Roles performing or
managing testing tasks UAT Test Lead UAT Tester
Business
E Roles using test results User
Test Status Reporting Lines PIV Lead EIVATSster
~l— — P Informal Communications
Notes:
1. A variety of different application development test types are illustrated. Each type has all of the functions
illustrated in the frame containing the Application Development Test Team.
2 . While contractor roles may vary from contract to contract,contractors normally perform development,support,

and testing roles for large applications. For small applications,Development, Support, and testing are
performed in-house by FSA staff.
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3.4.1.1 Federal Student Aid Roles and Responsibilities

In some cases more than one person may be assaoegarticipate in the activity. In these
cases, the individuals work together and the mersibs person has overall responsibility. The
following table describes the roles and respontdsl of Federal Student Aid staff in the testing
process.

Table 3-2, Federal Student Aid Roles & Responsibili  ties

Title Responsibilities

Application Owner = Providing resources to support testing activities.

= Prioritizing change requests.

= Participating in risk assessments.

Project Manager = Determining the feasibility of performing parallgystem Testing and
UAT (performing testing in both phases simultanégugue to
scheduling issues.

= Developing appropriate risk mitigation strategi@ehsure that testing
is successful.

= Approving or rejecting recommendations to perforyst&m Testing
and UAT in parallel.

= Prioritizing change requests.

= Communicating the formal recommendation of acceygan rejection
of test deliverables to the Federal Student Aidt@ating Officer or
Contracting Officer's Representative.

= Provides the approval to move to the next phasesting based on the

TRR.
Enterprise Test Manager | = Defining organization wide testing policies, stamt$a and ensuring
compliance.
= Providing leadership and strategic direction tot Managers and test
teams.

= Developing the Enterprise Testing Schedule.

= Collecting Defect Data and Performing Trend Analysi

= Recommending improvements related to Applicatiostifg to the
Federal Student Aid Chief Information Officer anederal Student
Aid Application Owners.

= Building Federal Student Aid’s test information osgory, Enterprise
Application Testing Management Report.

= Maintaining the Enterprise Testing Standards Haokbo

= Evaluating contractor’'s compliance with Federaldgtut Aid testing
requirements.
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Title Responsibilities

Test Manager = Determining the feasibility of performing parallgystem Testing and
UAT (performing testing in both phases simultanégudue to
scheduling issues.

Note: keep in mind that parallel testing may causk to the project
and the parallel testing decision must includesk ninitigation
strategy. The final decision must include inpatfrthe Federal
Student Aid Project Manager. If a contract is itwaal, input from the
Contractor Project Manager and Contractor Test Mgaamust be
included.

= Developing appropriate risk mitigation strategi@ehsure that testing
is successful.

= Developing the recommendation and justificatiopeédform System
Testing and UAT in parallel when no contractomigalved.

= Developing an appropriate mitigation strategy teuga that testing is
successful. If testing problems occur, employhmgabove-mentioned
technique.

= Observing the test effort performed by the contmact
Note: the Federal Student Aid Test Manager angeetdManager
will determine when the observation will take pladéo formal
announcement has to be given to the contractoo aghen the
observation will take place.

= Communicating the formal recommendation of accegan rejection
of test deliverables to the Federal Student AigéetdVianager.

= Prioritizing change requests.

= Managing the UAT process, monitoring the activityest contractor,
and participating in the TRR process; and providimgcommendation
to move to the next phase of testing based on &iR. T

Development Team = Designing and performing Unit Test activities

= Supporting subsequent testing efforts by analyehange requests
and updating code as required.

= Reviewing test artifacts.

= Reviewing and signoff of the MTP and any Phase L&est Plans.

= Reviewing test reports and metrics to determinethédraesting
activities are on schedule.

= Reviewing test reports to determine that a Test RBlé®eing followed,
and that the required artifacts are scheduled twdeged.

= Reviewing test artifacts to evaluate the qualityhef test effort.

= Reviewing test artifacts (for example the Test SamyniReport) to
evaluate contractor recommendations to move thegrto the next
stage of development or into production.
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Title Responsibilities

Test Lead = Coordinating between the Federal Student Aid Temt&der and the
Federal Student Aid Test Team.
= Creating, tracking, and maintaining Phase Levet Pémns in order to
assure completion of testing within time, cost, goédlity constraints.
= Identifying risks in testing and creating mitigatistrategies, and
taking actions in conjunction with the Test Managed the Project
Manager.
= Participating in analyzing and reviewing requiretseor clarity,
understanding, and testability.
= Assigning tasks and reviewing deliverables.
= Handling escalations from the Federal Student AggtManager and
Federal Student Aid Test Team.
= Participating in TRRs
= Working with the Federal Student Aid Requiremeritgadon to
resolve issues.
= Creating testing artifacts including:
0 Phase Level Test Plan
0 Phase Test Results
0 Phase Test Defects Reports
0 Phase Test Metrics
0 Integration Test Summary Report
= Communicating the formal recommendation of acceygan rejection
of test deliverables to the Federal Student AigdetdVianager.
= Managing UAT process, monitoring activity of tesentractor, and
participating in TRR process.
Testers = Designing and/or providing input to, and/or mainitag Phase Level
Test Suites, Test Cases and Test Scripts.
Performing Peer Reviews.
Reviewing the Phase Level Test Readiness Checklist.
Reviewing test scripts created by contractors.
Conducting phase level tests, and validating tsilts.
Entering defects into a central defect repositony @erifying their
resolution.
= Reporting escalations to the Federal Student Agt Tead or Federal
Student Aid Test Manager.
= Participating in reviewing and analyzing initiatikeguirements for
clarity, understanding, and testability.
= Providing input or creating testing artifacts irdilg:
0 Phase Level Test Suites, Test Cases and TestsScript
0 Phase Level Test Results
0 Input for the Phase Level Test Defect Report

Post Implementation = Executing PIV Test Suites.

Verification (PIV) = Validating PIV Test Results.

Testers = Entering defects into a central defect repositang verifying their
resolution.

= Reporting escalations to the Federal Student AidT”dam Leader.
= Creating testing artifacts including:

0 PIV Test Results

0 PIV Defect Report
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Title Responsibilities

Performance Test Team | Performance testing normally occurs independemtisnfapplication
development. The Performance Test Team is redperisr creating the
Performance Test Plan and Reports.

Security Test Team Security testing may be required to meet Certifica& Accreditation
(C&A) for the system. If C&A is not required, tBgstem Security Office
is required to sign off on the test plans and daang used to ensure
security is being addressed.
Requirements Liaison = Understanding the application under developmemadification and
the related requirements and design.
= Facilitating communication between the project'sjlilieements
Manager and Test Manager.
= Creating testing artifacts:
0 As determined by the Federal Student Aid Test Manag a
project-by-project basis.
Test Suite Reviewer = Reviewing all test suites created by contractors.
= Creating testing artifacts related to identificatif issues discovered
Note: the Test Suite Reviewer may not perform srandesting.
Contracting Officer = Communicating the formal acceptance or rejectiotesf deliverables
to the contractor.

3.4.1.2. Contractor Roles and Responsibilities

The following table describes the roles and resipdites of contractor staff in the testing
process.

Table 3-3, Contractor Roles & Responsibilities

Title Responsibilities

Project Manager = Determining the feasibility of performing parallgystem Testing and
UAT (performing testing in both phases simultanégudue to
scheduling issues.

Note: keep in mind that parallel testing may causk to the project
and the parallel testing decision must includesk tinitigation
strategy. The final decision must include inpabfrthe Federal
Student Aid Test Manager, Federal Student Aid tdy#anager, and
Contractor Test Manager.

= Synchronizing the project plan and project schediitle the MTP.

= Developing an appropriate risk mitigation stratéggnsure that
testing is successful.

= Providing input to the MTP by supplying the baselproject plan
document and high-level design documents to the Nlesager.

= Approving all the MTP and Phase Level Test Plans.

Test Manager = Support UAT, which may include creating defect mpgcetc.

= Determining the feasibility of performing paral®ystem Testing and
UAT (performing testing in both phases simultanégudue to
scheduling issues.

Note: keep in mind that parallel testing may catisle to the project
and the parallel testg decision must include a risk mitigati
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Title Responsibilities

strategy. The final decision must include inpatrirthe Federal
Student Aid Test Manager, Contractor Project Mamagad Federal
Student Aid Project Manager.
= Creating, maintaining and implementing the MTP Bhdse Level
Test Plans (if separate from the MTP).
= Coordinating testing activities between the Testrii@nd the Project
Manager.
= Prioritizing change requests.
= Developing the recommendation for using the aboeetioned
technique.
= Participating in risk assessment and mitigationaies.
= Developing an appropriate mitigation strategy teuga that testing is
successful, and if testing problems occur employfregabove-
mentioned technique.
= Managing the UAT process, and participating inTRR process.
Development Team = Designing and performing Unit Test Activities.
= Supporting subsequent testing efforts by analyzhange requests,
and updating code, as required.
= Providing input into the impact analysis
= Creating testing artifacts, including:
0 Unit Test Plans
0 Unit Test Suites and Test Scripts
0 Unit Test Results
0 Resolved Defects
Test Lead = Coordinating between the Contractor Test ManagerCGontractor
Test Team.
= Creating, tracking, and maintaining the phase leaalplan in order to
assure completion of testing within time, cost, godlity constraints.
= Identifying risks in testing and creating mitigatistrategies with the
Contractor Test Manager and the Contractor Prdfiectager.
= Participating in analyzing and reviewing requiretsefor clarity,
understanding, and testability.
= Assigning tasks and reviewing deliverables.
= Handling escalations from the Contractor Test Manangd Test
Team.
= Participating in the TRRs.
= Working with the Federal Student Aid Requiremeritgdon to
resolve issues.
= Creating testing artifacts, including:
0 Phase Level Test Plan
0 Phase Test Results
0 Phase Test Defect Reports
0 Phase Test Metrics
0 Phase Test Summary Report
= Managing the UAT process, and participating inTRR process.
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Title Responsibilities

Testers = Designing and maintaining Phase Level Test Sultest Cases and

Test Scripts.

= Performing Peer Reviews.

= Reviewing the Phase Level Test Readiness Checkilist.

= Conducting phase level tests, and validating silts.

= Entering defects into a central defect repositony @erifying the
resolution.

= Reporting escalations to the Contractor Test Legdomtractor Test
Manager.

= Participating in reviewing and analyzing initiatikeguirements for
clarity, understanding, and testability.
= Creating testing artifacts including:
0 Phase Level Test Suites, Test Cases and TestsScript
0 Phase Level Test Results
0 Input for the Phase Level Test Defect Report

Post Implementation = Executing PIV Test Suites.
Verification Testers = Validating Post PIV Test Results
= Entering defects into a central defect repositangd verifying the
resolution.

= Reporting escalations to the contract PIV Test Teaader.
= Testing artifacts created by contract PIV Testectuiding:

0 PIV Test Results

0 PIV Defect Report
Performance Test Team | Performance Testing normally occurs independentiyfapplication
development. The Performance Test Team is radgerfor creating the
Performance Test Plan and Reports.

Security Test Team Security testing may be required to meet Certiiice& Accreditation
(C&A) for the system. If the system is not reqdite perform C&A, the
System Security Officer is required to sign offgmoduction data that may
be used during testing and should sign off onpksts to ensure security
is being addressed.

3.4.2 Test Strategies

Test strategies involve the approach and methadswifi be used to plan, conduct, and report
testing activities. Organizational goals and olwest and/or specific application project goals
and objectives may influence the selection of s&sitegies. The test strategy section of the plan
will specifically address the following organizatal test strategies and project test strategies:

Table 3-4, Test Strategies

Organization Test Strategy Project Test Strategy
» Standardization of all software testing activities Test coverage
across projects = Testtools

= Building a strong testing organization
» Evaluating the current staffing model
= Setting up the service level agreements

Training requirements
Types of metrics used
Configuration Management process
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Organization Test Strategy Project Test Strategy
= Timely review of existing processes = |Level of Regression Testing
= Test automation effort in terms of percentage
of tests automated
= Handling of meetings and other organizational
processes

3.4.3 Test Phases and Test Types

There are five testing phases that occur durindiegimn development and deployment. An
important part of Test Planning is to identify tggies that will be performed during each test
phase.Table 3-5lists standard test types and corresponding teptiases in which the testing
is either required or recommended:

Table 3-5, Standard Test Types

Testing Phase

c
e
@
T
Standard Test Types <
Component Testing A - - - -
Integration Testing ° - - - -
Component Interface Testing - A - - -
Subsystem Testing - ° A A
Functional Testing - - A A A
Intersystem Testing - - A °
Regression Testing - - A A -
Performance Testing - - ° - -
Usability Testing - - ° A °

Legend A : Required®: Recommended

In addition to the standard test types showhable 3-5,depending on the nature of the project,

there are specialized tests that may be requifée. Test Team must consider the need for each
of these specialized test types when preparingptass. A discussion of specialized testing can
be found inAppendix D: Testing Techniques
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Table 3-6, Specialized Test Types

Testing Phase

c
e
[
o
Specialized Test Types I=
508 Compliance Testing ° ° A A -
Commercial off the Shelf (COTS) Testing ° ° A A -
Documentation Testing Py - ° ° -
Evergreen Testing - - A A °
Graphical User Interface (GUI) Testing - 4 A ° °
Client Server Architecture Testing PY PY Py Py -
Service Oriented Architecture Testing A A A A A
Web Based Architecture Testing A A A A -
Legend A : Required®: Recommended

In all testing phases and types, the approach gdhmmuto “break” the system (negative testing) in
addition to demonstrating that the functionalityris

3.4.4 Test Coverage

Test coveragds a quality measure used in software testingle#icribes the degree to which the
source code of a program has been tested. To nedasw well the program is exercised by a
test suite, one or momdverage criteriaare used. There are a number of coverage critega
main ones being:

* Function coverage -has each function in the program been executed?
» Statement coverage -has each line of the source code been executed?

» Condition coverage(also known as Branch coverage) — has each evatuadiint (such
as a true/false decision) been executed?

» Path coverage -has every possible route through a given part@ttide been
executed?

* Entry/Exit coverage —has every possible call and return of the funchiean executed?

Selection of a Test Coverage Tool to determinddlecoverage provided is a test planning
activity. The Test Manager, in conjunction witke tAroject Manager, may decide to capture test
coverage to:

» ldentify the portions of the application that telsése not exercised
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* Accumulate coverage data over multiple runs andiptelbuilds

* Merge data from different programs sharing comnmiee code

* Work with the unit testing tool to make sure thabes are found throughout the

application

* (Generate test coverage reports

o These reports include, at a minimum, code locatitormation, statement coverage
and condition coverage

Before delivering a build to the Testing Team, Bexelopment Team will configure the test

coverage tool for the build to be tested. Durirgaaition, the Project Manager is responsible for

ensuring the creation of periodic test coveragentspising the test coverage tool and providing

them to the test team.

3.4.5 Test Estimation

Test estimation provides inputs for resource am@dale planning. The Test Manager will
estimate the test effort using multiple variabtEsstants, and calculations. The following
example describes an acceptable estimation methgylol

This method uses five variables as follows:

Table 3-7, Test Estimation Values

Variable
Complexity Constant

Description

The complexity constant provides a means of degjtiire
additional effort required to perform moderatelynex and
complex tests. Using a factor of one for relatnv@mple tasks, a
multiplier is used to increase the value of the plaxity constant
for more complex tasks. In the example below, aenately
complex task is estimated to require 20% more eff@an a simple
task (1+(1*20%)) =1.2 and a complex task is estadadb require
50% more effort than a simple task (1+(1*50%)) =1nfially,
these multipliers are pure estimates. As actual idaaccumulatec
and analyzed, and as tools and processes evobss, tlalues
should be reevaluated to determine whether theegadhould be
adjusted to provide more accurate estimates.

Number of Requirements

The number of requirements represents the numitesks that
need to be completed. For this method to prodeasanable
estimates, the definition of a requirement mustdogsistent from
phase to phase within a project, as well as cardistom project
to project.

Basic Hours

Basic Hours is an estimate based on experiencesthaed to
calculate the time required to perform a task.

Regression Ratio

The regression ratio is equal to the number ofasfédivided by
the number of test cases. This value is initiafitimated. As
testing results are reported, the estimate is sejusased o
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Variable Description

experience.

Regression Runs

Regression runs is the number of times a test wdsrmmed.

For example:

Step 1 -Determine Complexity Constant Values based on vérdtie complexity of the
requirement to be tested is Low, Medium or High.

Table 3-8, Complexity Constant Values

Complexity Constant Value Description Complexity Constant
Low Relatively Simple 1

Medium Moderately Complex 1.2

High Complex 15

Step 2 -Apply the Complexity Constant Value to Calculate Subtotal Hours.

Subtotal Hours = Number of Requirements * Complegionstant * Basic Hours

Table 3-9, Calculate Estimated Subtotal to Complete

Testing

Number of Requirements Complexity Constant !Basic Hours “Sub-Total
A B C A*B*C=D

30 1.5 2 90

10 1.2 2 24

30 1 2 60

Step 3 —Calculate the estimated time to complete testing.

Total Hours = Subtotal Hours * Regression RatioggRession Runs

Table 3-10, Calculate Estimated Time to Complete Te

sting

’Sub-Total ®Regression Ratio “Regression Runs °Estimated Hours
D E F D*E*F=G
90 0.5 3 135 Hrs
24 0.5 3 36 Hrs
60 0.5 3 90 Hrs
Total Estimated Hours 261 Hrs
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If testing activities are performed by the contmagcthe contractor’s proposal
must state how test estimates are calculated.
3.4.6 Components To Be Tested

Test Plans must include the list of componentsdfions or requirements) that will be tested or
demonstrated by the test. The component listerptan will include a high-level description of
each component without providing technical details.

Traceability to requirements and design is requiinetthe test plan to identify the test design
specification associated with each feature and eastbination of features. Federal Student Aid
follows thelnstitute of Electrical and Electronics Engineers [EEE) Standard (Std) 829-
1998,which instructs Test Managers to “specify the mimm degree of comprehensiveness
desired. Identify the techniques that will be usegidge the comprehensiveness of the testing
effort (e.g., determining which statements havenlmecuted at least once). Specify any
additional completion criteria (e.g., error freqogn The techniques to be used to trace
requirements should be specified.”

To ensure that all requirements are tested, theiiRegents Traceability Matrix (RTM) must be
completed and delivered to Federal Student Aidrpgddhe start of testing. Test Suites should
include requirements and provide full traceabifitym the test suite and test case to the
requirements being tested at the step level. Dpees and testers should be working from the
same requirements documents. In addition, thisigentation should be base-lined and under
configuration management control.

3.4.7 Components Not To Be Tested

This section of the Test Plan describes the listoofiponents (functions or requirements) that
will not be tested. The component list in the phalhinclude a high-level description of each
component without providing technical details. &med Student Aid follows IEEE Std 829-1998,
which includes the requirement to identify all ig@s and significant combinations of features
that will not be tested and the reasons.

3.4.8 Test Readiness Review

The Test Readiness Review (TRR) process is thestiep in Integration Testing, System
Testing, UAT, and Post Implementation Verificatidn. each case, the TRR functions as the
phase gate signifying that the requirements forrregg the next phase of testing conditions
have been met. The TRR must include communicatiaefects found in previous test phases
to the test team involved in the next phase oirtgst
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Testing by Contractor

When contractors perform testing, the steps inMRR process are as follows:

Begin > Review checklist using the » Contractor Test Manager, FSA
Test Readiness Review Manager/Test Lead, other
report template. Stakeholders as assigned.

Figure 3-3, Testing by Contractor

The Contract Test Lead
creates a Test Readiness

The checKlist is distributed to the
review team, which includes:

The
FSA Project
Manager approves the
TRR report and testing
raoves to the next step
in the phase

TRR meetings are held
and the Contractor Test
Manager creates the TRR|
report

The team reviews and
updates the checKilist, as
necessary.

Testing by Federal Student Aid

When Federal Student Aid performs testing for semgdlojects, the steps in the TRR process are
as follows:

Figure 3-4, Testing by Federal Student Aid

The Federal Student Aid
Test Manager prepares the
i Test Readiness Review
Begin checklist using the Test 7
Readiness Review report

template.

The Federal Student Aid Test Manager
distributes the Test Readiness Review
checklist to the review team, which
includes: the Contractor Test Manager,
Federal Student Aid Test Team and
others, as assigned.

The
Federal
Student Aid Project
Manager approves the TRR

The Federal Student Aid Test Manager

MRS BEE [E =0 211 conducts the TRR and creates the TRR |-

updates the checklist, as

report. report and testing moves
Il to the next step
in the phase
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3.4.9 Test Execution Cycle

Each planned test execution is a Test ExecutiomeCythe number of Test Execution Cycles
may change depending on the defects encountetbé system during the test execution.

The test execution cycle involves the followingpste

» Creation of a test suite which contains the teshados, test cases, test procedures, and
test scripts

* Execution of all the test cases in the test suite
* Reporting test results
» Defect management
* Implementation of a Test Suite
o Can typically begin as soon as a test case isatkfin
o An approved software build is usually required befexecuting a Test Suite to
capture measurable test results.
3.4.10 Pass/Fail Criteria

Test success is based on pass/fail critdfederal Student Aid requires that results be glearl
documentedh the Test Suites. If the actual result is thesas the expected result the test
passes; otherwise it fails. This section of thet Rdan contains the specific criteria that will be
used for Pass/Fail assessment. In addition, dry ofitesting should be held by the test team
prior to formal reviews with Federal Student Aidviaidate the expected results. The plan will
include the following three steps related to Pasb#fiteria:

1. Establish precondition for the test.
2. Execute the test.

3. Verify the test result.
Expected results must be clearly documented i éisé Suites and the results
should be verified during testing.

3.4.11 Entrance/Exit Criteria

Test Plan contains the criteria that determine whsting within any given test phase begins
(entrance criteria) and ends (exit criteria). Bnte and exit criteria must be specified for at te
efforts.

3.4.12 Suspension Criteria and Resumption Requireme  nts

In some cases, testing must be stopped basedtamaaynditions or situations. For example, if
an application is under test and the login featloes not work, the tester will suspend testing
activity and resume once the application has beed f This section of the Test Plan describes
all the conditions that may result in the suspamsiod the resumption of the testing activity.
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3.4.13 Test Deliverables

This section of the Test Plan contains a list tfats, such as status reports and charts, retjuire
by the contract as formal test deliverables.

3.4.14 Environmental Needs

This section of the Test Plan includes the hardwlatails, test data details, simulators and other
support required to perform testing.

3.4.15 Staffing and Training Needs

This section of the Test Plan includes the numbeespurces and skills required for the testing
project and the identification of areas where trajns required.

3.4.16 Schedule

This section of the Test Plan contains the testetgedule in the form of a work breakdown
structure.

3.4.17 Metrics and Reporting Planning

The metrics that will be used to determine the sssof testing activities must be included in
the Test Plan. Additional information relatedésttmetrics and reporting can be found in
Section 6 Test Metrics and Reporting Subsection 6.4 Metrics Identification and Selection
may be especially useful.

3.4.18 Tailoring the MTP or Phase Level Test Plan

When it becomes necessary to tailor a Test Plardthaates from the direction in this
Handbook, the Test Manager will provide the follogrinformation and submit it to the Federal
Student Aid Test Manager for approval:

* Item number (for tracking each requested change)

* Applicable Handbook Section/Subsection number dled t
* Requirement as stated in the Handbook

* Tailored proposal

* Rationale for tailoring

3.5 Test Plan Reviews, Revisions, and Acceptance

Test Plan(s) are living documents that requireufezr review and revision. Changes affecting
the Test Plan may also affect major documents (agdkst scenarios and scripts) associated
with testing activities. All revisions of any lfgcle document must adhere to the required
versioning control or change management to ensateonly the latest versions of documents
are implemented in any lifecycle phase.
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3.5.1 Test Plan Reviews

The Test Manager is responsible for reviewing goabting the MTP and Phase Level Test
Plans (when required) for all other phases ofriggprior to and during each test phase to ensure
the most up-to-date project-related informatiom@uded and considered from a testing
perspective. The Federal Student Aid Project Manawust work with the Contractor to ensure
that the planned Test Plan Reviews are line itentlse overall project schedule. The review
process includes:

» Distributing the updated Test Plan to the Fedetadié&t Aid Test Manager for review
and comment

o The Federal Student Aid Project Manager will woikwthe Federal Student Aid
Test Manager to assign a team to perform the review

o The Federal Student Aid Test Manager will recommacekptance of the test plan

* Conducting a meeting with the assigned review teadiscuss the input and identify
changes.

* Incorporating changes and distributing the updatad to the review team.

» Conducting additional reviews and revisions as s&@g/, until the review team agrees
the revised Test Plan meets Federal Student Agkslis

3.5.2 Test Plan Revisions

There will be numerous times during the test prtojdtere revisions to Test Plans and to other
documents (i.e., test suites, test scenariosc#ssts, test scripts, and test procedures) may be
required. Reasons for revisions may include:

* Receiving new information

* Changes in the environment
* Development-testing actions
* Changes in schedules

» Addition of stakeholders

The Project Manager is responsible for ensuringrénasions are made promptly and that all
relevant information associated with the changesjsured.

1. The Project Manager will provide revised Tesiri3land other test project related
documents to the Federal Student Aid Project Manage Federal Student Aid Test
Manager within the period required by the contracts directed by the Federal Student
Aid Project Manager or Federal Student Aid Test &ger.

2. The Federal Student Aid Project Manager or Fed&tudent Aid Test Manager will
review each revision for content and accuracy.
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3.5.3 Test Plan Approvals
The revision process is as follows:

1. The Federal Student Aid Project Manager or F@d&udent Aid Test Manager will
approve the revised Test Plan(s) and related doctsmer return them for correction.

2. Acceptance of the initial and each revised Pémih and major test document occurs
when Federal Student Aid signs the acceptance sgepAt a minimum, the Federal
Student Aid Project Manager and Federal Studenfl&st Manager must sign the

acceptance document.

3. The Federal Student Aid Project Manager infotinesFederal Student Aid Contracting
Officer as to the recommendation of acceptancejection of the test plan.
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Section 4. Testing Phases

4.1 Overview

This section describes application testing duriegebpment and after deployment and includes
a description of the testing phases and the stda@asociated with each one. There are five
testing phases required by Federal Student Aid,dating application development, and one
following release of the application to production.

The processes, requirements, and artifacts incliud8dction 4are the minimum required to
meet Federal Student Aid Standards. Additionat@dares, requirements, and artifacts may be
required to ensure compliance with the intent &f Handbook.

Figure 4-1, Overview of Testing Phasesn the following page shows the overall testing
process across each of the five Federal Studentefjired test phases.

This figure also indicates the processes Fedeualest Aid will use for evaluating the readiness
of an application for production and when it ocowlgitive to the individual testing phases.
These evaluation processes include the ProducieanliRess Review (PRR) and First Live
Batch Testing.
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Figure 4-1, Overview of Testing Phases

Application Phase Testing Phases
/
Phase 1

Unit Testing

(Section 4.2 — Figure 4-2)

v

Phase 2

Integration Testing
(Section 4.3 - Figure 4-3)

Development < ¢ L

Phase 3
System Testin

(Se¥:tion 44— Figure~4~4‘.g) \ Phase 4

User Acceptance Testing [

(Section 4.5 - Figure 4-5)

1

A 4

PRR Performed&
Application installed in
Production

- v

Phase 5
Post Implementation

Verification
(Section 4.6 — Figure 4-6)

Alternate path
used on an exception
basis when System testing
and UAT are performed in
parallel for part of
UAT

First Live
Batch Testing
Successful_~" No, the application is not accepted for use in

! Production. The installation is rolled-back
and further testing is performed

Yes, the application is accepted

Production < for use in Production

Post Implementation
Support Period (PISP)

End
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4.1.1 Application Development Testing
During application development, four testing phasssur:

* Phase 1: Unit Testing

* Phase 2: Integration Testing

* Phase 3: System Testing

* Phase 4: User Acceptance Testing

Testing in these phases is required for new agmita as well as maintenance. In addition, all
four of the test phases apply to Commercial-off8helf (COTS) software, COTS software with
modifications, and custom developed applicatiohise four test phases occur sequentially, with
the possible exception of System Testing and Useeptance Testing (UAT). With supporting
documentation and Federal Student Aid Project Managd Test Manager approval, these two
phases may occur with some overlap.

The tests performed and the related artifacts medialuring these testing phases enable Federal
Student Aid to evaluate new and upgraded softwadetermine whether the software is ready
for use in a production environment.

Following UAT, key Test Team members will partidipan the PRR to verify that the
application is ready for the production environment

Testers will comply with the Privacy Act of 1974aasended, 5 U.S.C § 552a,
whenever test data is obtained from a data setatoimg personal
information.

The Project and Test Managers will evaluate theliappility of each phase to
each project. If a phase is not applicable, thst teanager will document why
it does not apply in the MTP. The Federal StudedtProject and Test
Managers will approve the approach.

e e

4.1.2 Post Implementation Verification (PI1V)

Phase 5, Post Implementation Verification is thalftest phase and occurs once the application
is moved to production. Two specific types of itggimay occur during this phase:

» First Live Batch Testing
* Post Implementation Support Period Testing

4.1.3 Organization

Sections 4.2hrough4.6 are organized by phases, from Phase 1 to PhaSadh phase contains
subsections with the following information:

» Description of the testing that occurs
» Table of roles, responsibilities and artifacts

* Process diagram
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» Entrance Criteria that must be completed befordabkiephase starts
» Test preparation guidance

» Test execution information

» Test reporting requirements

» Exit Criteria that must be met before the phasmmpleted and further testing can begin

4.2 Phase 1: Unit Testing

During Unit Testing, developers design and perftests to ensure that the code written
performs according to the application’s design.th&t successful conclusion of Unit Testing, the
Test Team recommends advancing the code to thephase of development — Integration
Testing. There are two types of Unit Testing:

* Component Testing Component Testing is the testing of individuaingmnents of the
code. A component is the smallest product of cbdeaccomplishes a specific action.

o Component Testing is always required as part of Uesting

» Unit Integration Testing: Unit Integration Testing occurs when developenmsbine
components so that several individual componems$emted together.

o Unit Integration Testing is required if integratsamponents are created during
development

Federal Student Aid requires that Unit Testing edgymed using selected path testing within
the code module, as well as code coverage todis. FEderal Student Aid Project Manager will
agree on the percent of the affected branch camditand lines of code developers must test for
each project. The development team is responfiblgeveloping test drivers and stubs, as
needed, to perform these tegtppendix D of the Handbook discusses useful tools, including
code coverage tools.

Example - Unit Testing

Unit Testing Scenario

The "last name" field on the Free Application f@deral Student Aid (FAFSA) application
module may contain a maximum of 30 characters.

Test

The development tester validates that the "lasteidi@ld on the FAFSA application only
allows 30 characters. The developer was ableter 84 characters as a last name on the
FAFSA application. The developer looks at thenm# code to determine why more than 30
characters were allowed in the field and makesrigection to the code. The developer then
retests the scenario to ensure that the "last néigld"only accepts 30 characters.

The Federal Student Aid Project Manager and Fed8tabent Aid Test
Manager must be invited to all meetings relatetit Testing and should

have insight into all Unit-Testing Activities.

Version 2.0 35 Version Date (09/25/2008)



Enterprise Testing Standards Handbook Sectiohesting Phases

Close interaction between the Project Manager hadevelopment Team is critical for Unit
Testing to be successful and for the code to baramhd to the next testing phagable 4-1,

Unit Testing Roles, Responsibilities, and Artifactsshows the Project Manager and
Development Team roles and responsibilities asiredjloy Federal Student Aid and the artifacts
that must be created for successful Unit Testing.

Table 4-1, Unit Testing Roles, Responsibilities, an  d Artifacts
Role ‘ Responsibility

Plans for testing and testing related activities

Ensures that all Entrance Criteria are satisfiéor po beginning Test
Preparation. Minimum Entrance Criteria include ngvi

= Baseline MTP

Baseline Detailed Design Document

Approved Requirements Traceability Matrix

Approved Unit Test Plan

Unit Test Environment

Coded software components that will be tested

Completed a review of change requests receivee sieclast
baseline of the requirements and design documandsartifacts
from the previous test phase

Project Manager Oversees testing activities

Reviews all testing artifacts

Ensures that all Exit Criteria are satisfied ptomsubmitting Unit

Testing Artifacts to the Federal Student Aid Projdanager.

Minimum EXxit Criteria include ensuring that:

= Planned Unit Test Cases pass

= Urgent and high priority defects identified duridgit Testing are
resolved

= Artifacts, reports, and metrics are updated bydineeloper to
reflect the current state of the components tested

= The Project Manager has reviewed and approvedtétcis

= The Federal Student Aid Deliverable Review Protess
completed

When a contractor is used, the Federal StudenTAsl Manager has
the option of reviewing the Unit Test results baes not have the
authority to approve them.

Federal Student Aid Test
Manager

The Federal Student Aid Architect may review uegttresults and

Federal Student Aid Architect may request the development team to perform additi@sting.

Includes the Federal Student Aid Project Managetliproject
Development Team correspondence, meeting invitations, other comnatiuins and
reports.
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Role ‘ Responsibility

Prepares for Unit Testing by

= Updating the Unit Test Plan (as needed)

= Creating and updating the Unit Test Framework (@heguired -
e.g., stubs and drivers)

= Creating and updating Unit Test Suites, includietedmining
test scenarios, test cases, test scripts, angrtestdures to
perform Component Testing and (if applicable) Inated
Component Testing

= Creating and updating Unit Test Data that:

o Is reusable when appropriate

o Is generated utilizing an automated tool whenevey
possible

o Includes identifying and planning for additional
resources if test data is to be provided from ao\
outside the development group

Executes Unit Testing by

= Executing Unit Test Cases using the Unit Test fraork

= Evaluating Unit Test results

= Performing Defect Management to verify, log, trackl retest
defects

= Updating code to resolve defects

Reports Unit Testing by

Updating Unit Testing Test Suites

Updating Unit Testing Plans

Creating Unit Testing Reports

Creating Unit Testing Metrics

Creating the Unit Testing Defect Report

Submitting all artifacts to the Project Managerreview and
approval

The following figure Process Overview of Unit Testingghows the Unit Testing process.
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Figure 4-2, Process Overview of Unit Testing
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4.2.1 Entrance Criteria

Before Unit Testing can begin, Entrance Criterisstrne met. Federal Student Aid may define
additional entrance criteria for a project abowe Bederal Student Aid minimum requirement. A
contractor may also recommend extra criteria fateffal Student Aid approval; however, the
Federal Student Aid Project Manager must approyeeaneptions to the minimum criteria.
Entrance criteria conditions include at a minimum:

» Baseline MTP

» Baseline Detailed Design Document

» Approved Requirements Traceability Matrix

» Approved Unit Test Plan

* Unit Test Environment

» Coded software components that will be tested

» Completion of a review of change requests recesineck the last baseline of the

requirements and design documents, and artifamts fine previous test phase

4.2.2 Test Preparation

Along with the Entrance Criteria, the Developmeaaiin must prepare for testing by:
» Updating the Unit Test Plan (as needed)

* Creating and updating the Unit Test Frameworks (e/lnequired - e.g. stubs and drivers)

» Creating and updating Unit Test Suites, includietpdmining test scenarios, test cases,
test scripts, and test procedures to perform Coenpohesting and (if applicable) Unit
Integration testing

» ldentifying and planning for additional resourcetest data is to be provided from a
source outside the development group

» Creating and updating Unit Test Data that:
o Is reusable when appropriate

o Is generated utilizing an automated tool whenewssible

4.2.3 Test Execution

Once the test preparations are complete, the Degnedot Team performs Unit Testing by:
* Executing Unit Test Cases using the Unit Test fraorks

» Evaluating Unit Test results
» Performing Defect Management to verify, log, trackl retest defects

» Updating code to resolve defects
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Note: Useful testing techniques during Unit Testing idelubut are not limited to, White Box
Testing, Code Review and Walkthrough, API TesAngomated Testing, Regression Testing,
and Security Testing. Th&ossary in Appendix B provides descriptions of each technique.

4.2.4 Test Reporting

The Development Team prepares the following sefiesports and submits them to the Project
Manager for review and approval. Additional repartay be required for a specific project.

» Updated Unit Test Suites
» Updated Unit Test Plans
e Unit Test Reports

* Unit Test Metrics

* Unit Test Defect Report

4.2.5 Exit Criteria

Exit Criteria define the quality standards thatlgydhe code for promotion to the next level or
development stage. The following conditions aeertiinimum Exit Criteria for Unit Testing
cases. (Federal Student Aid and/or the testingractor may define additional Exit Criteria for
a project — Exceptions must be approved by theraé&udent Aid Project Manager.)

* All Unit Test Cases pass
» All urgent and high priority defects identified duy Unit Testing are resolved

» All artifacts (including test suites and automatiest scripts), reports, and metrics are
updated by the development team to reflect theeatistate of the components tested

» The Project Manager has reviewed and approvedtddas
» The Federal Student Aid Deliverable Review Proeess applied to each artifact

* When a contractor is used, the Federal StudenTA&f Manager and the System
Architect may review the contractor’s test resahlsl may require additional testing

4.3 Phase 2: Integration Testing

Once Unit Testing is completed, the integratiomta@ategrates software units and code modules
created by the Development Team with each othereate higher-level system components
until all units are integrated, creating a comptstem (application).

Integration testing will be required for complexandevelopment. The Federal Student Aid
project manager must determine when Integratiamtgss required based on the criticality,
information sensitivity, complexity, and cost o$gstem.

Integration Testing Test Types include:

» Component Interface Testing:Tests the interfaces between code modules andaseft
units

o Integration Testing continues until developers hategrated all of the code to create
the final application
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o Federal Student Aid requires integration testingafaplications

» Subsystem TestingRequired if Subsystems are created during devetop

As integrated components are created, Testersagin Bomponent Interface Testing, testing

the interfaces between code modules. Depending bpw the design requirement is defined,
Integration Testing continues until developers hategrated all of the code to create and test
the final application.

In large applications, these components can begnated to form subsystems
that are integrated with other subsystems to crédagecompleted application.

Integration Testing is an iterative process ocagriwvith components integrated again and again
until the application is completed. Once the firdegration Testing cycle is complete, the Test
Manager will modify the Integration Test Plan ardaurce estimates as needed for subsequent
Integration Testing Cycles. To facilitate defezgalution, testers should have an open
communication path with developers prior to andrduintegration Testing.

Example - Integration Testing

Integration Testing Scenario

The FAFSA website has a feature to allow the us@etform a search of schools by state.

Test

The integration tester enters the state code “\WAthe "Federal School Code” search field. The
tester validates that the FAFSA website and thefg®chool Code search feature work
together to return only Virginia schools as a resalthe FAFSA web page.

The Integration Test Team, including the Test Ma&nagnd Integration Testers, plans the testing
activities for the interfaces to be tested. Thedrmation Test Plan includes the assigned tasks,
schedule, and resources. Planning must includewenf the Unit Component Test Defect
Report and the Unit Integration Test Defect Repmrtdentify problems and areas of concern
that occurred during Unit Testing and that may reditional scrutiny during Integration
Testing.

Table 4-2, Integration Testing Roles, Responsibiligs, and Artifacts, shows the Project
Manager, Test Manager, and Integration Test Tedas snd responsibilities as required by
Federal Student Aid, and the artifacts that mustrbated for successful Integration Testing.
Test Suites that have been approved by Federat@tddd may be changed during test
execution, but must be reported to the Federalesitudlid test manager indicating the reason for
the change. The Federal Student Aid project tedhreview the updated test suites to ensure
the test meets the requirements. When analyslefetts leads to requirement clarification or
modification, then new Test Suites must be createtlapproved by Federal Student Aid.

Table 4-2, Integration Testing Roles, Responsibilit  ies, and Artifacts

Responsibility Artifact(s)

Provides information for testing and = Updated Project Development Pla

Project Manager testing related activities » Updated Work Breakdown Structure

Provides TRR approval
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Role

Federal Student
Aid Test
Manager

Responsibility ’

Completion of the Federal Student Aid
Deliverable Review Process

Artifact(s)

off after reviewing and approving
artifacts

If a contractor is used, the Federal

Student Aid Test Manager is responsilplaccept or reject test artifacts.

for the following:

» Reviewing and approving test
artifacts

= Monitoring testing activities

* Provides TRR recommendation

Contractually related recommendation

Test Manager

Ensures all Entrance Criteria are

satisfied prior to beginning Test

Preparation. Minimum Entrance

Criteria include having:

= Baseline MTP

= MTP

» Detailed Design Document

= Approved Requirements
Traceability Matrix

= Approved Integration Test Plan

* Integration Test Environment

= Coded Software components that
will be tested

= Baselined MTP

= Completed TRR

= Approved Integration Test Plan

* Integration Test Environment exist

Federal Student Aid Test Manager sign-

» Integrated code modules completed
by Developers and ready to be tested

* TRR documentation and process

» Tests assigned to testers

= Test Suites, Test Cases, Test Scripts,
and Test Procedures created

= Completed a review of change
requests received since the last
baseline of the requirements and
design documents, and artifacts from
the previous test phase

= An Application login and password

Oversees testing activities =  Emalil

= Meeting Minutes
»  Weekly Status Reports

Reviews all testing artifacts

= Reviewed Integration Test Cases
= Reviewed Integration Test Results
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Role

Ensures that all Exit Criteria are satisfi
prior to submitting Integration Testing
Artifacts to the Federal Student Aid
Project Manager. Minimum Exit Criteri
include ensuring that:

Responsibility ’

All planned Integration Test Cases
pass
All urgent and high priority defects

identified during Integration Testing

are resolved

updated by the Test Team to refleq
the current state of the component
tested

The Test Manager has reviewed a
approved all artifacts

All artifacts, reports, and metrics afes
t
S

el

Artifact(s)

Completed Integration Test Cases

Defect Log

Updated artifacts, reports, and
metrics

Test Manager sign-off after
reviewing and approving artifacts

Integration Test
Team

Prepares Integration Testing by:

Updating the Integration Test Plan
(as needed)

Determining and obtaining the Tes
Environment

Determining and obtaining the
Integration Test Framework requirg
to execute Integration Test Cases
Creating and updating Integration
Test Suites, including determining
test scenarios, test scripts, and tes
procedures to perform Component|
Integration Testing, and, if
applicable, Subsystem Testing
Obtaining logins and passwords to
interface(s)

Generating Integration Test data
that:

o Isreusable when
appropriate

o Is generated utilizing an
automated tool wheneve
possible

o Is generated from data
that has been processed
on the system and that

b

—F

can be re-used for testingf

Updated Integration Test Plan (if
needed)

Integration Test Framework (as
needed, e.g., stubs and drivers)
Integration Test Suite (including te
scenarios, test cases, test scripts,
test procedures)

Integration Test Data

5t
and
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Role

Responsibility ’

Executes Integration Testing by

Executing Integration Test Cases
using the Integration Test
Framework

Evaluating Integration Test Resultg
Performing Defect Management to
verify, log and retest defects

Artifact(s)

Executed Integration Test Cases
Evaluated Integration Test results
Complete documentation of defect
in the defect management tool
Updated code that resolves defect
Documentation to show that defects
were tracked and managed to the
resolution

|72}

v

Reports Integration Testing by

Updating Integration Testing Test
Suites

Updating Integration Testing Plang
Creating Integration Testing Repof
Creating Integration Testing Metrig
Creating the Integration Testing
Defect Report

Submitting all artifacts to the Proje

Manager for review and approval

Updated Integration Test Suites
Updated Integration Test Plan
Integration Test Summary Report
Integration Test Metrics
Integration Test Defect Report

The contractors responsible for Integration Testilgensure that tests are performed on all
components that make up the integrated componétite application. At each step of the
integration process, the test must verify the fiometlity and reliability of the application,
according to approved design specifications.

Figure 4-3, Process Overview of Integration Testings a process flow diagram that introduces
the high-level activities within Integration TegjinAdditional detail for each activity is located

in this section.
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Figure 4-3, Process Overview of Integration Testing
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4.3.1 Entrance Criteria

The following conditions are the minimum Entrana@eZia that must exist before Component
and Subsystem Integration Testing can begin. (@é&tudent Aid and/or the Testing
Contractor may define additional Entrance Critéoiaa project — Exceptions must be approved
by the Federal Student Aid Project Manager.)

Baseline MTP
Baseline Detailed Design Document
Approved Requirements Traceability Matrix

Unit Testing of components is complete and all notgand high defects found have been
addressed and resolved

Integrated code modules have been created andag to be tested

Integration Test Environment has been created

Integration Test Plan has been created

Test Readiness Review has been completed

Tests have been assigned to Testers

All Test Suites, Test Cases, Test Scripts, and Festedures have been created

All change requests received since the last basefithe requirements and design
documents, and artifacts from the previous tessphlaave been reviewed

An Application login and password have been assigne

Other criteria may be required based on the nektie @roject

4.3.2 Test Preparation

The Integration Testing Team is responsible fofgraring the following tasks before and, as
needed, during Component Integration and Subsy$tsting:

Updating the Integration Test Plan (as needed)

o When applicable, the Integration Test Plan mudtigee communication guidelines
between each subsystem. The Test Manager or PMgg@ager of the application
under test is responsible for working with the Tdsinager and Project Manager of
the other subsystem to coordinate this testingghas

Determining and obtaining the Test Environment

Determining and obtaining the Integration Test Feaork required to execute
Integration Test Suites

Creating and updating Integration Test Suitespishiclg determining test scenarios, test
cases, test scripts, and test procedures to pe@amponent Integration Testing and, if
applicable, Subsystem Testing

Obtaining logins and passwords to interfaces
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* Generating Integration Test data that:
o Is reusable when appropriate

o Is generated utilizing an automated tool whenewssible

o Is generated from data that has been processd®@ystem and that can be re-used

for testing

4.3.3 Test Execution
Integration Test execution tasks performed by thegdration Test Team include:
» Executing Integration Test Cases using the Integratest Framework
» Evaluating Integration Test Results
* Performing Defect Management to verify, log, anesedefects
Note: Testing techniques useful during Integration Tesintlude, but are not limited to,
White Box Testing, Code Review and WalkthroughregRsemn Testing, Communication
Testing, and Security Testing. The Glossary in AgpeB provides descriptions of each
technique.
4.3.4 Test Reporting
Integration Test reporting includes, but is notiled to, the following:
» Updated Integration Testing Test Suites
» Updated Integration Testing Plans
* Integration Testing Reports
* Integration Testing Metrics

» Integration Testing Defect Report

4.3.5 Exit Criteria

Exit Criteria define quality standards that quatifie code for promotion to the next level or
development stage. The following conditions aeertiinimum Exit Criteria for Integration

Testing cases. (Federal Student Aid and/or thénige€ontractor may define additional Exit

Criteria for a project — Exceptions must be appdove the Federal Student Aid Project
Manager.)

» All Integration Test Cases have been executed
* All urgent and high priority defects identified dhuy Integration Testing are resolved

» All the artifacts (including test cases and aut@ddest scripts), reports, and metrics are

updated by the testing team to reflect the curstate of the interface(s)
* The Test Manager has reviewed and approved dhetsi
» The Federal Student Aid Deliverable Review Processmpleted
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» Test coverage reported to Federal Student Aid

* When a contractor is used, the Federal StudenTAsd Team reviews the contractor’s
artifacts. The Federal Student Aid Test Manageomanends acceptance or rejection to
the Federal Student Aid Project Manager and Cotmiga©fficer and may require the
contractor to perform additional testing.

» Other criteria may be required based on the nektie @roject

4.4 Phase 3: System Testing

Following Integration Testing, Testers perform 8ystTesting. System Testing evaluates the
integrated system (application) as a whole. Thatilig@ Team performs tests to ensure that each
function of the system works as expected and tmaearors are documented, analyzed, and
resolved appropriately. The structure of the @t will determine how the testing procedures
in this section are applied to each contractor.

System Testing Types include:

* Functional Testing (Required)

* Regression Testing (Required)

* Intersystem Testing (Required if applicable)

» Performance Testing (Required if applicable)
Specialized Testing Types applicable during Systesting include:

» 508 Compliance Testing (Required if applicable)

» Security Testing (Required if applicable)

Regression Testing is performed during System iig$t ensure that changes made to the
application do not adversely affect existing fuontlity. (Note: Regression Testing can also be
performed to ensure that changes to other systawes ot had an adverse effect on the system
under tes). Performance Testing is dependent on the satisfacompletion of all other

planned System Test types. The Entrance Crit€éest, Preparation, Test Execution, Test
Reporting, and Exit Criteria for Performance Tegtame contained iBection 4.4.6

The System Testing Team, including the Test ManagdrSystem Testers, plans System
Testing activities. The Test Manager will plan thiges of tests that the Test Team will perform.
To the extent that these test types are not inpemtkent for a particular application, tests may be
performed sequentially, in any order, or if stadfipermits, in parallel. The System Test Plan
includes the assigned tasks, schedule, and resouRtanning must include review of the Unit
Testing Defect Reports and Integration Testing ExdReports to identify problems and areas of
concern that occurred in previous testing phasddlat may need additional scrutiny during
System Testing. When System Testing includesdpstéem Testing, the Project and Test
Managers are responsible for coordinating testatiyities with the major players of subsystems
that may be affected by the testing activities.

End to end test scenarios must use the same datatie beginning to the end of the test.
Federal Student Aid requires verification point®écontained within the same test suite. For
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instance, if an end to end test requires data ed#tabase updates and creation of reports, all
three tests must be performed using the same staring with data entry, reviewing of the
database updates, and analyzing the reports toeetigi the data is correct.

Example - System Testing
System Testing Scenario

The FAFSA website has a feature to allow the us@etform a search of schools by state.
Test

The system tester enters the state code “VX” if'Begleral School Code" search field. The
tester validates that the FAFSA website returnagpropriate error message since “VX” is an
invalid state code.

Table 4-3, System Testing Roles, Responsibilitieend Artifacts, summarizes Federal Student
Aid’s minimum requirements for the roles, respoiigies, and artifacts related to System
Testing.

Test Suites that have been approved by Federat@tédd may be changed during test
execution after notification is given to Federald&int Aid as to the reason for the change.
When analysis of defects leads to requirementfidation or modification, then new Test Suites
must be created and approved by Federal Student Aid

Table 4-3, System Testing Roles, Responsibilities, and Artifacts

Responsibility Artifact(s)

Provides information for testing and = Updated Project Development Pla

Project Manager testing related activities » Updated Work Breakdown Structure

If a contract is involved, work with the | =  Approved parallel testing plan and

Federal Student Aid Test Manager, and  related mitigation strategy

Contractor Project Manager, and

Contractor Test Manager, to complete

the following:

= Evaluate any need to perform
parallel System Testing and UAT

Federal Student (performing testing in both phases

Aid Project concurrently)

Manager = Develop an appropriate mitigation
strategy to ensure that testing is
successful

= Keep track of test efforts to ensure
that the schedule is being met

= Communicate recommendation of
acceptance or rejection of the test
artifacts to the contracting officer
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Role ’ Responsibility ’ Artifact(s)

Works with the Federal Student Aid = Approved parallel testing plan and
Project Manager, Federal Student Aid related mitigation strategy

Test Manager, and Contractor Test
Manager to evaluate the need to perform
Contract Project | parallel System Testing and UAT
Manager (performing testing in both phases
simultaneously) for part of each testing
phase and to develop an appropriate
mitigation strategy to ensure that testing
is successful.
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Role

Test Manager

Responsibility ’

Ensures that all Entrance Criteria are
satisfied prior to beginning Test
Preparation. Minimum Entrance Criter
include having:

= Baseline MTP

= Baseline Detailed Design Docume

= Approved Requirements
Traceability Matrix

= Approved System Test Plan

= System Test Environment

= Integration Testing completed

= System created by the developers
that performed the integration read
to be tested

= Application login and password
assigned

= Interface Control Document

= Coordination of interface testing
activities

= The Test Readiness Review
completed

» Tests assigned to testers

= All Test Suites, Test Cases, Test
Scripts, and Test procedures creat

= Completed a review of change
requests received since the last
baseline of the requirements and
design documents, and artifacts frg
the previous test phase

= Defect tracking tool is available an
operational

= Works with the Federal Student Ai
Project Manager, Contractor Proje
Manager, and Federal Student Aid
Test Manager to evaluate the neec
perform parallel System Testing ar]
UAT

= Develops an appropriate mitigatior

strategy to ensure successful testing

= Follows up on outcomes of the TR

Artifact(s)

a

= Approved Requirements
Traceability Matrix

= System Test Plan created and
approved

= System Test Environment exists

y= Defect Reports
= Completed TRR
= Test Summary Report

Ct

d

R

Oversees testing activities

=  Emalil
= Meeting Minutes
= Status Reports

Review all testing artifacts

» Reviewed System Test Cases

* Reviewed System Test Results
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Role

Responsibility ’

Ensure that all Exit Criteria are satisfie
prior to submitting System Testing
Artifacts to the Federal Student Aid
Project Manager. Minimum Exit Criteri
include ensuring that

= All planned System Test Cases pa
= All urgent and high priority defects

identified during System Testing are

resolved
= All artifacts, reports, and metrics a
updated by the Test Team to refleq

the current state of the tested syste

» The Project Manager has reviewec
and approved all artifacts

= Federal Student Aid Deliverable
Review Process completed

S8

Artifact(s)

Completed System Test Cases
Defect Log

Updated artifacts, reports, and
metrics

Test Manager sign-off after
reviewing and approving artifacts
Federal Student Aid Test Manager
sign-off after reviewing and
approving artifacts

Federal Student
Aid Test
Manager

If a contract is involved, work with the
Federal Student Aid Test Manager, an
Contractor Project Manager, and
Contractor Test Manager, to complete
the following:

» Evaluate the need to perform
parallel System Testing and UAT
(performing testing in both phases
concurrently)

= Develop an appropriate mitigation
strategy to ensure that testing is
successful

= Review test artifacts, provide
feedback

= Communicate recommendation of
acceptance or rejection of test
artifacts

Sign-off on test artifacts
Comments matrix for reviewed tes
artifacts

Development
Team

When testing with other applications is
required, the development team must
provide the Federal Student Aid test
team the Interface Control Documents
least one week prior to the test effort
unless the contract states otherwise.

» Perform defect analysis

at

Interface Control Document

Update to defect logs and impact
analysis documentation
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Role ’ Responsibility ’ Artifact(s)

Prepares System Testing by

= Updating the System Test Plan (ag = Updated System Test Plan (if
needed) needed)

= Determining and obtaining the
System Test Environment

= Determining and obtaining the = System Test Framework
System Test Framework required to
execute System Test Cases

= Creating and updating System Tegt= System Test Suite (including test
Suites, including determining test scenarios, test cases, test scripts, and
scenarios, test cases, test scripts, pnd test procedures)
test procedures to perform each of
the types of tests they will conduct
during System Testing

= Obtaining logins and passwords to
interface(s)

» Generating System Test data that:| = System Test Data

o Isreusable when
appropriate

o s generated utilizing an
System Test automated tool wheneve
Team possible

o Is generated from data
that has been processed
on the system and that
can be re-used for testing

Executes System Testing by
= Executing System Test Cases usirjgr  Executed System Test Suites
the System Test Framework Evaluated System Test results
» Evaluating System Test Results | = Complete documentation of defect
= Performing Defect Management to in the defect management tool
verify, log and retest defects » Updated code that resolves defects
= Documentation to show that defects
were tracked and managed to the

|72}

resolution
Reports System Testing by » Updated System Test Suites
= Creating the System Testing Defe¢t= Updated System Test Plan
Report = System Test Summary Report

= Submitting all artifacts to the Project= System Test Metrics
Manager for review and approval | = System Test Defect Report
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The contractor responsible for System Testingem#iure that the test team

tests the application to verify the functionalipgrformance, and reliability of
the application according to approved design spegiions.

Version 2.0 54 Version Date (09/25/2008)



Enterprise Testing Standards Handbook

Sectiohesting Phases

Figure 4-4, Process Overview of System Testing
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4.4.1 Entrance Criteria

The following conditions are the minimum Entrana@éZia that must be met before System
Testing can begin.

Baseline MTP
Baseline Detailed Design Document
Approved Requirements Traceability Matrix

If applicable, Integration Testing is complete aticurgent and high errors found have
been addressed and resolved

The code deployed in environment by the develophatsperformed the integration is
ready to be tested

The application login and password have been asgdign

System Test Environment has been created

System Test Plan has been created

Test Readiness Review has been completed

Tests have been assigned to Testers

All Test Suites, Test Cases, Test Scripts, and Festedures have been created

All change requests received since the last basefithe requirements and design
documents, and artifacts from the previous tessghlaave been reviewed

Other criteria may be required based on the neddeqgbroject

These conditions must include consideration fohezfdhe test types to be
performed during System Testing.

4.4.2 Test Preparation

The System Testing Team is responsible for perfogrtie following tasks before and, as
needed, during System Testing.

Updating the System Test Plan (as needed)
Determining and obtaining the System Test Enviramme

Determining and obtaining the System Test Frameweqkired to execute System Test
Suites

Determining the guidelines between each applicdbointersystem testing. The Test
Manager or Project Manager of the application unegtris responsible for working with
the Test Manager and Project Manager of the othy@ication to coordinate this testing
phase

Creating and updating System Test Suites, includeatgrmining test scenarios, test
cases, test scripts, and test procedures to pedaam of the types of tests

Version 2.0 56 Version Date (09/25/2008)



Enterprise Testing Standards Handbook Sectiohesting Phases

* Obtaining logins and passwords to interface(s)
» Generating System Test data that:
o Is reusable when appropriate

o Is generated utilizing an automated tool whenewssible

o Is generated from data that has been processd®@ystem and that can be re-used
for testing
4.4.3 Test Execution
System Test execution tasks performed by the SysesnTeam include:
» Executing System Test Suites
* Evaluating System Test Results
* Performing Defect Management to verify, log an@setefects

Note: Testing techniques useful during System Testingdacbut are not limited to, Black Box
Testing, Walkthrough, Regression Testing, Commtiaitd esting, Security Testing, and Peer
Review of Test Suites. TG&ossary in Appendix B provides descriptions of each technique.

If contractor testers are to perform Intersystenstirey during System Testing,
files are created for transmission to businessmed, and files are desk

checked to ensure conformance to the recipientradtting requirements. No
data exchange will occur between the contractor ang party external to
Federal Student Aid without the written authoripatof the Federal Student
Aid Project Manager.

If testing involves new applications or current Aggtions containing new
data interchange interfaces with stakeholders alet$tederal Student Aid,
exchange of data outside Federal Student Aid matsbecur until Federal

Student Aid has reviewed the application during UATe exception to this
policy is that a limited exchange of data with agée partner may take place
under Federal Student Aid supervision followingeipt of written approval

from the Federal Student Aid Project Manager. Fat8tudent Aid will
exchange test files with partners during UAT to plate Intersystem Testing.

4.4.4 Test Reporting

System Test reporting includes, but is not limi@dcreating the following artifacts:
* Updated System Test Suites
* Updated System Test Plans
» System Test Metrics

* Test Summary Report
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» System Test Defect Report

4.4.5 Exit Criteria

Exit Criteria define quality standards that quatifie code for promotion to the next level or
development stage. The following conditions aeertiinimum Exit Criteria for System Testing
cases. (Federal Student Aid and/or the testingractor may define additional Exit Criteria for
a project — Exceptions must be approved by therae&udent Aid Project Manager.)

* All System Test Cases have been executed.

» All urgent and high priority defects identified duy System Testing are resolved. The
Federal Student Aid Project Manager has discreb@add medium severities to this list.

» All the artifacts (including test cases and aut@ddest scripts), reports, and metrics are
updated by the testing team to reflect the custate of the interface(s).

* Test Manager has reviewed and approved all arifact
» Federal Student Aid Deliverable Review Process detag.
» Test coverage reported to Federal Student Aid.

* When a contractor is used, the Federal StudenTA&d Manager reviews the
contractor’s test results and accepts them, onmegjadditional testing.

» Other criteria may be required based on the nektie @roject.

4.4.6 Performance Testing

The overall goal for any performance test projedbiensure that the application under testing
operates as efficiently as possible. Performagsing is about balancing the needs of the
customer with the resources available to the agidic owner.

The Federal Student Aid Project Manager must coatdi Performance Testing activities with
the Enterprise Performance Testing Team in the staibes of a project. The Enterprise
Performance Testing Team maintains a documentitiatls the testing process.

Typically, the Performance Test Procedures are csegof four phases. The phases are
planning, development, execution, and documentation

1. Planning

» Discovery — the performance test team reviews reqents (business purposes,
processes, and uses) and constraints of the sy&tiey tested, identifies stakeholders
and their needs, determines the schedule, anddats the general usage patterns.

* Requirements — the performance test team docurttentfficiency of the application
based on the best balance of the application owmeeds and the customers’ needs.
This allows the performance test team to set glatefined goals for the test.

* Scheduling — the performance test manager detesniireeschedule, specific tasks,
resources needed and the length of time for eagtrémuired for a successful
performance test. In addition to the performasese team, availability of the
development and support staff must be considered.
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2. Development

» Scripts — development of scripts depends on thabss processes, which are then
translated into steps for a virtual user to emudat@stomer using the application
during a performance test. The scripts selectest imeithose scenarios executed
most frequently by the majority of users. All gts are verified by peer reviews and
mock load tests (10 users executing the scripimés)).

* Scenarios — development of scenarios is basedfommation from project
documentation and subject matter experts. Ifabéused for performance testing is
Load Runner, user groups and load patterns aréeckea

3. Execution

» Testing — once the environment setup is compledopnance testing begins. An
iterative approach is used during the test cy@lee scenarios and results are logged,
development and support staff are notified of issaseanges may be made to the
code or architecture, stakeholders are notifiednitkst efforts are complete, and the
daily Test Summary Execution Rep@og) is published.

Daily meetings are held to: describe the resuftthe daily report, anomalies
found, review of all issues, assignment of issaesessment of impact and

risks to the performance test schedule, which mmpact the overall delivery
schedule, identify and confirm the primary focushef performance test, and
agree on the strategy for the next performancertest

* Tuning and Analysis — this process requires thdnaarplysis of data, teamwork
(performance test team, project management, dewelopteam, and support staff)
and constant communication. Views will be credtedanalyzing data, which may
be web server health, application server healtpliegtion server session health, etc.
The data should be created in a manner in whiagbveca will be able to review it and
notice that something is amiss. All unexplainedraalies in the data must be
identified, classified as problematic or symptomadind addressed. This is an
iterative process. During this process, key metie assessed for performance, root
cause of unexpected or undesirable behaviors cfytstem are analyzed, and all that
has transpired during this process is documented.

Corrective action recommendations are presentdtie¢stakeholders; Federal
Student Aid project management approves the chandesimplemented.

* Reporting — the report provides information for pesiew that can assist in
validating the tasks performed as well as infororatibout the problems encountered
during the test and how they were resolved. Lagtprovides guidance for
improving the accuracy of future performance tegfor the application under test.
The report includes both failed and successfulrtest. Keep in mind that additional

information may be required based on the type sfesy undergoing performance
testing.
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Documenting results of the performance test isiregu At a minimum, the
report must contain the objective of the report tstates why the performance
test was needed, the 5 W’s: (1) whbe members of the performance and
development teams involved with the test; (2) wiveimat time each task was

executed; (3) wherewhat was the state of the environment and thiesigite

where the test was run; (4) whyhy was the task performed, what changes
brought about the tasks and how the test was gdriind (5) what what did
the task accomplish, what were the resulting disoes, changes and follow-
up tasks and the conclusion stating whether orti@bjectives of the test
were met.

4. Documentation

(=)=

Readiness — this section of the final test summgpgrt describes the expected
behavior of the application under test at peakdaatl identifies the point at which
the application starts experiencing performanc®lpras that may be due to
availability of the system or transaction failureihis section gives management the
information needed to deploy the application, whitdludes worst case scenarios, so
they are prepared to address those issues if ttey.0 Bottom line, this section gives
the go/no-go recommendation from the performanamteased on the goals and the
results of the test.

Capacity — this section of the final test summayort describes the capacity
planning done during the test and the run datalichwit was based. Historical
information on usage, projected usage, recordemlatad monitoring information
from peak runs from each run is included. Capdudtsed on run data and projected
usage patterns and historical data are also indludthis section.

The application development and support teamsrewiew and accept this
section.

This section is not mandatory and will be dictabgdhe type of project being
tested.

Configuration — this section of the final test suamypnreport describes the steps to
replicate the tuning done in the performance emvitent. Specific findings or
anomalies are detailed and the corrective actionsdch are included. All
configuration details are also included. Theseemive actions are not completed by
the performance team but by the support team gbénermance environment or the
application development team.

Findings — this section is the executive summarheffinal test summary report,
written with management in mind, and provides fligiclosure of the facts. It
describes the testing achieved, issues, and hoigghes were resolved. The section
will provide a chronology of the test and signifitaesults, the worst and median of
all the 90% response times, provide details on pediorming transactions,
significant changes to the application or environtrikie to the findings, projected
capacity, and list all the teams involved in th&t &ffort.
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The Federal Student Aid Performance Test Managedrti@ Performance Test
Team approve the document prior to release to gueFal Student Aid
Project Manager.

The primary testing requirement is to have an distadd, test ready environment that mirrors
the environment of the system under test. Mirgpnoduction provides the most accurate
testing results, but due to complexity, budgetriggins, and testing goals, this may not always
be possible. Test plans must include the environ@epectations, and the environment must
be validated before testing begins.

Planning for performance testing should start dutire development of the system. However,
since the system being developed is in flux, tle@ping will not be complete until after the
initial test of the system is complete. A changeeiquirements may lead to a change in the
business processes to be performance tested.

The performance test team must coordinate testitigtihe project manager and the
development team. Performance testing should eginkuntil all features of the system have
been functional tested, and there are no opengssudefects that impact the functionality of
the system. Ideally, the component being testedldhe finalized and have passed functional
and user acceptance testing.

Parallel testing is allowed but must be agreedyd-ederal Student Aid
project management, and the following milestonestine completed:
Performance Test Plan completed and approved, @yFest of the system
completed (if there is more than one cycle of 8ydtesting, then the first
cycle of system testing must be completed), amgtisgy of Performance Test
Scenarios are completed.

Performance testing requires the active and redplenzarticipation of members of the
development and application support staff. Infihal days of the performance test, developers
are expected to be available full time to quickdigigess issues found during the performance
test.

The application owner, development lead, and ositekeholders must
approve the performance test plan.

* Typically, the performance test team will hold aetireg to discuss the plan and may
require designated stakeholders to be physicaflgent at the meeting.

The performance test schedule must be completed@rdved by
stakeholders prior to the start of the performates.

Federal Student Aid project management must ge@énformance test team
the green light to proceed with the test.

(=)=

Performance Testing is an exception to the prodessribed as System Testing. The high-level
differences are described below.
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4.4.6.1 Entrance Criteria
The following conditions must exist before Perfonoa Testing can occur:

» Baseline software requirement specification, fuorai requirement document, detailed
system design documents, and Master Test plan rmimiéosystem Test plan have been
created

» The application to be tested has been tested &esyfunctionality
* A performance testing tool has been installed

* A Test Environment has been created for Perform@eséng

» All the performance test scripts complete succdlysfu

* The Performance Test Plan has been created

4.4.6.2 Test Preparation

The application team provides test data for théoperance test. The type of data needed may
include:

* Test data for boundary value analysis and equical@artitioning

» Test data which considers volumes required andipated usage patterns, as well as
data dependency

4.4.6.3 Performance Test Execution

The Performance Test Team is responsible for paifay the following Performance Test
related tasks:

* Reviewing Performance Test readiness
» Creating Performance Test Suites, scenarios, Bssis¢scripts and procedures

» Determining the monitoring metrics to be measunealximum allowable values,
anticipated values, and minimum acceptable valh&ge: Input will be required from
the project subject matter experts.

* Executing the Performance Test Scripts

» Validating Performance Test results

» Tracking and managing defects

* Creating Performance Test Reports consisting dbReance Test metrics

4.4.6.4 Performance Test Reporting
Performance Testing must provide the following otgp

* Performance Test Summary Report
» Performance Test Defect Report

» List of configuration changes needed on the apitinand on the environment
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4.4.6.5 Exit Criteria
The Exit Criteria for Performance Test Cases are:

» Application is stable under a specified load

* Necessary configuration changes have been applied

4.5 Phase 4: User Acceptance Testing (UAT)

Federal Student Aid Application Owners perform UATAT validates requirements and
determines whether the application operates irfrdteral Student Aid business environment.
Examples of these applications include web-baspticapions, on-line mainframe (Customer
Information Control System [CICS]) applications, T®applications such as SIEBEL, reporting
tools, and others where users may touch and feapplication. UAT focuses on requirements
and application functionality.

The test contractor may be responsible for devetptiie UAT Test Plan, Test Suites, and
related UAT activities and documentation. In aes, the test contractor is responsible for
providing data to be used for UAT.

If the test contractor is not contractually respbiesfor these tasks and for assisting Federal
Student Aid in performing UAT, the Federal Studait Test Manager is responsible for
performing these tasks. The testing types thatrodaring UAT are:

» Usability Testing (Required)
» If applicable, Intersystem Testing (Required)
* Regression Testing (Required)
* Functional Testing (Required)
* Specialized Testing Types if applicable:
o 508 Compliance Testing

o Security Testing

The UAT Team, including the Test Manager and UAEt&es, plan UAT activities. The UAT
Test Plan includes the assigned tasks, schedweaganurces. Planning must include review of
Integration Testing Defect Reports and System fmgddefect Reports to identify problems and
areas of concern that occurred in previous tegtirages and that may need additional scrutiny
during UAT. When UAT includes Intersystem Testitigg Federal Student Aid Test Manager is
responsible for coordinating testing activitieshwtihe major players of subsystems that may be
affected by the testing activities.

For applications that include functionality perfadithrough batch jobs, the contractor is
responsible for running each job and providing Faldgtudent Aid with the data used to create
the output and with the hard copy reports andles foroduced. Batch functionality typically
includes processing data received from other systereating data for transmissions to other
systems, and updating data without any manual neatiibn of data. Federal Student Aid will
be responsible for validating the output from thjmdes.
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Example — User Acceptance Testing

UAT Scenario

The Federal Student Aid Information Center's Inteva Voice Response Unit (IVRU) allows
callers to speak the first two letters of theit la@me to access loan status information.

Test

The Application Owner tester calls into the Fed&taident Aid Information Center and receives
a prompt to speak the first two letters of the feshe being used for the test. The system does
not recognize the letters spoken by the testehefiitst two attempts. The system then
recognizes the letters spoken on the third atteripe Application Owner would then determine
if the IVRU system met the acceptable quality lebelsiness expectations, and/or service level
agreements for the project.

When an application provides functionality sucldaga entry, data update,
and data retrieval on-line or through a reportingpl to Application Owners
within Federal Student Aid, Federal Student Aideisponsible for performing
hands-on UAT.

Table 4-4, UAT Testing Roles, Responsibilities, andrtifacts, shows the Project Manager,
Test Manager, and UAT Test Team roles and respiitisdbas required by Federal Student Aid,
and the artifacts that must be created for sucgkelg#tT.

Test suites that have been approved by Federaé@&tédd may not be changed during test
execution. When analysis of defects leads to reqent clarification or modification, then new
Test Suites must be created and approved by Feslieidént Aid.

Table 4-4, UAT Testing Roles, Responsibilities, and  Artifacts

Role ’ Responsibility ’ Artifact(s)
Works with the Federal Student Aid Test  Approved parallel testing plan and
Manager, Contractor Project Manager related mitigation strategy
and Contractor Test Manager if a = Approved test artifacts

contract is involved, to evaluate the need
to perform parallel System Testing and
UAT (performing testing in both phaseg
simultaneously) for part of each testing
phase and to develop an appropriate
mitigation strategy to ensure that testing
is successful. The Federal Student Aid
Project Manager will approve or reject|a
recommendation to perform testing
using this technique, which should onl
be used on an exceptional basis.

Federal Student
Aid Project
Manager

Provides TRR approval.
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Role

Contract Project

Responsibility ’

Works with the Federal Student Aid
Project Manager, Federal Student Aid
Test Manager, and Contractor Test
Manager to evaluate the need to perfo
parallel System Testing and UAT
(performing testing in both phases
simultaneously) for part of each testing

m

Artifact(s)

Approved test artifacts

Manager phase and to develop an appropriate
mitigation strategy to ensure that testing
is successful.
Provides information for testing and = Updated Project Development Plamn
testing related activities. = Updated Work Breakdown Structure
Provides TRR approval.
Works with the Federal Student Aid = Approved parallel testing plan and
Project Manager, Contractor Project related mitigation strategy
Manager, and Contractor Test Manager
if a contract is involved, to evaluate the
need to perform parallel System Testing
and UAT (performing testing in both
Federal Student | phases simultaneously) for part of each
Aid Test testing phase and to develop an
Manager appropriate mitigation strategy to ensure
that testing is successful.
Reviews Deliverables from test effort. | = Comments Matrix for testing
artifacts
Provides TRR recommendation. = Sign-off after reviewing and
approving artifacts
Works with the Federal Student Aid = Approved testing artifacts
Project Manager, Contractor Project | = Comments matrix for testing
Manager, and Federal Student Aid Test  artifacts
Manager to evaluate the need to perform

Test Manager

parallel System Testing and UAT
(performing testing in both phases
simultaneously). If such a technique i
to be recommended, the Test manage|
will develop the recommendation, and
develop an appropriate mitigation
strategy to ensure that testing is
successful even if testing problems
occur employing this technique.
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Role ’ Responsibility ’ Artifact(s)
Ensures that all Entrance Criteria are
satisfied prior to beginning Test
Preparation. Minimum Entrance Criteria
include having:
= Baseline MTP
» Baseline Detailed Design Document
= Approved Requirements
Traceability Matrix
= Approved UAT Test Plan = UAT Test Plan created and
=  UAT Test Environment approved
= Application software installed = UAT Test Environment exists
= Application login and password | = |ntegrated software components
assigned = User ID and password
= UAT Plan
* TRR documentation and process | « UAT Support Test Plan
= System Testing completed with all
urgent and high errors having been , Completed TRR
resolved = System Test Defect Report
= Tests assigned to testers = Tests have been assigned to Testers
= All Test Suites, Test Cases, Test | . p|| Test Suites, Test Cases, Test
Scripts, and Test Procedures created Scripts and Test Procedures have
= Completed a r_evievv_ of change been created
requests received since the last | . A|| change requests received since
baseline of the requirements and the last baseline of the requirements
design documents, and artifacts fram 5 gesign documents, and artifacts
the previous test phase from the previous test phase have
= Generated UAT Test data that: been reviewed
o Is reusable when » UAT Test Data
appropriate
o Is generated utilizing an
automated tool wheneve
possible
o Is generated from data
that has been processed
on the UAT and that can
be re-used for testing
o Reviews test status from
testers which may include
sign-off sheets
o Follows up on outcomes
of the TRR
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Role

Responsibility ’

Oversees testing activities.

Artifact(s)

Email
Meeting Minutes
Status Reports

Reviews all testing artifacts.

Reviewed UAT Test Cases
Reviewed UAT Test Results

Ensures that all Exit Criteria are satisfi
prior to submitting UAT Artifacts to the
Federal Student Aid Project Manager.
Minimum Exit Criteria include ensuring
that:
» All planned UAT Test Suites pass
= All urgent and high priority defects
identified during UAT are resolved

Completed UAT Test Cases
Defect Log

= All artifacts, reports, and metrics afe
updated by the Test Team to reflegt= Updated artifacts, reports, and
the current state of the UAT metrics
» The Project Manager has reviewec
and approved all artifacts » Test Manager sign-off after
» The Federal Student Aid Deliverable reviewing and approving artifacts
Review Process is completed » Federal Student Aid Test Manager
* When a contractor is used, the sign-off after reviewing and
Federal Student Aid Test Manager approving artifacts
reviews the contractor’s test resultg = Test Coverage reported
and accepts them, or requires
additional testing
When testing with other applications i = Interface Control Documents
required, the development team must | = Data Management Information
Development provide the Federal Student Aid test
Team team the Interface Control Documents|at

least one week prior to the test effort
unless the contract states otherwise.

UAT Test Team

UAT Testing preparation
= Updating the UAT Test Plan (as
needed)

= Determining and obtaining the UAT

Test Environment required to
execute UAT Test Suites

= Creating and updating UAT Test
Suites, including determining test
scenarios, test scripts, and test
procedures to perform each of the
types of tests they will conduct
during UAT

= Obtaining logins and passwords

Updated UAT Test Plan
UAT Test Framework
UAT Test Suite (including test

scenarios, test scripts, and test
procedures)
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Role ’ Responsibility ’ Artifact(s)

UAT execution by:
= Executing UAT Test Cases using the Executed UAT Test Cases
UAT Test Framework

= Evaluating UAT Test Results = Evaluated UAT Test results
= Performing Defect Management to| = Defects entered into the defect
verify, log and retest defects management tool

» Updated code that resolves defect
= Defects tracked and managed to the
resolution

v

UAT reporting by:

» Updating UAT Test Cases
Updating UAT Plans

Creating UAT Reports

Creating UAT Metrics

Creating the UAT Defect Report

Updated UAT Test Suites
Updated UAT Test Plan
UAT Test Summary Report
UAT Test Metrics

UAT Test Defect Report
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4.5.1 Entrance Criteria

The following conditions are the minimums that mostmet before UAT can begin. Federal
Student Aid may define additional Entrance Critéolaa project. A contractor may recommend
additional criteria for Federal Student Aid approvahe Federal Student Aid Project Manager
must approve exceptions.

* Baseline MTP

» Baseline Detailed Design Document

* Approved Requirements Traceability Matrix

* Approved UAT Plan

* UAT environment

* Application software installed

» Application login and password have been assigned
* UAT Support Plan has been created

* TRR Completed

» System Testing is complete and all urgent and argbrs found have been addressed and
resolved

» Tests have been assigned to Testers, and all Tiges STest Cases, Test Scripts and Test
Procedures have been created

These conditions must include consideration fohezdhe test types to be
performed during UAT.

4.5.2 Test Preparation
Before UAT can begin, the UAT Team must make thiewong test preparations
» Updating the UAT Test Plan (as needed)

* Determining and obtaining the UAT Test Environmiaguired to execute UAT Test
Suites

» Creating and updating UAT Test Suites, includingedaining test scenarios, test cases,
test scripts, and test procedures to perform ebhttiedypes of tests. The contractor
develops UAT Test Suites unless stated otherwisleeirrontract.

* Obtaining logins and passwords
* Generating UAT Test data that:
o Is reusable when appropriate

o Is generated utilizing an automated tool whenewssible
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o Is generated from data that has been processded$AT and that can be re-used
for testing

» The contractor develops UAT test data and is resipenfor providing the data to
Federal Student Aid in accordance with the progetiedule.
4.5.3 Test Execution

Once the test preparations are completed, the U#st Team performs the actual User
Acceptance, as follows:

* Executing UAT Test Suites using the UAT Test Frammw
* Evaluating UAT Test Results
* Performing Defect Management to verify, log, anesedefects

Note: Testing techniques that are useful during UAT idellbut are not limited to, black box
testing, regression testing, 508 testing, commuiuindesting, and security testing. The
Glossary in Appendix B provides descriptions of each technique.

If contractor testers are to perform Intersystenstirey during UAT, files are
created for transmission to business partners, fidled are desk checked to

ensure conformance to the recipient’s formattinguieements. No data
exchange will occur between the contractor and @enyy external to Federal
Student Aid without the written authorization o thederal Student Aid
Project Manager.

4.5.4 Test Reporting

The UAT Testing Team prepares the following repartd submits them to the Test Manager or
Project Manager for review and approval. Additiamgorts may be required for a specific
project.

* UAT Test Suites
 UAT Plans
 UAT Reports
* UAT Metrics
» UAT Defect Report
» UAT Sign-Off Sheet (template ippendix E — Templates)when required by the Test
Manager
4.5.5 Exit Criteria

UAT will not be considered complete until all oktExit Criteria are completed and approved.
Federal Student Aid may define additional Exit €id for a project. A contractor may
recommend additional criteria for Federal Studeidt #oproval. The Federal Student Aid Test
Manager must approve exceptions. The followingtlageminimum Exit Criteria:
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* All urgent and high priority defects (and all otlisfects as defined by the Federal
Student Aid Project Manager) identified during UAfe resolved

» All the artifacts (including test cases and autaddéest scripts), reports, and metrics are
updated by the testing team to reflect the cusate of the UAT

* The Test Manager has reviewed and approved dhetsi

* The Federal Student Aid Deliverable Review Procgssmplete
* Test Summary Report delivered to Federal Studeat Ai

* UAT Sign-Off Sheets complete

4.6 Phase 5: Post Implementation Verification (PIV )

The last testing phase is Post Implementation Matibn (PI1V), which occurs after the
application is in production. Three specific tyésesting may occur during PIV:

1. Post Implementation Verification
2. First Live Batch Testing
3. Post Implementation Support Testing (discusspdrately in subsection 4.7)

The objective oPost Implementation Verification is to validate the results of critical functions
as determined by the application owner. The vabdaoccurs in the production environment
when the function is naturally scheduled or a sgdemiecution of the function may be required.

An example of Post Verification testing is to vegrihat the monthly SAIG report contains
accurate data. The install may occur on tH2dftthe month, but the monthly report is
scheduled to run on the 28f the month. The Post Implementation Verificattesting will
occur on the 28of that month.

The objective ofirst Live Batch Testing is to validate the execution of critical functianfsthe
application when the application is installed iptoduction. If the test is found to be
unacceptable, the application owner has the ogtisaquiring the software be rolled back. At
that point, testing must take place in productmernsure that the correct version was installed.
Testing must also occur in the test environmethielp in the analysis of the defect that was
found during First Live Batch.

An example of First Live Batch testing is to verihat records for Pell Grant awards appear on
the web. Schools will be prevented from sending datil the first live batch test is proved
successful. One school will be allowed to send tatederal Student Aid that will in turn
trigger the application to update the Pell Grandials data. If the web does not display the
expected results, the application owner may regheesoftware to be rolled back to its previous
version.

Table 4-5, First Live Batch Testing Roles, Resportsiities, and Artifacts, summarizes
Federal Student Aid’s minimum requirements forrbles, responsibilities, and artifacts related
to First Live Batch Testing.
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Test Suites that have been approved by Federaé@téad may not be changed during test
execution. When analysis of defects leads to reqent clarification or modification, then new
Test Suites must be created and approved by Feslieidént Aid.

Table 4-5, First Live Batch Testing Roles, Responsi  bilities, and Artifacts

Responsibility Artifact(s)

Provides information for testing and = Updated Project Development Pla
Federal Student | testing related activities. = Updated Work Breakdown Structure

Aid Project

Shares and vets the PIV test plan with) = None

Manager the Operations and Maintenance
contractor.
Ensures that all Entrance Criteria are | = Completed TRR
satisfied prior to beginning Test = Baseline MTP
Preparation. Minimum Entrance Criteria= Baseline Detailed Design Document
include having = Approved Requirements

Traceability Matrix

= The application deployed to a = First Live Batch Testing Test Plan
production environment created and approved

= Conducted a Post-Implementatign=  First Live Batch Testing Test
Review (PIR) to review and assess Environment exists
if the production application has | = Integrated software components
been documented

= Post Implementation Verification
(test) Plan created

= Baseline Design Document

= Baseline MTP

= Baseline Detailed Design
Document

= Approved Requirements
Traceability Matrix

= Application login and password
assigned

= Tests assigned to testers

= Test Suites, Test Cases, Test
Scripts, and Test Procedures
created

= Completed a review of change
requests received since the last
baseline of the requirements and
design documents, and artifacts
from the previous test phase

Test Manager

Oversees testing activities. =  Emalil
= Meeting Minutes
= Status Reports
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Role Responsibility ’ Artifact(s)
Reviews all testing artifacts. = Reviewed First Live Batch Testing
Test Cases
» Reviewed First Live Batch Testing
Test Results

Ensures that all Exit Criteria are satisfied

prior to submitting First Live Batch

Testing Artifacts to the Federal Student

Aid Project Manager. Minimum Exit

Criteria include having:

» The functions tested during First | = Completed First Live Batch Testing
Live Batch Testing work correctly Test Cases

= All First Live Batch Testing cases | = Defect Log
passed

= All urgent and high priority defects
encountered in the First Live Batchh = Updated artifacts, reports, and
Testing phase reported and resolved metrics

* The Federal Student Aid Test
Manager working in consultation
with the contractors, Federal Student Test Manager sign-off after
Aid Application Owners, and proje¢t  reviewing and approving artifacts
teams to determine whether the Fifst Federal Student Aid Test Manager,
Live Batch Testing test results are sign-off after reviewing and
satisfactory. approving artifacts

= All artifacts, reports, and metrics
updated by the Test Team to reflegt
the current state of the tested systém

» The Project Manager completing the
review and approving all artifacts

= The Federal Student Aid Deliverable
Review Process completed

= When a contractor is used, the
Federal Student Aid Test Manager
reviews the contractor's test results$
and accepts them, or requires
additional testing
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Role

First Live Batch
Testing/PIV Test
Team

First Live Batch Testing preparation

Responsibility ’

Creating First Live Batch Testing

Test Suites and determining the Fifst

Live Batch Testing Functional Test
scenarios consisting of the First Li
Batch Testing Functional Test
Suites, test Scripts, and test
Procedures.

Creating First Live Batch Testing

test reports that include test metrics

and test results

Using production data to perform
First Live Batch Testing Functional
Tests.

Updating the Post Implementation
Verification Plan (as needed)
Creating and updating First Live
Batch Test Suites, including
determining test scenarios, test
cases, test scripts, and

test procedures to perform each of
the types of tests they will conduct
during First Live Batch

e

Artifact(s)

Updated First Live Batch Testing
Test Plan (if needed)

First Live Batch Testing Test
Framework

First Live Batch Testing Test Suite
(including test scenarios, test cases,
test scripts, and test procedures
First Live Batch Testing Test Data

First Live Batch Testing execution by:

Executing First Live Batch Test
Suites using the Production system
Evaluating First Live Batch Test
Results

Performing Defect Management to
verify, log, and retest defects

Executed First Live Batch Testing
Test Suites

Evaluated First Live Batch Testing
Test results

Defects entered into the defect
management tool

Defects tracked and managed to the
resolution

First Live Batch Testing/PIV Testing

rep

orting by

Creating First Live Batch Testing
Summary Reports

Creating First Live Batch Testing
metrics

Creating First Live Batch Testing
Defect Reports, if applicable

Submitting all artifacts to the Project=

Manager for review and approval

Updated First Live Batch Testing
Test Suites

Updated First Live Batch Testing
Test Plan

First Live Batch Testing Test
Summary Report

First Live Batch Testing Test
Metrics

First Live Batch Testing Test Defe¢
Report

—
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The contractor is responsible for First Live Bafblsting unless the contract

indicates otherwise. The responsible party wiume that the application’s
functionality, performance, and reliability meetdeszal Student Aid’s
requirements.

Version 2.0 76 Version Date (09/25/2008)



Enterprise Testing Standards Handbook

Sectiohesting Phases

Figure 4-6, Process Overview of Post Implementation

Entrance Criteria

Verification

Note:
This convention is used to

Handbook Section nis
46.1 indicate that subsequent
T processes may occur in
parallel
Test Preparation Test Planning
Handbook Section 4.6.2. Handbook Section 4.6.2.

Test Execution
Handbook Section 4.6.3.

Defect Management
Handbook Section 5

Test Reporting
Handbook Section 4.6.4

v

Exit Criteria

Handbook Section
4.6.5.

End
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4.6.1 Entrance Criteria
The following conditions must be met before Firstd_Batch Testing can occur:
* The application must be deployed to a productionrenment
* A PIR must be conducted and documented
* A PIV (test) Plan must be created
* Baseline Design Document must be created
» Baseline MTP must be created
» Baseline Detailed Design Document must be created
* Approved Requirements Traceability Matrix must beated
* Application login and password must be assigned
» Tests must be assigned to testers
» Test Suites, Test Scripts, and Test Procedures beustated

» Areview of change requests received since thebstline of the requirements and
design documents must be created, and artifaatsthe previous test phase must be
developed

4.6.2 First Live Batch Testing Preparation

The Post Implementation Verification team is resiole for performing the following tasks
before and during First Live Batch Testing:

» Creating First Live Batch Test Suites and detemgrihe First Live Batch Testing
Functional Test scenarios

» Creating First Live Batch Test reports that incltelet metrics and test results
» Updating the PIV Plan (as needed)

* Obtaining logins and passwords to interface(s)

4.6.3 Test Execution

The Test Team performs the following execution\aiidis:
» Executing First Live Batch Test Suites in the Pittun environment
» Evaluating First Live Batch Test Results

» Performing Defect Management to verify, log an@setlefects

4.6.4 Test Reporting
Post Implementation Verification must provide tbédwing outputs:

* First Live Batch Test Summary Reports
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* First Live Batch Test Metrics
» First Live Batch Test Defect Reports, if applicable
* Submitting all artifacts to the Project Managerreview and approval

4.6.5 Exit Criteria

Exit Criteria define the standards for work prodguaality that enables it to go to the next level
or phase of testing. The following Exit Criterigaequired for PIV cases:

» The critical functions tested during First Live BlafTesting work correctly
» All First Live Batch Testing cases passed

» All urgent and high priority defects or others afided by the Federal Student Aid
Project Manager encountered in the First Live Bdtebting phase are reported and
resolved

» The Federal Student Aid Test Manager, working instdtation with the contractors, the
Federal Student Aid Application Owner, and profeetms to determine whether the First
Live Batch Testing test results are satisfactory

» All artifacts, reports, and metrics updated byTlest Team reflect the current state of the
tested system

* The Project Manager completing the review and appgoall artifacts
* The Federal Student Aid Deliverable Review Processpleted

* When a contractor is used, the Federal StudenTAsf Manager reviewing the
contractor's test results and accepting them,qurir@g additional testing

4.7 Post Implementation Support Period

The Post Implementation Support Period (PISP)adithe period after implementation of the
application into the production environment whea development contractor is responsible for
defect resolution. In some commercial industries f@deral agencies, the PISP is often referred
to as the warranty period.

The application development contract must spebiéyterm of the PISP, and the testing contract
must require that testing resources are availalriegl the support period. This will ensure that
the development or maintenance activities recdieesame level of testing as is given prior to
acceptance of the application by Federal Studetit Ahe combined contractor and Federal
Student Aid Change Control Board (CCB) will pricré the defects identified during the Post
Implementation Support Period. The defects wiithe modified by the development team and
tested by the contractor and Federal Student Aigte. Metrics are captured during this test
period.
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4.8 Testing Emergency Software Releases

» Urgent and high errors found in production reqtive immediate attention of the
contractor and the Federal Student Aid Applicatimner. Testing support must be
available when an urgent and high error is founth@application. The Test Team will
need to review the requirements and design tetgtssta address the corrective
application modification. Testing must include neggion test scenarios to ensure that
key functionality has not been compromised. Tegstiust be accurate to confirm that
the modification meets the business need.
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Section 5. Defect Management

5.1 Overview

Defect Management is the process of recognizingstigating, taking action on, and disposing
of defects. Defect Management follows the tespihgse activities. Since correcting defects is
both time consuming and expensive, defect prevemsidesirable. Although prevention is
mainly the responsibility of the development teéime, testing team is also responsible to ensure
that test scenarios, scripts and the test envirahare correct to avoid wasting time on invalid
defects.

Defects must be identified and resolved througpexific Defect Management Process, which
includes:

» Defect Prevention A risk based process involving the identificatmfrurgent and high
defect related risks, estimation of the impactaxfteof the risks, and using risk
mitigation to minimize the impact of each risk.

» Defect Discovery Includes identifying defects, documenting themg eeceiving
acknowledgement from the development team that &sting Team has identified a
valid defect.

» Defect Tracking: The Testing Team enters each defect into a Défactagement Tool
as soon as the defect is discovered, and tracksdediect to closure.

» Defect Correction or Resolution:Following discovery, developers prioritize, schiedu
resolve a defect, document the resolution, andigeavotification of the resolution so the
tester can validate that the issue has been resbhged on assigned severity and
priority. .

* Process Improvement Analysis of the process in which a defect, foumtesting,
originated to identify ways to improve the procesgrevent future occurrences of
similar defects.

During the project and at the end of the projdxt, Test Manager reports defects and related
metrics to the contract Project Manager, the Feé®ralent Aid Project Manager, and the
Federal Student Aid Enterprise Test Manager. bwige maximum benefit, the defect
management reporting process must include metiicsuiccesses and failures. Federal Student
Aid will use these reports in process improvemdiares. The overall goal is to use lessons
learned either to minimize defects in the futuretcoidentify defects early in the development
process in order to reduce adverse impact ando€astrrection.

A deliverable is baselined each time a predefinddstone is reached. Errors
identified before a deliverable is baselined wdk he considered a defect.

At the end of each test phase all defects musrdii closed, deferred or in a
state which is acceptable to the Federal StudeditT&ist Manager/Test Lead.

(=)=
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5.2 Relevance of Defect Management to the Handbook  Audience

The following key staff members need to fully uretand and follow the requirements in the
Defects Management section of this Handbook. Satioses following this list describe the
responsibilities for each of the following positgon

* Federal Student Aid and/or Contractor Project Manag

» Federal Student Aid and/or Contractor Test Mandgst/Lead

* Federal Student Aid Enterprise Test Manager

* Federal Student Aid Application Owner

* Federal Student Aid and/or Contractor ApplicaticevBlopment Team
* Federal Student Aid and/or Contractor ApplicatiesfTTeam

Table 5-1, Defect Management Roles & Responsibiliti  es

Project Manager = Analyzing defect metrics and reports and providimaut to
the defect prevention and resolution process.

= Receiving information throughout the defect lifeleyc
including defect evaluation information, defectista
information, and defect resolution information.

= Being involved in assigning defect priorities.

Test Managers = Analyzing management reports and metrics, and gnoyi
input to the defect prevention, defect discoveng process
improvement processes.

= Selecting a defect-tracking tool.

Federal Student Aid = Providing input to the defect prevention effort.
Enterprise Test = Analyzing defect data for trends.
Management = Defect resolution and process improvement processes

through various management reports.
= Validating compliance of the testing contractornfederal
Student Aid Defect Management Requirements.
Federal Student Aid = Reporting defects discovered during UAT.
Application Owners = Tracking defects to resolution.
= Providing input into the defect prevention, deféistovery
and process improvement processes using information
obtained from Defect Management reports.
Resolving defects reported during each phase tifites
Deliverable baselining.
Defect analysis.
Providing input into the defect prevention, defgiscovery
and process improvement processes using information
obtained from Defect Management reports.
= Recording or updating defects in a defect trackaud,.

Application Development
Teams
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5.3 Defect Classification

A valid defect is one that is not a duplicate g@iraviously reported defect and one that can be
reproduced. The following defect classification#f lae used during the test effort:

e Type

» Severity

» Complexity
* Priority

e Status

5.3.1 Defect Types

A defect type indicates the source and/or locabioime defect. The test team may assign
multiple defect types to a single defect. Defgpes include the following characteristics:

* Gap in requirements definition

* Design problem

» Data element problem (missing, incorrect edit,)etc.
» Calculation problem (missing, incorrect result, etc
» User Interface (incomplete, incorrect presentatao.)
» Intersystem Interface (file layout, etc.)

* Report (missing data, incorrect format, etc.)

* New Requirement (an enhancement or may have msssrdthing in the development
process that will need to be fixed and issued entiixt release)

e Tester Error/Invalid Defect

5.3.2 Defect Severity

Defect severity indicates the level of businessaotf the defect. The tester defines defect
severity using one of four levels of severity basadhe IEEE scheme.

Table 5-2, Defect Severity Levels

Severity Description Example

Urgent Prevents the accomplishment of an » Jeopardizes security (e.g., potential

operational or mission essential capability.  violation of Privacy Act)

« Jeopardizes data quality (e.g., corrup
data entered into the system, data is
corrupted by the system, or data is
calculated incorrectly)

* Software crashes (deprive user of
system or cause loss of data)

e Loss of data (e.qg., incorrect file formi

—
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Severity Description Example
sent to other systems or decoded
incorrectly)

e Jeopardizes safety (normally not
software related, but may be, e.qg. if
personal safety is involved)

High Adversely affects the accomplishment off ¢« Noncompliance with a required
an operational or mission essential standard (e.g., 508 Compliance if
capability and no work around solution ig required)
known. » Software issues which are not critica

but impact the use of the system (e.g.
printing errors, inability to print a
form)

e Data input problems (which do not
corrupt data), etc.

* Missing help files, no other system
documentation

e Missing windows

* Missing functionality that is not crucial

e A search function that provides
incorrect results

Medium Adversely affects the accomplishment of « A required help file is missing, but
an operational or mission essential there is a hardcopy document
capability, but a work around solution is containing the same data available td
known and productivity is negatively the user.
impacted. e A form or window does not print, but

there is another way to print it (e.g., the
print button does not work, but there |s
a pop-up window which has a print
function and it works)

Low Results in user inconvenience or * Typos in help files

annoyance but does not affect a required «  Minor color issues such as window of

operational or mission essential capability.  button colors (which do not impact 508
compliance if required)

e Typos on screen for internal Federal
Student Aid use only (user facing
errors should be rated high or medium)

e Typos in documentation for internal
Federal Student Aid use only (user
facing errors should be rated high or
medium)

e Operator annoyances (e.g., tabbing
between fields is not in the most
desirable order or sub-window
groupings are not logical)
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5.3.3 Defect Complexity

Defect complexity provides an estimate of the diffiy/risk of the change of a component or
environment. The Development Team is responsilslagsigning one of the three levels of
complexity: high, medium, and low.

Table 5-3, Defect Complexity Levels

Level Description

High Complex changes such as altering the logic of emaaye components or the
structure of the document will require significafiort (e.g., more than 40 man
hours).

Medium Simple changes requiring minimal effort (e.g., 4@mhours or less).

Low No change to the logic of the component or thecsiire of the document.

5.3.4 Defect Priority

Defect priority indicates the order in which thevel®epment team will address defects. This
rating provides an estimate of the relative stagaithe issue in relation to all other identified
defects. The Defect Priority categories are:

* High: All Urgent and most High severity defects
* Medium: High severity defects not assigned to a higbrjiyi
* Low: All Medium and Low severity defects

The Federal Student Aid Test Manager and Federadesit Aid Project
Manager have the authority to override the prio@tysigned by the contracto
The Federal Student Aid Test Manager assigns dpfemity during the UAT

phase.

5.3.5 Defect Status

Defect status indicates the current dispositioa défect. There are eight defect states: open,
evaluated, closed, deferred, assigned, analyzeaated and not scheduled for retesting, and
corrected and scheduled for retesting.

Table 5-4, Defect Status Levels

#  Defect Description

1. | Open A submitted defect.

2. | Evaluated A submitted defect that has been reviewed for itglid

3 Closed A defect that has been determined to be a duplioatevalid, or passed
due to a retest and the defect no longer needs naamaged.

4. | Deferred A defect where a decision was made to postponesgwution of the
defect.

5. | Assigned A defect where a developer has been assigned lyrarend resolv
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# | Defect Description
the defect.
6. | Analyzed A defect where a developer and a tester have rexiehe defect
to determine the impact of resolving the defectlenproject.
7. | Corrected and not A defect that has been corrected by the develamtrsaready for
Scheduled for retesting.
Retesting
8. | Corrected and A defect where a corrected defect is being retested
Scheduled for
Retesting

5.3.6 Business Impact

The Business Impact provides an estimate of tlevaek effect on the business that will remain
until the defect is resolved. It is optional foetFederal Student Aid Project or Program
Manager to assign the following ranking to the w$la defect with respect to its effect on the
business:

urgent (application not available for any procegstmot even for diagnostics or for
viewing)

high (unable to deliver aid (e.g., can’t processliaptions) — The focus should be on
ensuring that there is data integrity, data comii@ddity, and that it won’t cause harm).
For example, if a stored procedure is alteringrfoial data incorrectly, then that is
mission-destructive and not mission supportive, Bod application is still available, for
processing. Also, the application is still avaiéabt least in part, for diagnostics, etc.

medium (impedes the ability to provide aid (e.tpyéng a process or processes)

low (additional feature/functionality that does impact customer service).

5.4 Defect Lifecycle

Every defect has a lifecycle, beginning with erdfyhe defect into the defect management
system and ending with defect closure. The proess follows:

Opening Defect

Evaluating Defect
Assigning Defect

Analyzing Defect
Correcting Defect

Retesting to Validate Defect
Closing Defect
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Figure 5-1, Defect Life Cycle

("Logging includes:

* Date defect detected

* Description (tester)

* Type (tester)

* Severity (tester)

* Phase defect was
detected

Tester logs defect in
Defect Tracking System

\Note: This is a partial list
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Open defect >
Evaluate defect » Type & severiy (tester)
. N
validity, other consid- « Bu_smess Impact (owner)
— erations (see list), perform Priority (PM & et al.)
Defect remains in system impact analysis Note: This is a partial list
the tracking system with v and determine priorit & previously entered
a status of Deferred until
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the decision is made to \_also be updated

reevaluate it
Evaluate defect

Defect determined
to be a duplicate of a
defect previously
reported, or invalid

No — .
Defect Defer .~ Valid defect Considerations include::
correction « DC

to be assigned

* System impact analysis
now?

* Defect complexity

deferred

. (developer)
assinldetecy * Phase defect was
to developer for
created

analysis and correction . o
ote: This is a partial list

&previously entered
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Assign defect also\be updated

Developer uses
Impact Analysis to estimate
time required to fix defect
Tester estimates time tg
retest new code

Analyze defect

!

Correct defect

!

Retest to validate
defect correction

Defect corrected by
Developer

Tester retests to
determine that defect has
been resolved

Defect remains
open and is No

reassigned to a Passed?
developer for

3 . Update includes:
corrective action

* Date defect closed

s Defect

Tracking System log to
change defect status from
open to closed

Close defect Note: This is a partial list
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5.4.1 Opening Defect

Once a defect is discovered, the testing teamwevibe defect to ensure that it is valid. Once a
defect has been determined valid, the tester thabdered the defect logs the defect in a defect
management tool that captures data for all of igidd.

Table 5-5, Defect Log Required Data Elements

Defect Log Required Data Elements

# | Field Name Field Description

1 | Areaof Area in which the defect was introduced into thgliaation (e.g., requirements,
Introduction design, test suite, code, etc.)
Defect ID Unique Id for a defect (Should be generated bydh§

3 | Defect State Open, Evaluated, Closed, Deferred, Assigned, ArealyZorrected and Not

Scheduled for Retesting, and Corrected and Sche:fioidRetesting

4 | Defect Type SeeSection5.3.1for a complete list

5 | Date Date and time the defect was logged into the tragtool

6 | Defect Synopsis | A brief (one line) summary of the defect

7 | Defect A detailed description of the defect indicatingaflthe preconditions and steps
Description needed to reproduce the defect

8 | Defect Severity | The severity of the defect (This is entered bytdster who logs the defect)

9 | Defect Priority The priority of the defect (This is assigned by pneject manager)

10 | Defect The complexity of the defect (This is entered iy developer responsible for
Complexity fixing the defect)

11| Build The build number of the application in which théed¢ was discovered

12 | Environment The system environment the application was opegatinvhen the defect

occurred. For example Windows, Unix etc.

13| Platform The platform hosting the application was operatingvhen the defect occurred
for example, WebSphere, WebLogic, etc. (This idiapple only for web-
based applications)

14 | Due Date The project manager enters the due date by whedefect needs to be fixed |n
this field.

15 | Author Name of the tester that recorded the defect

16 | Responsible Developer responsible for fixing the defect

17| Attachments Screenshots, file layouts or other relevant docuat®m describing the defect

18| URL The URL of the web page where the defect was deyeal/(This is applicable

only for web-based applications)
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Defect Log Required Data Elements

# | Field Name Field Description

19| CC Names of other individuals in the mailing list, Example, Author, Project
Manager, Developer etc.

20 | Remarks Comments must include details that provide an atalitof the problem

21| Phase of Testing| Integration Testing, System Testing, User Accedresting, and Post
Implementation Verification

22 | Testing Sub Any of the sub phases of testing described inHaisdbook, for example unit
phase component testing, unit integration testing, regj@stesting etc.

23| Application Name of the application
Under Test

24 | Browser Name | The name of the browser and the version numbédreobtowser the user was running
& Version on which the defect was discovered (This is appleanly for web-based
Number applications). May be required based on the typappfication being tested.

25 | Amount of The amount of memory (in megabytes or gigabytestplled in the computer on which
Memory the user discovered the defect. May be requireddan the type of application being

tested.

5.4.2 Evaluating Defect
Once a tester has entered a defect in the defewgeanent system, the defect is evaluated for:
« Validity
* Priority
* Business Impact
Validity includes determining that the reportedoerr
* Is a non-conformance of the application underttegt requirements
* Is not a duplicate of a previously reported error

If a defect is determined to be invalid (i.e. hétdefect cannot be reproduced), the evaluator
changes the status to rejected, and closes thetdefitie Defect Management System.

When an evaluator determines that a defect is M#deProject Manager assigns a priority and
business impact to the defect.

5.4.3 Assigning Defect

Each valid defect is assigned a developer andtétessof the defect is changedAssigned

5.4.4 Analyzing Defect

The developer and tester analyze the defect amekidied reproduces the defect for clarification
of the issue.
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Using impact analysis, the developer determinesitie required to fix the defect. The testers
determine the time required to retest the defetitérsystem based on the complexity of the test.
5.4.5 Correcting Defect
The developer determines and enters the complekitye defect in the Defect Management
Tool, corrects the defect, and changes the defaittsstoCorrected.
5.4.6 Retesting to Validate Defect and Closing Defe ct
The tester that logged the defect retests the tefec

» If the error is resolved, the tester changes thectistatus t&€Closed

* If the error still exists, the tester indicates tlefect was not fixed and the defect is

returned to the developer originally assigned twemt the problem.

5.4.7 Defect Deferral

The resolution of a defect can be deferred at theretion of the Test Manager and the Federal
Student Aid Project Manager. The defect will remiai a deferred state until reopened by the
Federal Student Aid Project Manager.

5.5 Defect Management Tools

An effective defect management tool is used tonend track defects from discovery to
closure and possesses the following characteristics

» User authentication to ensure that the changesade only by authorized users. The
Test Manager will ensure that only authorized uberse access to the system.

* Easy customization in order to meet the unique sie¢éd project.

» Effective audit trail mechanism in order to trake origin and details of all activities.
* Advanced search capabilities.

* Email notifications controlled by user preferences.

» Scheduled reports and charts.

* Time tracking.

» Private attachments in order to add logs, screesshaond other important details.

* Integration with Version Management System, Requéet Management System and
Test Management System in order to extend traggaedadross the full software testing
lifecycle.

» Scalability from a small project team to geographycdistributed project groups, for
example Federal Student Aid staff outside WashmgiiC
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Section 6. Test Metrics and Reporting

6.1 Overview

Test metrics indicate the efficiency and the effertiess of testing activities, test plans, and test
processes throughout all phases of testing. Mealgo identify trends, productivity, and
utilization of testing resources. Effective ananstardized reporting of metrics facilitates
communications with stakeholders and helps withsilee-making processes.

Templates have been provided in Appendix E in ¢the$ of instructions, documents and forms.
These templates should be used if the defect mamagdool does not provide a report to reflect
the data required by Federal Student Aid.

6.2 Relevance of Test Metrics and Reporting to the  Handbook
Audience

The following key staff members need to fully uretand and follow the requirements in the
Test Metrics and Reporting section of the HandboBkbsections following this list describe the
responsibilities of each position:

* Federal Student Aid and/or Contractor Project Manag

» Federal Student Aid and/or Contractor Test Mandgst/Lead

* Federal Student Aid Enterprise Test Manager

* Federal Student Aid Application Owner

* Federal Student Aid and/or Contractor ApplicaticevBlopment Team

* Federal Student Aid and/or Contractor ApplicatiasfTTeam

Table 6-1, Test Metrics Roles & Responsibilities

Title Responsibilities

Project Manager = Evaluating existing metrics

= Determining the appropriate metrics for a testirmjgxt,
during the metric identification process

= Providing input into the metric reporting process

= Determining how to capture and create metric rdlate
information related to project status and process
improvement

Test Manager = Evaluating existing metrics and determining therappate
metrics for a testing project, during the metrieritfication
process

= Providing input into the metric reporting process

= Determining how to capture and create metric rdlate
information related to project status and process
improvement
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Title Responsibilities

Federal Student Aid = Providing inputs to the defect prevention process,
Enterprise Test deliverable baselining, defect discovery procesfeat
Management resolution and process improvement processes fauga

management reports.

= Validating compliance of the testing contractorniederal
Student Aid Defect Management Requirements

= Analyzing metric data for trends

= Creating enterprise level metrics

Federal Student Aid = Participating in the metric identification procesorder to

Application Owner evaluate existing metrics and come up with appabgri
metrics for the testing project

= Providing input to the metric reporting process

Application Development = Creating appropriate metrics for Unit Testing

Team = Creating appropriate test execution and defecta@la

metrics for all the testing phases (other than tasiing)

6.3 Test Metrics Definition

Test metrics are quantitative measures of the @dgrevhich a system, component, or process
possesses a given attribute. For example, Tesidffty is the ratio of Number of Test Suites
executed, and the number of defects identified.

There are two basic types of metrics, each witpegific type of data source:

» Base metrics Metrics for which data can be captured diredduifber of test suites
executed, number of defects uncovered, etc.)

» Derived metrics Values derived from base metrics (Test Efficigretg.)

6.4 Metrics Identification and Selection

The Test Manager and Project Managers are resperigitmetric identification and selection.
Metrics identification and selection occur duriegttplanning, with approved metrics included
in the Phase Level Test Plans. Most metrics veiltlbrived from stakeholders with a focus on
the application’s formal requirements, industrygbices, and lessons learned. Each metric will
include what will be measured as well as the stahfita acceptance and failure or rejection.

Federal Student Aid requires that all stakeholdesst before the testing process begins to
identify metric recommendations that testers wsk wuring the testing process. Discussion will
also take place on how the data will be collectedrietrics and how the metrics will be
reported. The recommendations will first be appiblsy Federal Student Aid Test Manager and
Project Manager, and then included in the PhasellJest Plans. If there are no Phase Level
Test Plans, metrics that will be used for the weBtbe defined in the master test plan.

* Required Metrics: Federal Student Aid requires that testing usddhewing sets of
metrics (at a minimum):

o Test Schedule and Effort (S8ection 6.6.)
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o Test Defects (seBection 6.6.2

o Test Defects by Type (s&ection 6.6.2

o Defects Report and Defect Severity and CurreneSsdeSection 6.6.3)
o Test Execution (seBection 6.6.4)

* Optional Metrics: Federal Student Aid may require the following testing metrics:
o Defect Execution Reviews (s&ection 6.6.4

o Code Coverage (s&xction 6.6.%

The Federal Student Aid Test Manager and Projeatdgar must approve
m exclusion of any required metrics. Applicationattare system critical or
information sensitive must adhere to the requiredrics.

o Stakeholders may review the following types of miation to assist them with
making recommendations.

» Existing Metrics: Metrics collected during other projects or thisg may be
recommended by a manufacturer of a COTS application

* Industry Standards: Additional metrics and defect reporting may bguieed based on
the project type or the Federal Student Aid propeahager’s needs. The contractor may
provide additional metrics based on the projecetypbest practices.

* Lessons LearnedInformation on what did and did not work on pi@ws test projects.
This information is collected by the Quality Assuca Team and entered into the
Lessons Learned Database.

* New Metrics: When identifying the need for a new metric stakdaod must:
o ldentify data required

o Determine a data collection method
o Determine a means of evaluating the data

o Evaluate the cost/benefit of the metric

6.4.1 Choose the Appropriate Metrics

The project’s metrics should be selected basedaegi goals, stakeholder needs, and the
cost/benefit provided by each metric. In additiensure that the data needed to conduct the
measurement can be acquired within reason, andniitaics have actual significant value to the
test and development activities. The number oficgeshould be kept to a minimum to ensure
that the most critical information is collectedaiwated, and reported.

Accurate collection and appropriate analysis ofrrogis important in ensuring that defects do
not escape to production and to facilitate proaegsovement throughout the development life
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cycle. For example, a detailed analysis shoulddreormed to determine why each issue
occurred in production and not during the constomcand validation phase. In addition, testing
should be structured to “break the system” anddeatonstrate functionality.

6.4.2 Metric Descriptions

The Test Manager may be required to provide tHeviahg information for each metric
selected: name, benefit, stakeholders, descripti@asure procedure, measurement frequency,
and reporting.

6.5 Metrics Calculation and Reporting

Metrics calculation and reporting processes include
» Capturing and verifying data
* Analyzing and processing data
* Reporting metrics

6.5.1 Capturing and Verifying Data
Whenever possible, testers should simplify thewapand verification of test metric data by:

* Making reasonable efforts to have a testing todigoe data capture during the testing
effort

» Storing all relevant testing data in a locatiort isaasily accessible to all team members

6.5.2 Analyzing and Processing Data

The Test Manager is responsible for creating theicseand analyzing as follows:
* Reviewing data for correctness/reasonableness
» Calculating the derived metrics based on the basteas

* Reviewing the metrics and determining if the carieformation conveys the progress of
the test effort

* Automating the process of calculating the derivedrios, whenever possible and
feasible
6.5.3 Reporting Metrics

Federal Student Aid requires the Test Managergortall metrics in a consistent manner and
understandable format.

Approved formats include:
» Using the metrics similar to those$®ction 6.6 Required Metrics
» Supplementing the formats 8ection 6.6with a metric dashboard

» Supplementing the formats 8ection 6.6with graphs and trend lines
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» Indicating acceptable results and out of rangetpesand negative variances using color
coding

Metrics must be made available to the Federal Stubliel Enterprise Testing Group.

6.6 Required Metrics

6.6.1 Test Schedule and Effort

Test schedule and effort metrics show the scopleeoplanned test effort, the results of testing
and the derived metrics that allow comparison eftésting effort to other testing efforts.

Required test schedule and effort metrics inclin@efollowing information:
* Planned and actual test start and end dates aizhves
* Number of test cases executed, passed, failedkddéc
» Total number of test cases executed and planned
* Schedule and effort variance for each of the alebements

All of the metrics listed above are required fdrpabjects and are to be summarized by scenario
and phase when reported with “AS OF” dates inclualedll metrics reports. Additional metrics
may be required by Federal Student Aid project rganeent.

*Blocked cases are cases that could not be exebetlise of a failure that occurred in a
previous test case. Blocked defect tests arettest€annot be executed on a defect because
another active defect makes the test of the origiefect impossible to execute. In these cases,
testing of the original defect must be effectivahd explicitly deferred until the other blocking
defect has been corrected.

The Test Manager will report test schedule andreffeetrics using the template in Appendix E.

6.6.2 Test Defect Metrics

Test defect metrics provide information showing éteent of defects numerically and by
various categories.

Required defect metrics include the following imf@tion:
» Total number of defects
* Number of defects entered
* Number of defects entered by severity and priority
* Number of defects fixed
* Number of defects rejected
* Number of defects resolved and to be verified leytdsting team

The Test Manager will report test defect metriaagishe Test Defect Metrics and the Defect
Report matrices that follow, or a similar one tbantains this data, and additional data if needed.
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A Defect Trend Analysis should be done with theadatdetermine if the defects are increasing
in subsequent phases of testing. This analysimiees the number of defects found as the
testing life cycle progresses. When analyzingnin@ber of defects found during Integration
Testing versus the number found during System fAgstor example, the Test Manager could
uncover a risk in the testing process and condurcective actions to mitigate the impact.

Templates for Test Defect Metrics and the DefegdRecan be found in Appendix E.
If testing activities are performed by the contmagcthe contractor’s proposal
must state how the test estimates are calculated.

6.6.3 Defect Severity and Current

Defect severity and current state metrics providaapshot of the number and types of defects at
a point in time.

The Test Manager will report defect severity andent state using the template in Appendix E.

6.6.4 Test Execution

Test Execution metrics show the results of testimg) derived metrics that allow comparison of
the testing effort to other testing efforts:

Required test execution metrics include:
* Total Number of Test Cases or Scripts
» Total Number of Test Cases or Scripts Executed
e Total Number of Test Cases or Scripts Passed
» Total Number of Test Cases or Scripts Failed
» Total Number of Test Cases or Scripts Blocked
The Test Manager will report test execution metussg the template in Appendix E.

6.6.5 Code Coverage Metrics

The Code Coverage metrics (which may be requiretdfat Testing as determined by the
Federal Student Aid architect team) shows the tesitilstatement coverage, condition coverage,
and path coverage. Required Code Coverage matakgle the following information:

» Total Number of Lines in the Code
» Total Number of Lines Unit Tested
» Total Number of Conditions in the Code
» Total Number of Conditions Unit Tested
» Total Number of Test Paths in the Code
» Total Number of Paths Unit Tested
The Development Team will report code coverage io®etrsing the template in Appendix E.
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6.6.6 Turnover Metrics

The Contractor Turnover metric may be requireddgiovided to the Federal Student Aid
Project Manager and Federal Student Aid Applica@awer. This is a non-technical,
management metric that shows the attrition rateencontractor’s testing team over a specified
period.

The turnover rate is useful in evaluating the sitgtnf the contract test team and the overall
effectiveness of the testing activities. A lowaterof turnover may indicate a more effective
testing process, while a higher rate of turnoveriodicate a less efficient effort. While the
turnover rate is not definitive in predicting tegtieffectiveness and efficiency, the information
may help identify additional underlying issues.(iantractor organizational concerns or
contractor Project Management problems). The Westager will submit staff turnover
information to the Federal Student Aid Test Manageax frequency required by the Federal
Student Aid Test Manager. This information musphbavided at the end of the project. The
Test Manager will report staff turnover metricsngstheTester Team Turnover Template
found inAppendix E.

A graphical representation of test summary inforamamust be presented to Federal Student
Aid senior management. This representation mastide a summarization of the test metrics
for the entire project. This information may beyided in an exportable file.
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Appendix A: Acronyms and Abbreviations

The Handbook uses the following acronyms and alidiens.

Acronym Full Title

ACS Administrative Communication System
API Application Programming Interface

ASD Adaptive Software Development

ASG Architecture Support Group

ATP Assistive Technology Partnership

C&A Certification & Accreditation

CcC Carbon Copy

CCB Change Control Board

CCRB Change Control Review Board

CFR Code of Federal Regulations

CICS Customer Information Control System
CIO Chief Information Officer

CMMI Capability Maturity Model Integration
COoD Common Origination and Disbursement
COTS Commercial-off-the Shelf

CTE Certified Test Engineer

CVE Common Vulnerabilities and Exposures
DCOM Distributed Component Object Model
DOB Date of Birth

DSDM Dynamic Systems Development Method
E&IT Electronic and Information Technology
EAI Enterprise Application Integration

ED Department of Education

EOCM Enterprise Operational Change Management
ETSH Enterprise Testing Standards Handbook
FAFSA Free Application for Federal Student Aid
FDD Feature Driven Development

FLB First Live Batch
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Acronym Full Title

FSA Federal Student Aid

GUI Graphical User Interface

HTML HyperText Markup Language

IA Information Assurance

ICD Interface Control Document

ID Identification

IEEE Institute of Electrical and Electronics Engine
IT Information Technology

ITA Integrated Technical Architecture
IVRU Interactive Voice Response Unit
JAWS Job Access With Speech

JMS Java Message Service

LCM Life Cycle Management

LOV List of Values

MTP Master Test Plan

OMB Office of Management and Budget
PC Personal Computer

PIN Personal Identification Number
PIR Post Implementation Review
PISP Post Implementation Support Period
PIV Post Implementation Verification
PRR Production Readiness Review
RCS Reusable Common Services

RMI Remote Method Invocation

RTM Requirements Traceability Matrix
SA Security Architecture

SAIG Student Aid Internet Gateway
SAT System Acceptance Testing

SCR System Change Request

SLA Service Level Agreement

SOA Service Oriented Architecture
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Acronym Full Title

SOAP Simple Object Access Protocol
SO0 Statement of Objectives

SOW Statement of Work

SSN Social Security Number

Std Standard

TDD Tests Drive Design

TNR Times New Roman

TRR Test Readiness Review

TSV Target State Vision

u.S. United States

U.S.C. United States Code

UAT User Acceptance Tests

uDDI Universal Description, Discovery and Integoati
Ul User Interface

URL Universal Resource Locator

VDC Virtual Data Center

WAN Wide Area Network

WBS Work Breakdown Structure

WSDL Web Services Definition Language
XML Extensible Markup Language

XP Extreme Programming
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Term

Definition

Acceptance Criteria

Accuracy

Actual Result

Ad hoc Testing

Application

Application Owner

Audit

Audit Trail

Automated Testing

Baseline

Behavior

Best Practice

Black-Box Testing

Exit criteria that a compor@nsystem must satisfy to be accepted by a user,
customer, or other authorized entity.

Capability of the software to provide thght or agreed results or effects with
the needed degree of precision.

Behavior produced/observed when apoorant or system is tested.

Testing carried out informally; rmorhal test preparation takes place, no
recognized test design technique is used, thenemexpectations for results
and arbitrariness guides the test execution agtivit

Computer software/programs designepeidorm work for end users of the
computer — compare with system software, includimgdleware and
operating systems, which perform functions wittina computer and support
the operation of application software/programs.

Government representative resipémsor the application being developed.
The representative is responsible for projectatidin, budget approval and
management, deliverable signoff and confirmatioprofect closure.
Responsibilities during the test effort may be dated to the test manager or
project manager.

Independent evaluation of software productprocesses to ascertain
compliance to standards, guidelines, specificatiand/or procedures based
on objective criteria.

Path through a sequence of eventsehables reconstruction of the history of
the events. Typically the path from the outpua@irocess to the original
input (e.g. data), i.e. the history of the traniggct An audit trail facilitates
defect analysis and allows conduct of process swdit

Testing that employs softwarésttuat execute tests without manual
intervention.

Specification or software product thatbeen formally reviewed or agreed
upon; that thereafter serves as the basis fordudavelopment and that can
be changed only through a formal change contraigss.

Response of a component or system toaf sgut values and
preconditions.

Superior method or innovative pradtat contributes to the improved
performance of an organization.

Testing, either functional or Aomctional, without reference to the internal
structure of the component or system.

Capture/Playback Tool Type of test execution toloére inputs are recorded during manual testing
in order to nenerate alitomated test siiites thaheaxeciited later (i
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Term Definition
replayed). These tools are often used to supptohamied Regression
Testing.

Certification Process of confirming that a compdrarsystem person complies with its

Change Control Board

Client/Server

Code

Code Coverage

Code review and walk
though

Commercial Off-The-
Shelf

Compliance

Compliance Testing
Component

Component Interface
Testing

Component Testing
Condition

Condition Coverage
Condition Outcome

Configuration

Configuration Control

Confintiration Contro

specified requirements.

Stakeholders representingtaeests of Federal Student Aid and the
contractor reviewing change requests, making recenagiations, requesting
impact analyses of proposed changes, and approliangge requests.

Network architecture in which eacmpater or process on the network is
either a client or a server.

Computer instructions and data definitiongesged in a programming
language or in a form output by an assembler, clemmir other translator.

Analysis method that determines whacts of the software have been
executed (covered) by the test suite and whicls jerte not been executed,
e.g. statement coverage, decision coverage ortimmdoverage.

Peer review of source code intended to find andnistakes overlooked in
the initial development phase, improving overatlequality.

Applications that are manufactured commercially avay then be tailored
for specific use.

Capability of the software product tbexa to standards, conventions, or
regulations in laws and similar prescriptions.

Process of testing to detertfieecompliance of the component or system.
Minimal software item that can be tegtedolation.

Testing performed to expose defects in the intedamd interaction between
integrated components.

Testing of individual componeithe code. These are the smallest product
of code that accomplishes a specific action.

Logical expression that can be evaluatedrue or False.

Percentage of condition outcaimsishave been exercised by a test suite.
100% condition coverage requires each single camdih every decision
statement to be tested as True and False.

Evaluation of a condition to Toud-alse.

Composition of a component or syséenaefined by the number, nature, and
interconnections of its constituent parts.

Element of configuration mgeeent, consisting of the evaluation, co-
ordination, approval or disapproval, and implemgoiteof changes to
configuration items after formal establishment ofifiguration identification.
[[EEE610].

Grotin of neonle resnnnsihle for evaliiatina and @awinn nronnsed chana
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Board to configuration items, and for ensuring lienpentation of approved changes.
Also uses the acronym CCB.

Correctness IEEE term for freedom from faults, imgespecified requirements, and
meeting user needs and expectations.

Defect Non-conformance of the application under tie#s requirements. This

Defect Life Cycle
Defect Management
Defect Management
Tool

Defect Priority
Defect Report

Defect Tracking Tool

Deliverable

Development Team

Development Testing

Documentation Testing

Enterprise Test
Management

Entrance criteria

Exit Criteria

Expected Result

includes any flaw in a component or system capabtausing the
component or system to fail to perform its requifi@attion, e.g. an incorrect
statement or data definition.

Cycle of finding a defect, repngd, assigning, coding, retesting, and closing
the defect.

Process of recognizing, inveftigiagtaking action and disposing of defects.
Involves recording/classifying defects and idemtifythe impact.

Tool that facilitates the recording and statuskirag of defects.

Process of assigning the prionityihich a defect should be fixed.

Document that reports any flaw im@gonent or system that can cause the
component or system to fail to perform its requifteattion.

Sebefect Management Taool

Work product that must be delivereddmeone other than the (work)
product’s author based on contractual guidelines.

Responsible for designing andpaifig unit testing and supporting the
subsequent testing efforts by analyzing changeesigland updating code as
required.

Formal or informal testing aaetéd during the implementation of a
component or system, usually in the developmentr@mwment by developers.

Testing the quality of thewdnentation, e.g. user guide or installation guide.

Responsible for the definition and compliance gfamization wide testing
standards and providing leadership and directidhadl est manager and
Test team.

Set of conditions for permittangrocess to go forward with a defined task,
e.g. test phase.

Set of conditions agreed upon wita #takeholders, for permitting a process
to be officially completed.

Behavior predicted by the spetifinaor another source, of the component
or system under specified conditions.

Fall Actual result does not match expected result.

Failure Deviation of the component or system frtsrexpected delivery, service, or
result.
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Term

Definition

Feature

First Live Batch

First Live Batch Testing

Formal Review

Functional Requirement

Functional Testing

Functionality

Impact Analysis

Integration

Integration Testing

Interface Control
Document

Intersystem Testing

Maintenance

Management Review

Master Test Plan

Attribute of a component or system spetifieimplied by requirements
documentation (e.g., reliability, usability, or @gsconstraints).

Period of time after the systertees production where defects are monitored
closely and fixed via emergency fixes, etc. Alsowkn as the stabilization
period.

Validation of critical fations of applications once the software is insthll
into production.

Review characterized by documentedgatures and requirements, e.g.
inspection.

Requirement that specifiegmation that a component or system must
perform.

Subset of system testing. fgdtased on an analysis of the requirements of
a component or a system.

Capability of the software productpimvide functions meeting stated and
implied needs when the software is used under fpgcionditions.

Assessment of change to the |layedevelopment documentation, test
documentation, and components, in order to implémaiven change to
specified requirements.

Process of combining components oresystinto larger assemblies.

Phase of software testing iictvindividual software modules or units are
combined and tested as a group.

Inputs and outputs of a single system or the iaterbetween two systems or
subsystems. The Interface Control Document (IGQJsed as a
communication tool for test teams.

Integration test type thabisoerned with testing the interfaces between
systems.

Maodification of a software product attelivery to correct defects, to
improve performance or other attributes, or to attag product to a modified
environment.

Systematic evaluation of softwarpiisition, supply, development,
operation, or maintenance performed by or on bejfatianagement.
Monitors progress, determines the status of pladssahedules, confirms
requirements and the system allocation, and eedube effectiveness of
management approaches to achieve fithess for peirpos

Test plan that typically addressdalsiple test levels. See al3est Plan

Metric Measurement scale and the method used fasanement.

Module SedComponent

Pass Actual result matches its expected result.
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Term

Definition

Pass/Fail Criteria

Peer Review

Performance

Performance Indicator

Performance Testing

Performance Testing
Tool

Phase Level Test Plan

Post Implementation
Support Testing

Post Implementation
Verification

Production Environment

Production Readiness
Review

Project

Project Manager

Program

Quality

Regression Testing

Requirement

Decision rules used to determihether a test item (function) or feature has
passed or failed a test.

Review of a software work product enidy defects and improvements.

Degree to which a system or compomeoshaplishes its designated
functions within given constraints in regards togassing time and
throughput rate.

High-level metric of effeetiess and/or efficiency used to guide and control
progressive development, e.g. lead-time slip féimsre development.

Process of testing the degredich a system or a component accomplishes
its designated functions within given constraintsdgards to processing time
and data transfer rates.

A tool to support performance testing that usulallg two main facilities:
load generation and test transaction measureniRarformance testing tools
normally provide reports based on test logs anpghgaf load against
response times.

Test plan that typically eskks a single test phase. See Bdsb Plan

Post Implementation Support Period is the phasevioig the initial
implementation of the application into the prodaoctenvironment during
which the development contractor is responsiblel&ect resolution.

Post Implementation Verification is the final phaddesting that occurs after
the application is deployed in production.

Hardware and software prixinstalled at users’ or customers’ sites where
the component or system under test will be usdte sbftware may include
operating systems, database management systemsthandpplications.

Final, formal, and documented decision point beborew application or a
significant release of an existing application entéederal Student Aid’'s
production environment and is exposed to end-users.

Unique set of coordinated and controllgd/gies with start and finish dates
undertaken to achieve an objective conforming exgje requirements.

Responsible for the overall sucokasdevelopment or maintenance project.
Sedpplication

Degree to which a component, system orgssaneets specified
requirements and/or customer needs and expectations

Testing of a previously testednam following modification to ensure that
defects have not been introduced or uncoveredchamged areas of the
software.

Condition or capability needed by a tseolve a problem or achieve an
objective that must be met or possessed by a systsgstem component to
satisfv a contract. standard. snecification. ornfhrmallv imnosed
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Definition

Requirements Liaison

Re-Testing

Risk Identification

Risk Management

Security

Security Testing

Security Testing Tool

Service-Oriented
Architecture

Software

Specification

Subsystem Testing
System

System Testing

Test

Test Approach

Test Automation

document.

Responsible for facilitating communication betwées project's
Requirement Manager and Test Manager.

Re-running test cases that failed irmotal verify the success of corrective
actions.

Process of identifying riskang techniques such as brainstorming,
checklists, and failure history.

Systematic application of procesiarel practices to the tasks of identifying,
analyzing, prioritizing, and controlling risk.

Attributes of software products that prewenauthorized access, whether
accidental or deliberate, to programs and data.

Testing to determine the securfitthe software product. See also
Functionality Testing

Tool that provides supporttéssting security characteristics and
vulnerabilities.

Architecture that relies on service orientationta$undamental design
principle. Service-orientation describes an aedttitre that uses loosely
coupled services to support the requirements dhbas processes and users.

Computer programs, procedures, and assdaacumentation and data,
pertaining to the operation of a computer systesae-als@pplication.

Document that specifies, in a conglptecise and verifiable manner, the
requirements, design, behavior, or other charatiesiof a component or
system, and, the procedures for determining whekiese provisions have
been satisfied.

Testing of integrated comporteat§orm a major part of the whole system.

Collection of components organized to actisimp specific function or set
of functions.

Testing that attempts to discoviratiethat are properties of the entire
system rather than of individual components.

Demonstration of how well an application fimes based on business
objectives and requirements.

Implementation of the test strateg\afspecific project.

Use of automated software to parfor support test activities, e.g. test
management, test design, test execution, and seshdcking.

Test Case Set of input values, execution precamdifiexpected results and execution
post conditions developed for a particular objextiv test condition, such as
to exercise a particular program path or to verdynpliance with a specific
requirement.
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Test Case Management Tool for management of test cases for softwarelandware testing.
Tool

Test Condition Item or event of a component oreysthat could be verified by one or more
test suites, e.g., a function, transaction, feafyuality attribute, or structural
element.

Test Cycle Execution of the test process agaisstgie identifiable release of the test
object.

Test Data Data that exists before a test is exdcatel that affects or is affected by the
component or system under test.

Test Environment Environment containing hardwarstrumentation, simulators, software
tools, and other support elements needed to comdiest.

Test Execution Process of running a test on thepooent or system under test, producing
actual result(s).

Test Execution Use of automated software, e.g. capture/playbaalk,tto control the

Automation execution of tests, the comparison of actual regalexpected results, the
setting up of test preconditions, and other testroband reporting functions.

Test Execution Phase Period of time in a softwakelbpment life cycle during which the software
product is evaluated to determine whether or nqpiirements have been
satisfied.

Test Input Data received from an external sourcthbytest object during test execution.

Test Item Individual element to be tested.

Test Lead Responsible for creating, tracking anohtaming phase level test plans,
assigning tasks to the test team and reviewinget@bles.

Test Level Group of test activities that are orgadiand managed together. Examples
of test levels are component test, integration s3stem test, and acceptance
test.

Test Log Chronological record of relevant detaliew the execution of tests.

Test Manager Responsible for project managemetststihg activities and resources and

evaluation of a test object.

Test Management Planning, estimating, monitorirdy@mtrol of test activities, typically
carried out by a Test Manager.

Test Management Tool Tool that provides suppottiéotest management process. Contains
capabilities, such as test ware management, sachgdabts, logging results,
progress tracking, incident management, and tpsttiag.

Test Phase Distinct set of test activities collédtto a manageable phase of a project,
e.g. the execution activities of a test level.

Test Plan Document describing the scope, approasburces, and schedule of
intended test activities.
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Definition

Test Procedure

Test Process

Test Readiness Review

Test Scenario
Test Suite

Test Specification

Test Strategy

Test Suite

Test Summary Report

Test Type

Tester

Testing

Traceability

Unit Testing

Unit Integration Testing

Usability Testing

Document specifying a sequencetiohador the execution of a test. Also
known as test suite or manual test script.

Fundamental test process comprig@drofing, specification, execution,
recording, checking for completion and test closgtvities.

A multi-disciplined technreaiew to ensure that the subsystem or system
under review is ready to proceed into formal tddte Test Readiness
Review assesses test objectives, test methodpraoeldures, scope of tests,
traceability of planned tests to program requiretsy@nd user needs and
safety and confirms that required test resources haen properly identified
and coordinated to support planned tests. TheHeatliness Review
determines the completeness of test proceduretharmbmpliance with test
plans and descriptions.

Sekest Procedure Specification.
Refers to a test procedure specificatiarticularly an automated one.

Document that consists of adestgn specification, test case specification
and/or test procedure specification.

High-level description of test lewelbe performed and testing within those
levels for an organization or program (one or npn@ects).

Set of several test scenarios, test ctest procedures and test scripts for a
component or system under test.

Document summarizing testitigites and results. Contains an evaluation
of the corresponding test items against exit gater

Group of test activities aimed at teséirgpmponent or system focused on a
specific test objective.

Involved in the testing of a component @tey.

Process consisting of all life cycle atig, both static and dynamic,
concerned with planning, preparation and evaluatfasoftware products and
related work products to determine that requiresiang satisfied, to
demonstrate that the application is fit for purpasd to detect defects.

Ability to identify related items irodumentation and software such as
requirements with associated tests.

Test used to validate that individuaits of source code are working
properly. A unit is the smallest testable paranfapplication.

Testing two or more softevanits that have been integrated to ensuretthat i
works together as intended.

Measuring how well people can ssme human-made object (such as a web
page, or a computer interface) for its intendegpse.

User Acceptance Testing Formal testing with resfmeéipplication Owner needs, requirements, and

nrocesses condiicted to determine whether a svatisfier the accentan
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Term Definition

criteria and to enable the user, customers, orr ailndorized entity to
determine whether to accept the system.

Web-Based Architecture  Composed of services artht#agies that enable applications to function in
an internet and/or intranet environment throughea Wwrowser user interface.

White Box Testing Testing the internal structurea@omponent or a system with access to
source code and configuration parameters of compsneélso known as
clear box testing, glass box testing, or structtasting.
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Appendix C — Cross Reference for Intended Audienc® Relevant Handbook Sections
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Appendix C: Cross Reference for Intended Audience to
Relevant Handbook Sections

Table C-1, Cross Reference for Intended Audiencadentifies relevant sections of the
Handbook for a variety of types of roles, basedesponsibilities. Federal Student Aid requires
all of these patrticipants to learn and comply wtiith processes identified with roles in the
matrix. Everyone is also encouraged to becomelimvith the rest of the Handbook.

Table C-1, Cross Reference for Intended Audience

Section Appendix
Roles 1 2 3 4 5 6 D
Federal Student Aid
Application Owners v 4 v
Project Manager and Program v v v v v v
Manager
Enterprise Test Manager v v v v 4 4 v
Test Manager v v v v v v v
Development Manager (small apps) v v v v v v
Development Team (small apps) v v v v v
Requirement Team v v v v
Test Suite Reviewer v v v
Test Leads (each test phase as v v v v v 4
assigned)
Integration Testers v v v v v
UAT Tester v 4 v v v
PIV Testers v 4 v v v
Contractor

Project Manager v v v v v
Development Manager v v v v 4 4 v
Test Manager v v v v v v v
Requirements Manager v v v 4 4
Development Team v v v v v
Requirement Team 4 v
Test Leads (all test phases) v v v v 4 v
Integration Testers v v v v v
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Section Appendix

4 ) 6
System Testers v v v v v
UAT Support Team v v v v v
PIV Testers v v v v v
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Appendix D: Testing Techniques

Overview

To the untrained observer, software testing magapio be intuitive, involving little more than
running a program several times to see whetheeédtarequirements. In fact, software testing
techniques are largely systematic, beginning witlamalysis of the requirements before any
code is written, and involving the need for testerthoroughly analyze the system under
development using various methods and tools. dhewing subsections provide an
introduction and overview of the most common tastechniques.

Test Managers, Test Leads, Developers, and Test&arg should utilize these techniques in
their testing processes to obtain what the IEEBd&tad Glossary of Software Engineering
Terminology defines asCorrectness’or freedom from faults, meeting specified requieais,

and meeting user needs and expectations. Usisg teehniques, along with others that are not
listed but may be appropriate, will ensure a higgrel of correctness in Federal Student Aid
software.

Specialized Testing Techniques

Effective testing is critical to the success ofrgvapplication development or enhancement
effort. In addition to core application functioitg] effective testing also includes the use of
solid testing methodology and appropriate testaoiphiques on specialized areas related to the
application (for example, Graphical User Interfé@&J1) testing, Web based testing, 508
Compliance Testing, Commercial-off-the-Shelf (COP8)ducts Testing, Evergreen Testing,
testing of specific architectures, or multiple eonments and Security Testing). In each case,
finding, logging, and classifying bugs and defdntsype are required to facilitate prompt
correction.

1. EAlI/ITA/SA Guidance

The test planning and test phases sections of éimellbbok apply to EAI/ITA/SA testing. The
following sections provide a brief overview and exaes of EAI, ITA and SA testing.

EAI TESTING

Enterprise Application Integration (EAI) tests tredidation of the messaging infrastructure and
integration capability. The main goal is to stamlilee interfaces to new and legacy systems in
support of Federal Student Aid’s Target State \figibSV).

EAI performs the appropriate application developtiests on adapters and software
components the ITA team has written (Applicationd?Pamming Interfaces, Dynamic Link
Libraries, etc.), using test procedures developeld . EAI tests COTS components that
support their mission prior to installing those gamnents in the production environment (e.qg.,
WebSphere, MQ (MQSeries and upgrades from IBM)th&se cases, EAIl uses test procedures
developed by the VDC to verify that the infrasturetcreated is acceptable to perform COTS
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testing and is functioning properly, before an@mihstallation of the COTS components. EAI
supports developers by creating the middlewarestfucture in a development environment to
allow developers to operate in environments thahimthe production environment where the
software will eventually operate

Example - EAI Testing |

An example of EAI Testing is testing the messagiagabilities of IBM WebSphere MQ during
batch and real time transaction processing.

Impact of EAIl Testing on Test Planning

During Test Planning, EAl works with ITA and thepdipation teams to plan application tests
and to create the required test suites. EAI addieate test environments to support the
application developers. This environment helpslémtify infrastructure issues and provides
collaborative assistance with developers duringekeeffort.

Test Planning efforts conform to the procedureSention 3 of the Handbook. If steps are
excluded, the Federal Student Aid Project Managé&ederal Student Aid Test Manager must
approve the exclusions. Key planning considerationlude selecting applications that could be
affected by the updated EAI source code and theagasy infrastructure and appropriate
mapping of the infrastructure to test activiti@®st planning needs to define who is responsible
for obtaining the test plans and test scripts ftbenapplication teams, updating them and
executing the test suites and test scripts. Whaarteere is a change in the functional
requirements of an application, the appropriatediess and test scripts must be updated. The
plan should also address how the test results atdasiwill be communicated to the Project
Manager and Test Manager who will be included englan.

Impact of EAIl Testing on Test Phases:

Unit Testing

Unit testing is performed whenever there is a modlifon in either the EAI source code or the
MQ Series custom code. The procedure for Unit igg described in Section 4.2.

Integration Testing

Integration Testing is not applicable to EAI Tegtin
System Testing

System Testing involves Intersystem Testing, ResgpasTesting, and Performance Testing. The
procedure for System Testing is described in Seetid. The key element of System Testing is
to validate whether the updated messaging infretstre and/or EAIl Source code integrates with
the overall application infrastructure.

During System Testing, test scripts are createnaated testing is performed using E-metRX,
and individual test results are documented. Tkegpts are stored in libraries and can be
accessed at later date to carry out regressiandgest the applications as changes take place in
the middleware infrastructure and RCS componekts. EAI to be effective in system testing,
the recommendation is for the application teantacesupdated test plans, test suites and
version/release information in an enterprise répogthat is accessible to all teams as well as
the VDC and ITA. Itis also recommended that thpliaation teams store other associated
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application artifacts, such as application architexdiagrams, requirements, and PRR
documents.

Each test suite will be executed as a standaloiteamm the results will be documented in a Test
Run Table in the format shown below. Output filwkere indicated, will be checked for status.
If the status is “true” and all observed resultetribe expected results, the test will be deemed a
success (Pass). If a “false” status is found,amaore issues will be logged and submitted for
resolution with the test deemed not successful)(F&hen modifications to correct the
problem(s) have been applied to the test enviromnies failed test suite will be rerun. This
process will be repeated as necessary until abigians are satisfactorily resolved. Specifically,
when a failure is encountered, the issue will lemidied, logged, and corrected, and the test
suite will be run in its entirety from start to ifsh. If a test does not produce the “Expected
Result(s),” then the test will be deemed a “Falf.’a test suite does produce the “Expected
Result(s),” then the test will be deemed a “Pass.”

Table D-1, Test Run Table

Step # Date Exp. Results = Actual Results Pass / Fail If Fail, enter Issue #

UAT

UAT involves Regression Testing of the affectedli@pgpions to test updates in the messaging
infrastructure and the EAI source code. The procetbr UAT is described iBection 4.5

UAT involves test execution of test suites writteninfrastructure and service orchestration,
migration, mediation, governance, and security. TUcludes verification, management and
monitoring requirements, inspection of documengs land dash boarding components,
verification of training and deliverable requirent&and conducting a training session.

Post Implementation Verification

Post Implementation Verification is carried outsa®wn in Section 4.6 of this Handbook.

ITATESTING

Integrated Technical Architecture (ITA) testingidakes the integrated, enterprise wide
technical architecture on which the Federal Studéshapplications are deployed. The testing
mainly involves validating the COTS products, Atebtural Upgrades, and RCS Development
and Support.

ITA creates and maintains a series of RCS compsribat provide connectivity between
individual applications, and software applianceshsas Google’s search engine. Federal
Student Aid has acquired these appliances to aecigating functionality already available in
COTS products. ITA currently performs four typddests as listed below:

1. RCS- Testing to support the development and mainmmnahcomponents that provide
interfaces with appliances that are integrated Wwéteral Student Aid applications
(testing is similar to testing during applicatioevélopment and maintenance).
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2. Evergreening— Testing of COTS product upgrades during intégmainto the Federal
Student Aid environment. Regression testing igloeted to ensure that introduction of
the new COTS product or upgrade doesn’t breakxistieg infrastructure.

3. Integration — Installation of new or updated applications itite production environment
(similar to Evergreening), integration testing anducted to ensure that the new or
updated application doesn’t break the existingastfiucture, but this testing ensures that
the application functions correctly within the ia$tructure.

4. Password changes Federal Student Aid policy requires changingiappons’ database
passwords every 60 to 90 days. ITA performs lichiegression testing following these
changes to ensure that applications continue tctifumcorrectly.

Example - ITA Testing

An example of ITA Testing is to test the advancarsle capabilities of the Google appliances
installed in the ITA environment.

Impact of ITA Testing on Test Planning:

Test Planning efforts must be followed in the sanamner as other test efforts and must
conform to the procedures 8ection 3of the Handbook. If steps are excluded, the Feder
Student Aid Project Manager or Test Manager musteatp the steps. Test planning needs to
take into account who will execute the test sudies test scripts (the Application Test Team
(Federal Student Aid Application Owners) or the ITéam) and how the test results and metrics
will be communicated to the Project Managers anst Managers.

The functional and non-functional requirementsG@TS products upgrade testing are defined
using expert judgment and vendor support documentaSince each product upgrade affects
specific functionality, the scope of testing reguients is defined by the scope of the changes in
the upgrade.

Based on input from vendor documentation, vendppstt, and internal team discussions, ITA
identifies the critical tests in order to ensure sliccess of the infrastructure component upgrade.

As part of ensuring communication of enterpriseanstianges to infrastructure components, the
EOCM process monitors all major changes. ITA pdesitesting schedules, and the EOCM
committee oversees the coordination of the changeeps. For smaller changes, the team that
requests and/or performs the change monitors gtiege

Impact of ITA Testing on Test Phases:

Unit Testing

Unit testing is carried out whenever there is a ifitation to either the RCS code or the Custom
Code of the COTS products. The procedure for Destting has been described in Section 4.2.

Integration Testing

Integration Testing is not conducted in ITA Testing
System Testing
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System Testing involves Intersystem Testing, ResgpasTesting, and Performance Testing. The
procedure for System Testing has been describ8ddtion 4.4 The key element of System
Testing is to validate whether the updated architec RCS Code, and/or the COTS products
integrate well with the overall application infrastture.

ITA uses internally developed procedures for tgstinfrastructure component upgrades, tailored
for the specific environment where the upgradesi$ggmed. The baseline for developing the
test procedures is the vendor support documentéedease notes, installation and
administration guides, best practices).

For each testing activity, ITA records the outcagitBer in a test matrix (developed internally)
or in the change request record.

Currently, the ITA tech lead is responsible foridating the testing procedures, Test Readiness
Review, and testing activities to be performede THA Test Team performs the testing for each
upgraded component.

UAT

UAT involves Regression Testing of the affectedli@ppions as a result of updates in the
Architecture, RCS, and/or COTS products. The pracefor UAT is described iSection 4.5

The testing requirements in this category are @efioy the application teams and incorporated
in the documented testing processes. ITA provigsisrequirements input, based on expert
judgment, when requested by the application teams.

Post Implementation Verification

Post Implementation verification is conducted asashin Section 4.6of the Handbook.

SA TESTING

Security Architecture (SA) testing involves valigat of access controls, provisioning, de-
provisioning, self-registration, delegated admnaisbn, and simplified sign-on across the
Federal Student Aid enterprise. The architectoctides access management tools, identity
management tools, enterprise policy repositorieerprise user repositories, and other related
security components.

SA tests fall into one of three categories:

1. In an SA only change, a checklist is used tduata the change within the security
architecture. SA then invites all of the applicatgroups to test applications in the
new environment.

2. For an application only modification, SA perfaran application specific review
of the modified application to ensure that the eggion still works within the SA
environment.

3. For Integration related changes, SA performigh-level review to ensure that
other applications continue to work with the newplagation.

Note: Integration related changes occur the first timeagplication and the SA
environment are integrated. When this occurs, S#as the other production applications
to retest SA related functionality to determine thbethe integration of the new
application broke any existing functionality.
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As shown below, the Security Architecture Test/{liedtion Matrix document provides a
checkilist for testing changes and certifying thtegmnity of the Security Architecture Production
environment. The matrix is used to ensure thafuhetionality and operability of the Security
Architecture environment has not been adversebctdtl by configuration changes, patch
installation, or any other changes. The testeulshimllow the test matrix and provide answers
along with comments when appropriate. The curremtgss ends when the Go/No Go decision
is made for each change.

Table D-2, Security Architecture Test/Certification Matrix

Cnitesll Cr Results Item
Non-Critical Test/Verification Item o Comments
i (Yes/No) | Verified by

Example - SA Testing

An example of SA Testing is to check the passwandmeters enforced by Tivoli Access
Manager by validating the access rights of appatpnisers.

Impact on Test Planning:

Test Planning efforts must be followed as theyia@her test efforts and must conform to the
procedures irsection 3of the Handbook. If steps are excluded, the Fdd&iudent Aid Project
Manager or Test Manager must agree to those stEmstest planning needs to take into account
how the test results and metrics will be commueiddb the Project Managers and Test
Managers.

Testing requirements are driven by the upgradetimmality. The SA Test matrix lists the
functional requirements and non-functional requeats for each COTS Upgrade. The SA team
manages the test effort. In order to mitigate rishe SA Team and SA integrated application
representatives are involved in testing. The SAnfand integrated application Federal Student
Aid Application Owners decide what will be testeidnow to measure success or failure.

Impact on Test Phases:
Unit Testing
Unit Testing is not conducted in SA Testing.

Integration Testing

Integration Testing is not conducted in SA Testing.
System Testing

System Testing involves Intersystem Testing, ResgpasTesting, and Performance testing. The
procedure for System Testing has been describ8dation 4.4 The key element of System
Testing is to validate whether the security aratitee integrates well with the overall

application infrastructure. The Test/Certificatigiatrix is used for System Testing.
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UAT

UAT involves Regression Testing of the affectedli@ppions as a result of the updates in the
Security Architecture. The procedure for UAT hagtb described iBection 4.5 The
Test/Certification Matrix is used for UAT.

Post Implementation Verification

Post Implementation Verification is conducted asvalmin Section 4.60f the Handbook. The
Test/Certification Matrix is used for Post Implertegion Verification.

2. Infrastructure Testing

The level of testing required for all infrastrucwpdates (e.g., Google search engine, system
password changes, IP address changes) shoulddryendetd during the Impact Analysis process
(standard change management process of EOCM).y#isalf test results feeds into all go/no-
go decisions.

Required Infrastructure Testing includes the folluyv
* Network/Firewall Updates

o Testing is mandatory for all mission critical angsmon important applications /
those sending out data.

* Domain Name System (DNS) (Example: Mail/Relay #&s)

o Testing will be mandatory for those projects spealfy impacted by the DNS
change or the new DNS entries.

» Server Patches (Example: Daylight Savings Time)

o Testing by system team based on the complexitytlandsks related to the
update.

o All systems impacted by the change must test.

* New Servers (Includes New Databases and new CuSystems, e.g., IPM)
o Testing of configurations (capacity/settings) afvees is required.
0 The server must be tested for stability, functiagpand security.

o All new servers must have security scans to paibhsecurity vulnerabilities
(based on security requirements).

* COTS Upgrade (Examples: TIM/TAM or Informatica)
o Testing by application owners is required if thedarct is used by the application.
0 Integration Testing is highly recommended.

0 Security Scans prior to production are requireddimt out security
vulnerabilities.

* System Maintenance Releases (Code Promotion/InstBHoduction; Example: XML
Registration)
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0 Security testing is part of C&A requirements.
o EAI (Enterprise Application Integration) will beqeired to do rudimentary testing.

o Deployment/installation testing will be performexigart of Post Implementation
Verification.

» System Level Database Changes
0 Testing by the application owner is highly recomuhesh
0 Security scans must be performed to identify padésecurity vulnerabilities.

o Validation by systems team mandatory for all missiatical and mission important
applications.

0 System component testing of database changesolirf the standards set in this
handbook.

» System password Changes by data center (Exam@eledDatabase Password)
0 Testing by the systems team is mandatory. This &sure access is not in jeopardy.

3. Service Oriented Architecture Testing

Service Oriented Architecture (SOA) is an appraactonstructing enterprise systems from a
set of collaborating services which, when combiragd,comprised of business use cases. The
services are self-describing and can be assemblbdato comprise business processes.

Web services are a common platform that enables. SD¥&re are three main components to
web services:

1. Simple Object Access Protocol (SOAP)Provides the envelope for sending messages to
web services

2. Web Services Definition Language (WSDL)Forms the basis for web services
o A service provider describes its service using WSDL
3. Universal Description, Discovery and Integration (UDDI): Registries can be searched
to quickly, easily, and dynamically find and usewservices

Note: The services used in SOA are not limited to weldes, but can include other
technologies such as Distributed Component Objedé(DCOM) and XML over Remote
Method Invocation (RMI).

The following are key best practices when testi@A\&nd, in particular, testing web services:

» Unit and Functional Testing should occur as easlpassible in the development cycle
and should provide a basis for developing regressist cases

o Regression test cases must be used frequentl\stweethe robustness of each
service.

* Test suite management and setup is paramount tcingdthe time required for setting
up and maintaining functional and regression tests.
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* Processing of services can involve complex intevaatf legacy and third party systems.

o End-to-end visibility of each component involvedlie processing of a specific
service to identify and resolve potential issuestogcur.

o Test Harness —is frequently a good way to “ingtnalize” exposing functionality of
the system (e.g., via Web Services) for coarseadtaictionality typical for
acceptance tests and major system scenarios (ancegternal invocation). Wiring
up a test harness enables ease of extending thétbref the tests as new
functionality is added. You can build test haressthat are very automated in terms
of capturing the user input (using a record moael) @apturing the output, and
getting a user’s (in this case typically a test@knowledgement that the output is
correct. Each captured test suite is added tetaltgabase for later playback
orchestration.

» Test coverage in SOA must consider how each eleopsrates within a larger process,
not just how an element operates in isolation.

o SOA testing best practices need to assign riskhieitp each element as part of the
larger overall process.

o When testing SOA, understanding how each servigetions within dependent
processes and how the dependent processes furatieto-end, is critical to
determining proper test coverage.

» Testing and de-bugging issues in SOA requiresra &féort that provides visibility into
the entire path of the service.

o ldentifying proper test coverage and the abilitgiiagnose and fix issues will often
involve not only the tester, but operations expelévelopers, process matter experts,
and business analysts.

* The process for testing best practices for SOA lshioel as follows:
o Component interfaces should be tested as theylaea added to the overall

integration architecture.

o If the process requires systems to be availabledorplete end-to-end testing that are
unavailable or not built, this problem can be remtuisignificantly by simulating
missing components in the testing process.

» Testing of SOA should focus on the following areas:
o Functionality: The service must return the expected responsalfpossible input

values.

o Performance The response time must be acceptable for a singfance of the
service call and under anticipated load conditiohise test must check for scenarios
that may cause performance degradation.
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(0]

Backward Compatibility : As business evolves, new consumers of the semae
force changes in the input and output values. &lshanges must not compromise
functionality for the original consumers.

Inter-operability : The service must maintain correct functionalityadl platforms

and with all communication protocols intended feeu Proper inter-operability
testing requires a test environment that simulasesdosely as possible the real world
production environment.

Compliance Each service must adhere to governing standara®intain integrity
and robustness. A compliance-testing tool candeel @o verify compliance of each
service during development.

Security: Each service must comply with security constmintVeb services exposed
to the Internet can pose a significant security. ris

| Example - SOA Test |

An example of a service developed for Federal Studel is the PIN web service. This service
provides validation that a specific combinatiorS&N, first two letters of a last name, DOB, and
PIN exists in the PIN database. The service retaitier a correct response if the record exists
or an incorrect response if the record does nat . edultiple applications may use the service,
and this should be considered when planning thates

Impact on Test Planning

Planning for SOA testing differs from traditionaiterprise application test planning, primarily
in the area of project test strategy. SOA testitids considerable complexity to and emphasis
on the following areas:

Test Coverage Testing must encompass how each service opexétaa the broader
business processes.

o

Since there will likely be many different busingsecesses utilizing each service,
process visibility is critical to defining processverage.

Traditional application testing assures that thex usterface performs as expected.
SOA testing needs to go behind the user interfa@xpose the entire process and the
data driven through the process.

Test Tools Test automation plays a more significant rol&{MA Testing because of the
necessity to run Functional, Regression, and Redoce Testing more frequently within
the development lifecycle.

(o]

Testing tools must be able to test other technekthat can expose services, such as
Java Message Service (JMS), which is a middlewigpplication Programming
Interface (API) for sending messages between twoare clients; and RMI, which is
an API for performing remote procedure calls.
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* Training Requirements: SOA testing may require more specialized skillaieas such
as writing custom interfaces to access servicés simulate missing components
required to run services (e.g., simulate a backeeritlird party component).

* Level of Regression TestingFor SOA, regression testing typically occurs more
frequently due to changes or additions in depensiemvices and processes.

o Because services are shared resources, a chaoge service can have potential
impacts on many processes.

Impact on Testing Phases

SOA testing encompasses the same testing phatasliéisnal enterprise applications; however,
emphasis is placed on the following:

* Unit and Functional testing should occur as easlp@ssible in the development cycle
and should provide a basis for developing regresst suites.

» Within the Functional Testing phase, the abilitypaform asynchronous testing is often
required.

o With SOA, services are often not synchronized dovags there may be a need to test
business processes out of sequence.

o The test team needs the ability to address asynobisocommunications mechanisms
such as the polling of data, polling-through-proamgd callbacks through WS-
Addressing as well as other standards.

* More frequent Regression Testing is typically neaegto cope with potential impacts to
changes in services shared by many different pseses

* Network sensitivity testing is more crucial for S®Acause components typically are
distributed over a Wide Area Network (WAN), whicancimpose significant
performance limitations.

* Within all testing phases, it is important to azayand understand the impact of changes.
o One of the major challenges in SOA testing is theigion of how to effectively test
changes that occur.

o A determination must be made as to which changespally cause major risks and
where the best places are for the test team taireftorts, as well as where minimal
validation is needed to optimize resources.

o In traditional application testing processes, #stihg challenge has been to
understand the changes development made and deleadber testing is needed.

o Understanding the impact of changes is more sigantiin shared services due to the
number of services involved, the number of intedegdendencies, and the number of
applications using shared services.

4. Evergreen Testing
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Federal Student Aid needs to remain up to date mather versions of COTS software. To
facilitate these updates, Federal Student Aid leaeldped a policy called Evergreen Testing (or
Evergreening) for keeping software and hardwareu®s up to date. The configuration and
other changes to the infrastructure and COTS pitsdiiould be published periodically.

For example, a simple Evergreening policy mighbiue:

* Replacing all computers older than four years witv models

» Acquiring the most recent operating system release

» Updating the operating system software to a newesion using the existing hardware
Evergreening policy should state whether the pwepss

* Replacing technology to maintain an acceptabld lefvesliability

* Acquiring improved speed and capacity at an actépiarice

* A combination of the two

Whatever the purpose, the Evergreening procestaise ensure that Federal Student Aid
systems implement the latest version. By implemgrdan effective Evergreen Testing policy,
Federal Student Aid manages the risks associatibdtieé integration of a new version of COTS
software.

Example - Evergreen Test |

An update to a newer version of COTS softwareherntésting of an application that has been
integrated with a newer version of WebSphere.

Test Planning
Test Planning must conform to the procedureSdntion 3of the Handbook.
Test Phases

* Unit Testing: does not require Evergreen Testing.

* Integration Testing: does not require Evergreen Testing.

* System Testing may require Evergreen Testing as show8eation 4.4of the
Handbook.

* UAT: may require Evergreen Testing as showSeation 4.50f the Handbook.

* Post Implementation Verification: may require Evergreen Testing as showSeation
4.6 of the Handbook.

5. Graphical User Interface (GUI) Testing

GUI Testing, sometimes referred to as User Interfat) testing, involves testing the interaction
between the software and the user. This includesthe application handles keyboard and
mouse input and how the interface displays screen itnages, buttons, menus, dialog boxes,
icons, toolbars, and more.
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Before GUI testing can take place, the GUI and dguotg functionality must exist. Initially,
testers normally perform functional GUI testing malty. As the GUI becomes more stable,
testing may move into a more automated processenfaster Regression Testing can be
implemented to validate that functionality has beén broken due to subsequent software
changes.

Correctness is important for software in generalyéver, it is particularly important for user
interface software and GUI Testing. The GUI irded represents the aspect of the software that
is directly visible to users. If the user intedas incorrect, the user perception will be that th
software is incorrect, regardless of the corregiméshe underlying functionality. Software
correctness includes:

1. Verification: Verification failure results in software contaig potential faults or flaws.

» Testers need an effective understanding of thegzerpand functionality intended for the
interface, and testing must validate that all ef ithterfaces function as designed.

» Testers testing the GUI need to understand thdiehavior of the GUI is extremely
important.

2. Validation: Questions that need to be asked include:
» Can windows be resized, moved, and scrolled?
» Does the window properly regenerate when overwritied then recalled?

* Are all relevant pull-down menus, tool bars, schats, dialog boxes, buttons, icons, and
other controls available and properly displayed?

* Is the name of the window properly represented?

* Do multiple or incorrect mouse clicks within thendow cause unexpected side effects?
* Does the window close properly?

* Are consistent color schemes used?

» Overall screen layout — tester should understaaddasoning behind choices of LOVs,
checkboxes, and list items, multi-record vs. singleord display, push buttons, and radio
groups.

* Do pull-down menu operations work properly?

* Are all pull-down menu functions listed correctly?

* Are character text, size, placing, and format aiffe

* Does each menu function perform as advertised?

* Does alphanumeric data entered fit within entryregsts?

» Do graphical modes of data entry work properly?

| Example — GUI Testing |

» Testing a drop down box on a page to make surdrtsiedown box populates correctly
and that data is selectable.
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Test Planning
Test planning must conform to the procedureSention 3of the Handbook.
Test Phases
* Unit Testing may require GUI testing as described®erction 4.2o0f the Handbook.

* Integration Testing may require GUI testing as describedection 4.3of the
Handbook.

» System Testingmay require GUI testing as describe®ection 4.4of the Handbook.
* UAT may require GUI testing as describederction 4.5f the Handbook.

* Post Implementation Verification may require GUI testing as described®erction 4.6
of the Handbook.

6. Web Based Testing

Web-Based Testing involves testing applicationsmedd browsers. Testing web-based
applications is similar to testing any other apgtiien in terms of testing the functionality. The
differences come from the distributed nature ofwled environment. For example, when an
error occurs, it is difficult to determine the ekbation of the error.

Specific testing areas in web testing include ti®wing:

» Content Checking Inspecting the web application for consistencguaacy, spelling,
and accessibility

* Browser Syntax Capability. Even if the web application runs on only one seme.g.,
Microsoft Internet Explorer), the browser syntaxsinioe checked for compatibility since
there are many versions of Microsoft Internet Exglo

* Functional Testing Functional Testing mainly focuses on page lewe @ansaction
level testing.

o Page level testing requires client code to cheelfigid validations.
o Transaction level testing mainly focuses on whetherinformation entered by the

user at the web page level is updated in the ds¢adsad proper data is returned to the
user.

» Performance Performance testing examines the throughputeofsbb application as the
number of users and/or transactions is increased.

» Security: Security testing checks for web application siégwulnerabilities.

| Example - Web Based Test |

An example of Web Based Testing is to validateciresistency of navigation between web
pages testing each HTML link.

Test Planning
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Test planning must conform to the procedureSention 3of the Handbook.

Test Phases

Unit Testing may require Web Based Testing as describ&kuntion 4.20f the
Handbook. Validation uses a tool (such as an HNlidation Service) to validate the
HTML syntax and browser compatibility.

Integration Testing may require Web Based Testing as describ&krtion 4.3of the
Handbook. Test examples include clicking to cheakyg page and link of the website to
ensure content was migrated to the correct page.

System Testingmay require Web Based Testing as describ&eution 4.4of the
Handbook.

User Acceptance Testingnay require Web Based Testing as describ&kution 4.50f
the Handbook. Test examples include checking dimsistency of the look and feel of
the web site and checking the ease of navigation.

Post Implementation Verification may require Web Based Testing as described in
Section 4.60f the Handbook.

7. 508 Compliance Testing

Section 508 of the Rehabilitation Act of 1973 regaiFederal agencies to develop, procure,
maintain, or use electronic and information tecbgglto ensure that:

Federal employees with disabilities have accessitbuse of information and data that is
comparable to that available to Federal employdesdo not have disabilities, unless an
undue burden would be imposed on the agency; and

Members of the public with disabilities seekingomhation have access to and use of
information that is comparable to that availablentdividuals without disabilities.

These technology-specific provisions address:

Software applications and operating systems;

Web-based information or applications;

Telecommunications products;

Video or multi-media products;

Self contained, closed products such as informatiosks and transaction machines; and

Desktop and portable computers.

The four-step procedure to carry out 508 compliaes@ng includes:

1.

2.

Developing a test plan based on the Sectiorcb@&liance requirements outlined by the
client.
Conducting 508 compliance testing by a contractioby Federal Student Aid.
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3. Conducting 508 compliance testing using the #isdi Technology Partnership Group
(ATP) from The Department of EducatioAR_Process_Brief Request Form_ 1.0 _
Educatehome.dgc

4. Documenting all feedback from outside the orgatdn according to Section 508
compliance.

The Contractor has full responsibility to condu@8®ompliance testing of the application.
The Assistive Technology Partnership (ATP) groul vérify compliance after the contractor
test team has conducted the 508 compliance testihg.Contractor is also responsible for
assisting the ATP Group during their test efforts.

The Contractor must include the following in thesfTBlan for 508 Compliance Testing:
* |dentify the tool being used to perform 508 tesfieq., JAWS)
» Coordination and support with ATP to include:
0 Scheduling of tests
o0 Minimum two weeks’ notice (standard is three weeks)
» On site contractor support

Additionally, the results of the 508 compliancetiteg are required to be provided to Federal
Student Aid separately from other test resultshag will be required during the Production
Readiness Review.

Note: Federal Student Aid will provide Section 508 ptiance guidelines at the time of
contract award.

| Example - 508 Testing |

When software is designed to run on a system tsblkeyboard, product functions shall be
executable from a keyboard where the functionfitselhe result of performing a function can
be discerned textually.

Test Planning

Test planning must conform to the procedureSention 3of the Handbook.

Test Phases
* Unit Testing may require 508 Compliance Testing.
* Integration Testing does not require 508 Compliance Testing.
» System Testingmay require 508 Compliance Testing.
* UAT may require 508 Compliance Testing.
» Post Implementation Verification does not require 508 Compliance Testing.

» The following Accessibility Review Process Briebprdes additional guidance on
Section 508 Testing:

ED Accessibility Review Process Brief, a.k.a., Séoh 508 Testing
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This application is being tested to determine haall wcomplies with the standards established
by the Access Board that implements Section 5@BeRehabilitation Act of 1973 as amended
in 1998. For further information on the applicélibf Section 508 to the purchase of electronic
and information technology, please refer to the A®ctive, “Procuring Electronic and
Information Technology under Section 508 of the &wlitation Act”:
http://wdcrobiisO8/doc_img/acs_ocio_3 105.doc.

In conducting this assessment, the Department o€&ithn’'s Assistive Technology Team will
utilize the following protocol:

1. The testing team shall consist of one or mormbezs of the Assistive Technology
Team: an expert user of the application/site vehiamiliar with keyboard shortcuts,
familiar with all modules which will be used at Edtion and how they will be utilized,
and someone with sufficient access to the apptinadevelopment team to intelligently
transmit the findings of the review to the devel@minteam for purposes of remediation.
When possible, a member of the actual developneant shall be present, as this is the
most effective means of ensuring that accessitplioplems are fully understood by the
vendor. The review will be canceled if someonélite knowledge and skills
described above is not present at the allotted. time

2. The set of standards used (Part 36 CFR 1194b&itomprised of the Section 508 Part
B Technical Standards that are directly applicabline type of application in question.
For example, all web sites and applications wilelaluated against 1194.22, the
“Intranet and Internet-based Applications” standardll software applications will be
evaluated against 1194.21, the “Software Applicetiand Operating Systems”
standards. Those web-based applications thatioama-HTML content will, when
appropriate, invoke the software standards whetatéd by web standard 1194.22(m).

3. All tests will take place at Education headgeist400 Maryland Avenue, Southwest, in
Room BC-101 at one of the designated testing mashiRequests to review
applications at locations other than our testirepawill be considered on an individual
basis and only honored as staff resources permit.

4. In consideration of those with chemical sengitjthe Assistive Technology Team
requests that all persons attending this meetifnginefrom wearing any scented
products including perfumes, cologne, aftershaa@gshray and other strong fragrances.
For more information regarding Multiple ChemicahSiivities, please reference:
http://www.access-board.gov/about/policies/frageanttn

5. *ED or vendor personnel requesting an accessibilityeview should allow at least
two weeks’ lead time to schedule the review afteoatacting the team. To schedule
a review, please contact Mark Loeffler, AccesdipiReview Coordinator, via email or
by telephone (202-377-4938), or via our main vaigenber (202-260-5055) or shared
TTY line (202-401-8510). Requests for emergenyergs requiring a quicker turn-
around will be honored as staff resources permit.

6. Tests will last up to but be no longer than twairs in length. For in-depth, complex
applications that may require additional time, mihi@ one session may need to be
scheduled to complete the review process.
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7. *Some applications may require passwords and useames to be supplied, firewall
access to a development network, specialized indtdions of software or drivers on
the test machine, or similar pretest arrangementslit is the responsibility of the ED
application sponsor requesting the review to work vth engineering and assistive
technology staff to ensure that all such preparator actions have been completed
prior to the time of testing. All tests for whichsuch preparations have not been
completed will be canceled and rescheduled for atiure time.

8. As stated above, when possible, an individyaiegenting the company responsible for
developing the application being tested, with sigfit knowledge of programming to
communicate specific standard-related findings lacdompany development staff,
shall be present. This is to ensure that detanfeimation concerning any non-
compliant user interface elements discovered duhegesting process can be
adequately communicated to development staff, ngalt@mediation as efficient and
effective as possible.

9. Due to the size and complexity of most clierd areb-based applications or sites, only a
representative sample of the user interface elesmeilitbe tested during the formal
review process. Itis the sole responsibility &f &aff and vendor representatives
present at the review to guide the testing teasatoplings of all user elements relevant
to the applicable standards. To assist in thisges, the testing team will verbalize and
explain each applicable standard, requesting optbgct or company representative
that samples of each standard be evaluated duvengetiew process Failure to
draw attention to controls or elements that are la¢r found to be non-compliant will
not exempt these elements from the requirements ingsed by the Section 508
standards. It is for this reason that we require someone mites®o is extremely
familiar with all aspects of the application intc€, as it will be deployed in the ED
environment.

10. Various testing tools will be used to evaluataccessibility of interface elements, and
may consist of screen readers, screen magnifiedsirenual or automated code
examination. The selection of tools is at the @iBon of the testing team, which will
choose the tools most appropriate for the givarasin.

11. A report briefly outlining the findings of theam will be prepared within three business
days of the review. If the application fails 5@8mpliance testing, it will be the sole
responsibility of the ED sponsor to proceed witle ofithe following options: a. require
remediation and retest of the application priodéployment; b. choose a product which
conforms to the Section 508 standards; or c. inaection 508 exception and inform
the CCRB of the decision to implement. The vendoconsultation with the ED project
manager, shall make every attempt to remediate@saible application elements that
are discovered to be non-compliant after the fotiesting process. Members of the
Assistive Technology Team will be available to asdevelopment staff on a limited
basis, providing consultation on the standardstasiing methods during the
remediation process.

12. All applications that are installed on the Atise Technology workstation used for
testing will reside on the machine for a period too¢xceed two weeks. When
remediation requires a time period between thailrgst and the retest that exceeds this
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time period, the ED project manager may be respte&r ensuring that the application
is reinstalled on the test machine.

13. All upgrades, updates, and new versions oficBerver and web-based applications that
make any change to the user interface shall beddst compliance.

14. The results of all accessibility reviews arasidered to constitute ED’s best
understanding of the application of the Section B®@ementing standards, and are
provided as advisory guidance to ED customers andors. The decision to deploy a
given application which does not conform to thedettandards against which it is
tested rests solely with the ED project manager akeking advice from the Assistive
Technology Team in such areas as: remediationnpakdiability, Section 508
exceptions which may apply, etc.

15. For a full discussion of the Assistive Techiggideam’s Accessibility Review Process,

please reference:
http://educatehome/EDUCATEDocuments/General% 2073 CATE-PRO-000-
0414 v1.0 Accessibility Review.pdf

For any questions about Section 508, please cobdt@tBarrett, Section 508 Coordinator (202-
377-4079) or call the main number for the team 26@-5055 (TTY: 202-401-8510).

8. Commercial-off-the-Shelf (COTS) Software Testin g

COTS software is commercially available softwarkl sath the expectation that the source code
will not be available and that documentation weéllbmited to installation and end user
instructions and information. Federal Student ikiggrates COTS software with a number of
Federal Student Aid applications. Testers uselBBax Testing techniques since there is no
access to the product’s source code.

Before integrating COTS software, Federal Studedtmust have a thorough understanding of
the compatibility of the COTS product. In mosegitated COTS software systems, Functional
Testing is limited. When working one-on-one witie ttontractors or developers of COTS
software, developers must follow a thorough tespiragess to insure that software complies
with requirements of the COTS software. Acceshooough documentation and a help desk
can mitigate the risk and reduce testing failuhes tan occur when integrating third party
software.

One of the least tested but most critical featofesoftware applications is error/exception
handling. Error/exception handling routines are $hfety net for any system to handle
unexpected circumstances, such as when operatstgns\software or hardware failures occur.
As more critical applications are developed usinthoough integration with commercial-off-
the-shelf software, the sensitivity of these agtians to operating system failures, and in
general to failures from third party software, b@es increasingly critical. By working closely
with the developers and having proper documentati@htest results, these risks can be limited.
Maintaining newer versions of the COTS softwareuoss the number of known issues in the
production environment.

Example - COTS Testing |
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An example is testing the integration of a COTSdpiat (e.g., WebSphere MQ) that is installed
to enable two applications to transfer data frora tmthe other. These tests would also include
evaluating the COTS product’s performance whendjrtbe two applications goes down for a
period of time and then comes back up, to evaloatewell the data transmitted by one of the
applications during that period is transmitted oboth applications are operating normally.

Test Planning
Test planning must conform to the procedureSention 3of the Handbook.
Test Phases
* Unit Testing is described irsection 4.2of the Handbook.
o Unit Testing is only required when the custom cofithe COTS product is modified.

* Integration Testing may require COTS Testing as describe8aation 4.30of the
Handbook.

» System Testingmay require COTS Testing as describe8éaation 4.4of the Handbook.
* UAT may require COTS Testing as describe8aation 4.5f the Handbook.

* Post Implementation Verification may require COTS Testing as describe8aattion
4.6 of the Handbook.

9. Client Server Architecture Testing

Client Server describes the relationship betweendemputers in which a program in one
computer, the client, makes a request to anothapater, the server. Typically, servers are
specialized computers dedicated to a single tagk,reanaging disk drives (file servers),
printers (print servers), or network traffic (netkservers). Clients are PCs or workstations on
which users run applications. Clients may relyservers for resources, such as files, devices,
and even processing power.

Example - Client Server Testing |

An example of Client server architecture testingeging concurrent query updates. The
following scenarios can be tested with a clientahbed on two different machines:

» Both clients access the server at the same timee-updates a record and the other tries
to access the same record

* Both clients access the server at the same timee-d®letes a record and the other tries
to access the same record

Test Planning
Test planning must conform to the procedureSention 3of the Handbook.
Test Phases

» Unit Testing may require Client Server Testing as describesiiction 4.2of the
Handbook.
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* Integration Testing may require Client Server Testing as describesiiction 4.3of the
Handbook.

» System Testingmay require Client Server Testing as describeSeiction 4.4of the
Handbook.

* UAT may require Client Server Testing as describesieiction 4.5f the Handbook.

» Post Implementation Verification may require Client Server Testing as described in
Section 4.60f the Handbook.

10. Security Testing

The MTP must state that Security Testing guidanildoe included in the Certification &
Accreditation plan. When there is no need for ggctelated testing, the MTP must explain
the reasoning for exclusion.

Information security is a top priority within Fe@éStudent Aid. Security testing involves
using appropriate methods and procedures to valitigtimplementation of security controls
on the application and/or the environment in whitad application operates. Test results show
the extent to which the controls are correctly iempénted, operating as intended, and
producing the desired outcome and accurate impl&tien of the security requirements of the
system.

Security Testing includes the following areas:

Table D-3, Vulnerability Scanning

Area Responsibility

All teams must contact the Virtual Data Centerdbeslule security scans.

Upgraded or Downgraded If a server(s) or application(s) is upgraded or dgrmaded, a
Server(s) and/or Application(s) | vulnerability scan must be performed A.S.A.P.

New or Upgraded Server(s) Several tools are run for new or upgraded servetsagplications.
and/or Application(s) These tools check for vulnerabilities against tlhen@on

Vulnerabilities and Exposures (CVE) database, wlich
maintained by Mitre for US CERT. The tools alsedkhfor
misconfigurations based upon the NIST hardenindeines.

Vulnerability Scripts Scripts are created based on the features andgsettithin a
given product.

WEB Servers and WEB Web Inspect is used for WEB servers and WEB apidica. As a

Applications double blind product, Shadow Security Scanner aridéxus may
be used.

Databases AppDetective is used to conduct scans on databases.

Generic Servers and Shadow Security Scanner and/or Nexus is used cgrigeservers

Applications and applications.

| Example - Security Testing

Password Cracking
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During these tests, testers identify weak passwaokdstrong password contains 10 or more
characters that include upper case and lower etteed, numbers and special characters.

Examples of negative Security Tests include thiedohg:

* Trying to access a restricted URL by having a wa®s is logged in but is not authorized
to go to the restricted URL type the restricted URto the browser’'s URL window.

» Testing of users’ privileges to parts of the apgiiens (no access, read-only access, write
access, create, read, update, delete, etc.).

The following links contain details of Security Tieg for Federal Student Aid:

» An index of the policies and procedures governirigrmation security controls required

for Federal Student Aid is located at:
http://thestartingline.ed.gov/cio/products/it _security portal/index.shtml

* Policies, procedures, templates, checklists, fotrag)ing materials and links to internal
department websites related to information secuariéylocated at:
http://thestartingline.ed.gov/cio/products/it_seigumportal/library.shtml

Details on Test Planning and Testing Phases céoupel by following the above-mentioned
links as well as the National Institute of Standaadd Technology (NIST) Special Publication
800 series.

11. Disaster Recovery of Continuity of Services (C  0S)

The goal of disaster recovery testing is to entheeif a system experiences the worst-case
scenario of a failure (hardware or software) atMBxC, the system is able to fully recover and
resume normal business operations at a Federat@tdil designated backup facility.

Federal Student Aid has implemented ual Data Center (VDC) Continuity of Services
Plan, which defines the resources, actions, tasks atalreeded to recover systems and the
infrastructure that supports those systems.

TheVirtual Data Center (VDC) Continuity of ServiceaRktontains the standards for disaster
recovery testing.

Contingency test plans must be created and arpagiage document from the
disaster recovery plan.

12. Review and Testing of Documentation

Software documentation and the testing of softwlm@imentation is an important step in
understanding and accepting software. Many fedeganizations have special teams of
“document reviewers.” Contractors must understhatidocumentation is just as important as
the functional aspects of their software.

Testing of documentation is a necessity, but theegss is not complete until all of the necessary
documents have been tested and reviewed. Havimgugh documentation from installation
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guides to help files, test plans to test summaagsyell as thorough software documentation,
reduces confusion and may reduce software-testimg t

Some important documentation to consider includes:

* Requirements, Business Use Cases, System Use Cddssr Guides, and Detailed
Design Documents Define how functionality will be implemented,cahow to use the
application.

* Test Strategy Outlines the high-level process for testingdbpelication.
* Results Summaries Identifies the results of each round of testing.

* Known Issues Document Used primarily for Technical Support and ideiesfissues
Development is aware of but has chosen not to chmpetential problem areas for users,
and workarounds.

* Open, Deferred or Pending Defect Summary Summarizes the defect ID, the problem
area, and title of defects remaining in the defe@hagement system with a status of Open,
Deferred or Pending.

» Fixed Defects Lists defects waiting for verification by Quali€ontrol.

* Installation and Help Instructions: Aids system administrators in installation,
integration, and trouble-shooting installation pesbs and identifies how to access help
files and where links are displayed for testers asets.

These documents all facilitate the Quality Conprmlicess and explain, at a high level, the key
documents that must be received, installed, orzatllduring any project cycle, integration
process, or installation process, in order to asgesreadiness of a product for release.
Although the level of detail in each document maywby contractor and test organization, each
provides evidence of appropriate testing, test mpament, and project status.

| Example — Testing Documentation |

The following scenarios can be applied to testisgr guides and manuals:
* Is the information provided technically appropriédgereaders of this manual?
» Are screen shots and other content up to date?

Test Planning

Test planning must conform to the procedureSention 3of the Handbook.

Test Phases

» Unit Testing may require Review and Testing of Documentatiodessribed irSection
4.2 of the Handbook.

* Integration Testing may require Review and Testing of Documentatiodessribed in
Section 4.3of the Handbook.

» System Testingmay require Review and Testing of Documentatiodezcribed in
Section 4.4of the Handbook.
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 UAT may require Review and Testing of Documentatiodesxribed irBection 4.50f
the Handbook.

» Post Implementation Verification may require Review and Testing of Documentation
as described i®ection 4.60f the Handbook.

13. Test Automation

While manual testing is routinely used for somestesutomated testing tools are also a popular
way to assess and apply faster Regression and Lestohg to validate a website’s performance
and stability. The contract or statement of work ientify the tools, or types of tools, to be
used for testing, including the name of the pulglisind the version number to be used.

Test Suites that contain automated test scriptsldhme separate from test suites that will be
executed manually. The manual tests may be outisedeange that the automated tests can
execute. In addition, separating the two testgypemportant to maintain discrete metrics. For
example, the number of pass and fail attempts waibhgmated test scripts is generally much
larger and should be kept separate from the nuofiqgass and fail attempts that occurred during
manual testing.

Test Automation includes the use of software tgstiols to control the execution of tests, to
compare actual outcomes to predicted outcomesetiectest preconditions, to create test data,
and to perform other test control and test repgrtimctions. Creating automated tests
frequently involves automating an existing manuakcpss.

Advantages of Test Automation

There are several advantages to test automation:

* Low Time to market and reduced testing time becauspts only need to be created or
modified when changes occur in the related reqierém

* Improved Testing productivity because the Testiegi doesn’t need to repeat the same
test suites manually

* Improved Product Quality

Types of Tools Used

Although Federal Student Aid does not require the af a specific tool, Mercury LoadRunner
has been used for performance testing at FedardeBt Aid. The Project Manager and Test
Manager will approve the tool proposed by the amtor. Some other types of tools include:

» Automated Regression Testing ToolUsed primarily as a capture-playback testing tool
that records test scenarios, plays them back, andrgtes reports comparing test results
with reference results.

o These tools can also be used to extract data ot to test suites (i.e., Rational
Functional Tester and Rational Robot).

» Defect Management and Related ToolsRecord defects identified during testing.
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o Maintain related information including the statetloé defects until the issues have
been resolved (i.e., Rational Clear Quest).

* Manual Tools: A simple, yet effective, checklist that enablestérs to ensure that test
activities have been performed correctly.

o Manual tools are used primarily during reviews argpections.

» Traceability Tools: Used to associate baselined artifacts producegdrious phases of the
software development lifecycle so that the efféatimnges can be visually represented.

o An example is Rational RequisitePro.
» Code Coverage Toolsindicate the amount of code executed during testing

o Some of these tools can also identify non-entradedi.e., Rational PurifyPlus and
Clover).

» Test Suite Management ToolsAssist in test planning, designing, implementing,
executing, evaluating, and managing test activareartifacts (i.e., Rational Test
Manager).

The Rational Suite is the preferred Federal Studehtool for testing. If
Rational was used for requirements managemensame should be used for

testing.

Test Automation Life Cycle
The Test Automation Life Cycle Process demonstridtedife cycle:

Figure D-1, Test Automation Life Cycle Process
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Test Automation Requirements

Before testing can be automated, the following doomts must exist:

* Requirement/Functional Specification documents ranist and be approved

* Design Specification documents (use cases)

» Test Traceability Matrix for identifying Test Coagye

* Functional/Non-Functional and test data requiresent
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Planning
If test automation is to be performed, the follogviest planning issues must be addressed:

» Automated Software Testing: Scope must be defioedentify the area and percentage of
automation

o Automation should be attempted first only on a stilo$ a system
» Identification, evaluation and procurement of théoaated testing tool

» Creation of an automated testing Framework
Test Automation Environment Setup

To create an automated testing environment, the tequired for automation testing must be
installed on the appropriate servers/machines.

Design
Once the environment has been created, testinganittutomated testing tool requires:
* Preparation of test scripts
* Unit testing of the test scripts
* Integration Testing of the test scripts
Execution and Defect Management
Following the design of tests, execution of thést@smd defect management requires:
» Execution of the automated test suite
* Analysis of the Test Results
» Defects reporting and tracking

Maintenance, Reporting and Acceptance

Following testing, defect management, and defestilugion, results should be reported as
follows:

* Automated Software Test Results and summary reports
» Test Reports consisting of metrics
» Getting Acceptance

Example - Automation Test |

An example of Test Automation is GUI Regressiotingsusing a testing tool. These tools can
create customizable, proprietary scripts by recaydiser Interface interactions in a test case
during an interface testing session. The scrigtsb®e played back to repeat these User Interface
interactions, thereby eliminating the need fortéster to manually repeat User Interface
interactions.

14. Application Programming Interface (API) Testin g
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An Application Programming Interface (API) is spdi@ed software providing functionality that
is executable by other software. APIs greatly cedine need for individual applications to
perform fundamentally generic functions like som@fing and security functions, and database
access.

API Testing is performed using test frameworksUaoit Testing, Integration Testing, and
Regression Testing performed prior to System Tgsthuring UAT, the business users test the
application functionality that incorporates the ARlls.

Example — Application Programming Interface |

An example of API testing is Reusable Common Ses/{RCS) testing within Federal Student
Aid. RCS components are reusable components tipiitation groups can use to lessen
programming effort, enforce standard modes of lassinand implement best practices.

15. White Box Testing

White Box Testing strategy helps to ensure thamadogic and structure of the software’s
code. White Box Testing is also known as Glassic8iral, Open Box, or Clear Box testing.
Tests written using a White Box Testing strategyude coverage of the statements, decisions,
conditions, and internal logic of the code.

White Box Testing Types

Statement Coverage

Statement coverage helps ensure that all the statsrm the code execute correctly without any
unintended side effect. While statement coverages the execution of each statement, it does
not control structures such as Boolean expresgfonexample, determining if an “if” or

“while” statement provided the correct result).

Decision Coverage

Decision Coverage is used where Boolean expresaiengsted (for example in testing “if” or
“while” statements). This method should be usetd$bd both true and false conditions.

Condition Coverage

Condition coverage is used when code contains Boaepressions that include branches. For
example:

Example 1 simplified

If (number of apples > ®R (humber of oranges > 2 AND number of pears > 5))
then [do this] else [do that].

Decision coverage could ignore execution of Fumdtiwwhereas the condition coverage
reports the true or false outcome of each Booledrexpression, measuring each one of
them independently.
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Example 1 as coded

If (expressionl || (expression2 && Functionl() ))
Statement 1

Else
Statement2

| Example — White Box Testing |

An example of White Box Testing is stepping throtigé code, line by line, to determine
whether the code module responsible for login retgueroperly authenticates valid requests and
rejects invalid requests.

16. Black Box Testing

Black Box Testing tests the functionality of a praxm or application against its specification
without knowledge of or direct review of the ungarh code or internal logic.

Black Box Testing Types
Equivalence Partitioning

Input data and output results often fall into difiet classes where all members of the class are
related. Each member of this class is called anvatpence Partition. The process of
determining these input classes is defined as Btpnee Partitioning.

Boundary Value Analysis

Boundary value analysis is a technique that cansistieveloping test suites and data that focus
on the input and output boundaries of a given fonct Boundary values include maximum,
minimum, just inside/outside boundaries, typicduea, and error values. The belief is that if a
system works correctly for these special values sgrstem will work correctly for all other
values inside and outside the boundaries.

Error Guessing

Error guessing involves developing an itemizeddfdhe errors expected to occur in a particular
area of the system, then designing a set of tesisd® check for these expected errors. Error
guessing is more of a testing “art” than “scienbat can be very effective when implemented by
a tester familiar with the history of the system.

| Example — Black Box Testing |

Testing input values for a student’s Social Segiiimber on the application’s registration
page to determine whether the characters definadaeptable are accepted, the characters
defined as unacceptable are not accepted, anghphepiate error message is returned.

17. Parallel Testing
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Parallel Testing involves operating a new applaraand an existing application in parallel for a
specified period. Each system receives the sataemaut and performs the same or equivalent
workflow with both applications producing the samsults.Figure D-2 on the following page
illustrates the parallel testing process:
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Figure D-2, Parallel Testing

Begin

A
Entrance Criteria

+ Existing Application running in production
+ New application installed in the proposed environment

+ Test Suite, Test Scenarios, Test Cases, Test Procedures,
Test Scripts and Test Data Created

A
Contractor

Run the same test suite using the same test

data using the existing application and using the
new application

y
Review Team

Review test results and identify defects

Contractor

Change >\ Yes

Required
?

> Resolve and close all identified defects

No

Review Team

New application is certified

End
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18. Regression Testing

Testers use Regression Testing to evaluate whetbeiously tested functions or components
still function correctly. Regression Testing igoontant during application development and
maintenance of an exiting application. This testimust ensure that code changes have not
inadvertently affected functionality of the apptica.

The most effective Regression Testing involves bigieg test suites that test common
functionality and can be executed every time a wesion of the program is built; it is also
important that existing functionality is thoroughBsted when new fixes are applied to the
software. A thorough Regression Test suite callai that a change to the program has not
inadvertently changed any other application funlay.

Example - Regression Testing |

1. When a SSN entry defect occurred in productioa application was updated to resolve the
SSN entry defect. The entire SSN entry page wastez to ensure that no other
functionality on that page was affected in the pesc

2. A brand new application was created to createvastudent database. The System Test
Team found a defect while entering the studenssitiame. All other functionality for the

new application worked according to the designvdla@pers corrected the student last name

defect. The System Tester tested the applicati@msure that the student last name defect
was corrected and that all other functionalitytfue application still worked according to the
design.

19. Agile Testing

The testing practices that follow the Agile Manttes-igure D-3, Manifesto for Agile
Software Developmenttreat development as the customer of testinghisnlight, the context-
driven manifesto provides a set of principles fgilé testing. Testing practices for projects
using Agile methodologies redefine the role oftister on an Agile project.
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Figure D-3, Manifesto for Agile Software Developmen t

Section 7
Manifesto for Agile Software Development

(http://www.agilemanifesto.orq)

We are uncovering better ways of developing
software by doing it and helping others do it.
Through this work we have come to value:

Individuals and interactions over processes anid too
Working software over comprehensive documentation
Customer collaboration over contract negotiation
Responding to change over following a plan

That is, while there is value in the items on
the right, we value the items on the left more.

Agile provides a continuous stream of value to @oglrs, or Application Owners. The two most
important aspects of Agile are:

. Increase the rate of feedback

. Reduce the waste
Agile can be described in terms of what it is nAgile is not about:

. Compressing the schedule, nor
. Tossing out the documentation, and certainly not
. Coding up to the last minute.

It is all about maximum value for minimal cost.

If a decision has been made to use one of the Alghelopment methodologies mentioned
below, it is important to have the Application Gaator help the Application Owner to
understand the approach and all of the associateggses and concepts. Some of the terms
used are specific to Agile methodologies and regailevel of understanding that may require
more support from the contractor.

Overview

Since Development and Testing are tightly linkedgile Methodologies, there is no separate
approach to Development versus Testing. Theyeeaad the same and require continuous

participation from the Application Owner. There arnumber of development methodologies
that are considered to fall under the “Agile” umta®

* Extreme Programming (XP)
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e Crystal

* Adaptive Software Development (ASD)

e Scrum

* Feature Driven Development (FDD)

* Dynamic Systems Development Method (DSDM)
» XBreed

XP projects, for example, are finding new ways uddin testability and support automated
tests. “Agile” approaches use methods requiringelateraction and cooperation between
programmers and Application Owners (customers/esgats) to iteratively develop requirements.
In the XP “test first” approach, developers creatomated unit testing code before the
application code, and these automated unit tesenéally embody the requirements.

Impact of Agile on Test Planning
There are three key principles of Agile testing:
1. The system always runs
2. No code is written without a failing test
3. Zero post-iteration bugs
There are three key strategies to help implemeseaiprinciples:

1. Communicate- Agile development depends on disciplined commatnon around
requirements and testing.

2. Commit - If the team doesn’t commit to delivering flandesoftware every iteration...
they won't deliver flawless software every iteratio

3. Automate - If testing is not significantly automated, wennat easily check whether the
system is running. It is important to note thathwany of the Agile methodologies,
automation is typically a requirement of the seddcpproach given that the main focus
of these methodologies is a quick, iterative precekhere are many aspects of the
approaches that need to be tracked and monitaneda amanual process will introduce
more risk.

Role of Testing
The following is a list of roles for testing in Agienvironments.

» Testing is the headlight of the project, indicatifiyhere are you now?” and “Where are
you headed?”

» Testing provides information to the team, allowihg team to make informed decisions.

* A*bug’is anything that could complicate user natetions; however, the testers do not
make the final call to revise the issue.

» Testing does not assure quality; the team doeddes not).
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» Testing is not a game of “gotcha” but is an appndac finding ways to set goals, rather
than focus on mistakes.

In general, regardless of the Agile Developmentrdpph selected (i.e., Extreme Programming
(XP), Crystal, Dynamic Systems Development Metd8[M)), Agile testing happens at two
levels, and only two levels. There are no traddigphases of development or testing in an Agile
Project.

Developer Testdefine whether the system does what the devel@pgrsct (“building the code
right”). Developer Tests Drive Design (TDD):

» Testing of the design occurs mostly as Unit Testschn include integration tests
» Written cooperatively by developers and testers
» Define how developers intend the system to behave
» Enable developers to verify that, after a change siystem still works the same way
* Guide programming and design
» Can be run automatically at any time by developers
Developer Testing in an Agile environment is chadieg because:

» Itis fundamentally a shift in thinking; DevelopEDD is a change in mindset for
developers

* Writing tests takes time — initial dip in develogproductivity”
* Many developers are reluctant to write tests

» Tests require disciplined maintenance

* Tempting to fall back into old way of working

* Whole team must buy in

* Requires tight build/integration

Acceptance Testdell us whether the system does what the custexygects (“building the right
code”). In Agile development methodologies, tegtimactices are important. All features must
haveautomated acceptance (functional) testsAll tests (acceptance and unit) must run with a
binary pass/fail result, so that no human inspeatibindividual test results is required. The
acceptance tests are written with collaboratiothefApplication Owner and they define a
testable statement of what acceptance means.

In the event that the Agile test methodology isdu$ederal Student Aid may perform the testing
itself or have IV&V or a test contractor perfornettest. The Federal Student Aid project
manager makes the decision if User Acceptanceniesirequired.

The Acceptance Tests in an Agile development enuient:

» Define how the Application Owner wants the systerbeéhave, and are specified by the
Application Owner, and eventually enable the Apgdiien Owner to verify that the
system works as required;
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» Define business requirements and are also callstmer tests or functional tests;

» Serve as executable requirements documents, howexespecify business
requirements, not application design;

* Can be understood by non-technical people;

* Caninclude Integration Tests, Smoke Tests, Pedoom Tests, Load Tests;
» Enable Developers to know they’ve satisfied requests;

* Can be run automatically at any time by anyone; and

* Should be independent of implementation.

Creation of Acceptance Tests must be collaboraficeeptance criteria are specified by the
Application Owner at the start of an iteration. &kver possible, the Tester writes executable
acceptance tests. If needed, testers work witHiégtpn Owner to formalize criteria into
scenarios and acceptance tests. Testers makesitersios executable using tools. Developers
help testers connect tests to the actual systeestsBre written just before the developers
implement a Feature (a functional piece of the f.ode

Agile Acceptance Testing is a fundamental shithinking and requires a change in how

projects are run. It can be difficult to automateeptance tests, and many application owners do
not know how to write acceptance tests. This isnlihe collaborative nature of the approach is
very evident. More information and participatieréquired from Application Owners than in

any of the more traditional development approachesn Agile environment, testers need to be
involved earlier and the tests require disciplinegintenance as they must be able to be run
automatically by anyone. It is tempting to falckanto old ways of working. The entire Agile
development approach requires a tight build/integmgorocess and rigorous management of the
iteration.

Roles and Responsibilities

The primary Roles and Responsibilities of an A@kvelopment Project lie with the

Application Owner and the Development Team. StheeDevelopment Team is also
responsible for the testing, the Test Team as wevkhin other development methodologies
does not exist separately. A tester might fa¢dithe Acceptance Testing sessions with the
Application Owner, but since there are no discpttases for development or for testing, there is
no specific role for the tester outside of the depment of the product. The following table
shows the roles for the Application Owner and tlew&opment Team (which included the
“testers”).

Table D-4, Application Owner and Development Team R esponsibilities

Application Owner Responsibilities Development Team Responsibilities
Review the release plan to make sure the visiBeview the top priority items in the backlog
and goals are still appropriate. and prepare any questions.

Review the items in the backlog and
reprioritize if necessary.

This includes stories (scenarios) that (a) wereConsider technical issues, constraints, and
already there (originally defined in previous | dependencies, and be prepared to share these
release planning sessions); (lave been adde | concerns.
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Application Owner Responsibilities Development Team Responsibilities
since the last release planning session; (c)
failed acceptance in a prior iteration; (d) are
generated from defects or bugs.

Understand how the reprioritization may affelcThink about the work involved in delivering
other teams who are dependent on a deliverptile functionality in the stories, in order to be
committed to during release planning. prepared to make estimates in the meeting.
Coordinate with other product managers as
needed to resolve dependency issues.
Understand the customer needs and the Understand what your iteration velocity should
business value that each story is to deliver. | be for the upcoming iteration, based on tean
discussions at the last review.

Be prepared to further elaborate on the detalls
of each story.

Defect Management

In contrast to more traditional development methogies, the tests are “written” and executed
in a different sequence in Agile development prigec

» Traditional: After development is complete, at &émel of the project

* Transitional: After development is complete, & é&md of each iteration

* Agile: No code is written except in response faiing test
Likewise, defects are managed in different ways.

» Traditional: Identified during test and loggedainefect tracking tool

» Transitional: Identified during development andded to be fixed later

* Agile: Zero post-iteration bugs, new featuresrazeer accepted with defects
Metrics

Progress, effort and cost can be measured in de Agvelopment project similar to
measurements in more traditional methodologieswé¥er, there are fewer static points at
which to measure in an Agile development efforbr &xample, the iteration progresses with a
“build a little, test a little” pattern that doestrallow for explicit intervals of measurement of
defects. As a “defect” is found as a result ofest,” it is corrected by the developer/tester.

Documentation

For Agile software projects, it should be kept imdithat one of the Agile values is “Working
software over comprehensive documentation,” whimbschot mean “no” documentation. Agile
projects tend to stress the short-term view ofgopeeds, and documentation often becomes
more important in a project’s long-term contextadking all the iterations becomes an
important part of Project Management.

With the goal of getting to code fast, XP disco@agritingunnecessaryequirements, design,
or management documents. The use of small pagex icards is preferred for jotting brief
descriptions, as are verbal communication and edgion. Note that the practice of “avoiding
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documentation” is compensated for by the presehaa onsite customer. XP is not anti-
documentation, but notes it has a cost, perhapesrisgtent on programming.

To create documentation for maintenance purposas #gile development environment, it is
important to define what is needed rather thanwpez If anyone has maintained a prior
version of the application, it might be helpfulsee what has been useful in the past. Some tips
for documentation in this type of development emwiment include:

* Put documentation on a project website.

* Within many systems, there are a few key trickgustle elements or themes that you
would not want to lose. Find those, highlight theamd write a short “technical memo”
page for each on the project website.

» Itis usually useful to document different architeal views.

* Sometimes documentation can be a digital captueevdiiteboard rendering. The
development team can be broken up into sub teaamh,diagramming different views:
the logical view of the architecture, deploymergwj security view, etc. Each sub team
would create the diagram with some related notgshesizing the key noteworthy
elements in that view.

20. Risk Based Testing

Overall, testing is the means used in software ldpweent to reduce risks associated with an
application or system. The goal of testing isdentify many of the problems before they get to
production, thereby reducing the system's riskfotlanately, testing alone cannot find all of the
bugs, and with the rapid pace of application dgwelent, testing has become a challenging
proposition.

Trying to meet even tighter deadlines while stdlidering applications that meet requirements is
the greatest challenge for testers. Formulatirsyvars to questions like “What should we test?”
and “How long do we test?” requires different stgaes in fast-paced environments.

- Does the application meet our quality expectations?
« Is the application ready for users?

« What can we expect when 2,000 people hit the site?
« What are we risking if we release now?

Riskis the possibility of suffering harm or loss. doftware testing, we think of risk on three
dimensions:

« A way the program could fail
« How likely it is that the program could fail in thaay
- What the consequences of that failure could be

Risk analysis assesses damage during use andfusqgency, and determines probability of
failure by looking at defect introduction. Testiilsgalways a sample. You can never test
everything, and you can always find more to telusl you will always need to make decisions
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about what to test and what not to test. The gemgeal is to find the worst defects first, the
ones that NEED TO BE FIXED BEFORE RELEASE, andinal fas many such defects as
possible.

This means the defects must be important. Thel@molwith most systematic test methods, like
white box testing, or black box methods like eglemae partitioning, boundary value analysis or
cause-effect graphing, is that they generate taoyrtest suites; some of which are less
important. A way to lessen the test load is td tine most important functional areas and
application properties. Finding as many defectisassible becomes more likely when more
testing occurs in known problematic or error praneas of the application. This means you
need to know where to expect more defects.

At the Test Suite execution level, the Test Swatesprioritized according to their importance.
» High priority Test Suites will be executed first
* Next medium priority Test Suites will be executed
* Finally, low priority Test Suites will be executed

Typically, high priority will be given to functiomaequirements test suites; medium priority will
be given to non-functional requirements test suaas low priority will be given to user
interface requirements test suites. At the higmeject planning level, Risk Based Testing
means how adaptively the testing process will kegkd to overcome the risk.

In general, the Federal Student Aid process fargmizing risk for purposes of scheduling
testing includes the business analysts, lead sested application owners as participants. The
list of high priority functions of the applicatia@hould not take much time to create, given the
participants’ knowledge of the application, and phieritization should be based on a focus of
the critical areas below:

* Business functions that are performed most often

» Areas of the application that most likely contaow-stopping defects. This may be
based on complex requirements, requirements thatrezl more clarification than others
or past history (areas that have caused probletieipast)

* Functions that are critical to the business
* Functions that are federally mandated

» Defects released in applications that are expasedtside entities, can have an adverse
effect on Federal Student Aid depending on whetineerrors are “limited, serious, or
severe.”

» Critical functions of interest to senior managemamd stakeholders.

Some functions may be listed more than once. Whisrhappens, those functions should be
listed as a high priority for testing, and risk sltbbe documented along with each function.

Once your list is complete, determine if therearg functions that can be tested at a later time.
The total list must be prioritized. In the endk tfroup should agree to the test suites that will b
created for the prioritized functions.
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Appendix E: Templates

This section includes a combination of 22 temptiteuments, instructions and forms:
« Document templates required to support Federalestudlid’s testing requirements;
« Template instruction sets for completing the attactiocuments;
* A common set of formatting instructions for the @ates; and
* Template forms.
The template instruction sets are:

Template 1, Master Test Plan- provides a central artifact to govern the plagrand
control of the test effort. It defines the geneyaproach that will be employed to test the
software and to evaluate the results of that tgstind is the top-level plan that will be
used by managers to govern and direct the detimtohg work.

Template 2, Test Readiness Review Repotta report for the multi-disciplined
technical review to ensure that the subsystemsiesyunder review is ready to proceed
into formal testing. This review assesses tesdailyes, test methods, and procedures,
scope of tests, traceability of planned tests tg@m requirements and user needs and
safety, and confirms that required test resouress been properly identified and
coordinated to support planned tests.

Template 3, Phase Level Test Plan(s)document that describes scope, approach,
resources, and scheduled of intended test activiitiea single test phase.

Template 4, Test Suites- document that outlines the set of several starios, test
suites, test procedures and test scripts for a oap or system under test.

Template 5, User Acceptance Test Plan plan that outlines the formal testing with
respect to the Application Owner’s needs, requirgs)eand processes conducted to
determine whether a system satisfies the acceptaitega and to enable the user,
customers, or other authorized entity to determmhether to accept the system.

Template 6, User Acceptance Test Support Planthe support plan describes the items
necessary to conduct Acceptance Testing; and eattiontractor responsibilities and
provides guidance for how the contractor suppoetelral Student Aid.

Template 7, Post Implementation Verification Test Ran — test plan that documents
the final phase of testing that occurs after thaiegtion is deployed in production.
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Template 8, Test Summary Report- document summarizing testing activities and
results; contains an evaluation of the correspantist items against exit criteria.

Template 9, Performance Test Plar- documents how to create and gain approval of
the mechanisms used to do a variety of types tf tegjather these kinds of statistics:

* Network and/or Web server throughput limits
« Individual server resource utilization under vasdoads

» Search speeds, query optimization, table/row lagkiand speed versus capacity
measurements for databases

» Load balancing overhead / capacity / effectiveness

» Speed and resource cost of security measures

Template 10, Performance Testing Test Report the output of Performance Testing is
a collection and presentation of data in ways shatw whether the system is missing or
meeting goals, in what areas, and by how much owithequiring the viewer of this data
to have any special technical knowledge of theesyainder testing.

Template 11, Hardware Test Plan- the Hardware Test Plan starts with a brief sgreop
of the background of the project under test. dbahcludes topics such as: the schedule
information, hardware details, environment locati@st facilities that support the test
effort, Configuration Management Process, rolesrasgdonsibilities, assumptions and
constraints, and Risks and Lessons Learned.

The template forms are:
Template 12, Accessibility Review Request Form
Template 13, Performance Test Daily Reports
Template 14, Test Schedule and Effort Variances
Template 15, Test Defect Metrics
Template 16, Defect Report
Template 17, Defect Severity and Current State
Template 18, Test Execution Report
Template 19, Code Coverage Report
Template 20, Tester Team Turnover
Template 21, High Level Test Summary
Template 22, Incident Report By Testing Phase
The following links contain details of Security Tieg for Federal Student Aid:
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* Anindex of the policies and procedures governmfgrimation security controls required
for Federal Student Aid is located at:

http://thestartingline.ed.qgov/cio/products/it séyuportal/index.shtml

» Policies, procedures, templates, checklist, fotnasning materials, and links to internal
department websites related to information secargylocated at:
http://thestartingline.ed.gov/cio/products/it_seétyuiportal/library.shtml
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Template Formatting Instructions

Component
Overall Guidance

Description

Text enclosed in square brackets and displaybtumitalics
(style=InfoBlue)is included to provide guidance to the author and
should be deleted before publishing the documemparagraph enterec
following this style will automatically be set tommal (style=Body
Text).

Template Guidance

Light-blue text is explanatory and should be deldtem the final
document.

Before you start filling out the content of the ndacument, go to
File/Properties/Custom. Enter the Document Namesigre Date (in
DD/MM/YYYY format), and Version Number (in x.x forat) in the
custom properties that bear these respective namgse document,
press CTRL+A, then F9, and click OK. Go into eviagter for each
section, press CTRL+A, then F9, and click OK.

If a section marked “Optional” is deemed unnecgssainapplicable
to the document, the section should be retainedtendontent for the
section should be “Not applicable”.

Formatting

Body Text
The text in the document is the body text styleRT(Wimes New

Roman) 12, color-black, left-justified.

Numbered Lists (for Sections)

Numbering for lists should follow the [lower-case
letter].[number].[number] pattern. All levels ingtist will be flush-left
with the main text in the section.

Example:
1. List item
a. List item
I List sub-item

Bulleted Lists (Do not change the font once it ise$)

* Bulleted Lists: Level 1 bullets should be Symbd¢F8rmat,
Bullets & Numbering, Customize, Font-Symbol, Si)ee¥
level 1 of indentation — black bullet symbol (twzases in
between bullet and first letter of sentence—seer rafl top of
document.) Indent first bullet three spaces frofnrteargin.)

~ " Level 2 bullets should be dash symbol for levef 2 o
indentation. (Font-Symbol, Size-9.) (Two spaces in
between bullet and first letter of sentence—seer raf
top of document.) Indent second bullet three spaces
from start of Level 1 bullet.

° Level 3 shuld be open bullet symbol for le
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Component Description

3 of indentation. (Font-Symbol, Size-9) (Two
spaces in between bullet and first letter of

sentence—see ruler at top of document.) Indent
level 3 bullets three spaces from start of Level

2 bullets.
Page setup:
Margins: 1 inch Top, Bottom, Left, and Right; “Frdbdge”= .5 header,
.5 footer.

Section Style Data
Sections should start on their own page.

Heading 1
Font: Arial 16 pt., bold, black

Paragraph spacing: “12 pt spaces Before, 18 pt’Afte

Keep with next, Level 1, Outline numbered, tabs 0.5

Heading 2
Font: Arial 14 pt., bold, black

Paragraph spacing: “12 pt spaces Before, 12 pt’Afte

Keep with next, Level 2, Outline numbered, tabs 0.5

Heading 3
Font Arial 13 pt, unbold

Paragraph spacing: “6 pt spaces Before, 6 spades’ Af
Keep with next, Level 3, outline numbered, tabs héent: 0.5

Numbered Lists (for Sections)
All major section headings (Heading 1) should beumerical order
(e.g., Section 1, Section 2, Section 3, etc.)

Secondary headings (Heading 2) should be in nualesider (e.g., 1.1
1.2,2.1,22,3.1,3.2, etc.)

Sub-secondary headings (Heading 3) should be irerinat order (e.qg.
1.1.1,1.1.2,2.1.2,2.1.3,3.1.1, 3.1.2, etc.)
Tables You may utilize a few styles for table text andi¢afreadings.

Caption: Table Caption Heading style: Arial BoldNR 12, paragraph
spacing “18 pt Before, 3 pt After”
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Component Description

Table Heading: Arial 11, Bold, paragraph spacing pi Before, 3 pt
After”

Table Text: Can vary from TNR 9-11 (because docusean vary in
size and length, the author may choose whichiialda for his/her
document) (The author may choose from Table TeX&a8)e Text 10,
and Table Text 11 styles.)

Bullets within tables: Font of bullet is 6 pt; ketll position: indent at
.17, text position: indent at .15”

Example

Intended Audience and Document Uses

Users Relevant Sections Uses

table textis TNR 11 table textis TNR 10 . table textis
TNR 9

table textis TNR 11 table textis TNR 10 . table textis
TNR 9

Headers

The header contains the title of the document enrdft, and the section
on the right.

How to add section titles in the header:

1. Create a section break in the page ahead gftte of the header
you want to change.

2. Click View, Headers and Footers.

3. Putyour cursor in the header. Ensure that “Sasiferevious” is
turned off.

4. Click Insert, Cross-Reference.

a. Inthe drop-down box, ensure it states “Headaryl that
the “Insert Reference To” states “Heading Texté&rth
select the heading in the dialog box that refldetsheading
you want to insert.

b. Click Insert.

Footers

The footers contain the version number of the demiron the left,
page numbers in the middle, and the version dataeright.
(Regarding version numbers, keep the numberingsyst a 1.1, 1.2,
etc., and 2.1, 2.1, etc. (For “in-house,” you mag alternate numbering
systems like “1.1.1" and so forth.)

Version 2.0
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Component Description

Appendices

A cover page is required before each Appendix.

(Heading 7, TNR 12, centered, paragraph spacingf 8tefore.”)

Appendix A
Is reserved for acronyms and abbreviations only.

List all the acronyms used in the document.

Describe all associated terms for this projectdudeent / methodology
etc.

Footers: page numbering should read A-1, A-2, etc.

Example
Acronym Definition
ASG Architecture Support Group
Appendix B

Is reserved for the glossary only.

List all of the glossary terms used in the document
Footers: page numbering should read B-1, B-2, etc.
Example

Term Definition

Common Origination and | Initiative designed to put in place
Disbursement (COD) more commaon processes across
financial aid programs. FSA’s
participating schools use a commagn
process, platform, and record to
originate and disburse Title IV
federal aid funds.

Additional Appendices

A cover page is required before each Appendix.
(Heading 7, TNR 12, centered, paragraph spacingi3gefore.”).

Additional Appendices should be in sequence tgtiegious (e.g.,
Appendix A, B, C, D, etc.).

Any appendices created after Appendix A and B amuthent-specific.

Footers: restart page numbering (e.g., if youteraa Appendix C, the
page numbers in the footers should read “C-1, &&,)

Template 1, Master Test Plan |

Version 2.0
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Instructions

Component Description

All templates must follow the formatting guidelinesset forth in the Template Formatting
I nstructions contained in the beginning of Appendix E.

Cover Sheet A sample of the cover sheet is provided in the tatep

Document Version Control Provide information concerning the version of tlhewment, the date of
the change, and a description of the change.

Table of Contents A sample of the table of contents is provided mtémplate.
Project Name Provide information about the project, including thame.
Executive Summary « Optional

« A one-page high-level introduction describing, ireb
- Document purpose
- Document users
- Document uses (what, when, how)
- Document owners
- Document main point of contact for questions odfeeek]

Section 1. Introduction

1.1 Purpose Describe the purpose of the Test Plan

« For example:

Provides a central artifact to govern the planr@ngd control of
the test effort. It defines the general approaah will be
employed to test the software and to evaluatedbelts of that
testing, and is the top-level plan that will bediby managers
to govern and direct the detailed testing work.

+ Include the complete lifecycle, the specific phase the project
name.

« Identify the items that should be targeted by &st.t

« Identify the levels of testing to be performed (elnit, Integration,
System, and User Acceptance level testing).

« Identify the motivation for and ideas behind thet tareas to be
covered.

+ Outline the testing approach that will be used.
+ Identify how defects will be categorized and mankge

« Identify the required resources and provide amegg of the test
efforts.

« List the deliverable elements of the test project.

1.2 Scope Defines the types of testing, such as Functiondlisability,
Reliability, Performance, and Supportability, ahdeécessary the level
of testing, (e.g., Unit, Integration, System [lisstem], and Use

|72}
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Component Description

Acceptance) that will be addressed by this Test.ptas also important
to provide a general indication of significant elts that will be
excluded from scope, especially where the interadgtience might
otherwise reasonably assume the inclusion of thleseents.

Note: Be careful to avoid repeating detail heré ytoa will define in
sections 3, Target Test ltems, and 4, Overviewlarfified Tests.

1.3 Intended Audience Provide a brief description of the audience for mhygou are
writing the Test plan. This helps readers of yoorument

identify whether it is a document intended for these, and helps
prevent the document from being used inappropyiatel

Note: The document style and content usually alterslation to
the intended audience.

This section should only be about three to fiveageaphs in length.

1.4 Document Organization | This section briefly describes what is includedhea sections and
appendices.

Section 1 - Introduction: is always the introdantiand a brief
description should be provided.

Section 2 - [Section Name]: includes the namédefsection as well a$
a brief description. This format must be followed all of the sections
that are included in the document.

Appendix A — Acronyms and Abbreviations: this apge letter is
reserved for the acronyms and abbreviations aadiandard titled
section.

Appendix B — Glossary: this appendix letter isereed for the glossary
and is a standard titled section.

Appendix C - [Appendix Name]: includes the namehef appendix as
well as a brief description. This format must bkkoived for all of the
appendices that are included in the document.

1.5 References and Related | This subsection should provide a complete listllad@uments
Documents referenced elsewhere in the Test Plan. Each dodwshenld be
identified by title, report number (if applicabl@gte, and publishing
organization. Specify the sources from which tHeremces can be
obtained. This information may be provided by refee to an
appendix or to another document.

Section 2. Governing Provide an overview of the mission(s) that will gavthe detailed
Evaluation Mission testing within the iterations.

2.1 Project Context and Provide a brief description of the background sumaing the project
Background with specific reference or focus on important irogtions for the test

effort. Include information such as the key proble@ing solved, the
major benefits of the solution, the planned ardhites of the solution,
and a brief istory of the project. Note that where this infotioa is
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Component Description

defined sufficiently in other documents, you mighmply include a
reference to those other documents if approprieteever, it may save
readers of the test plan time and effort if a ladimount of
information is duplicated here; you should use yjadgment. As a
general rule, this section should only be abowgdto five paragraphs

in length.
2.2 Evaluation Missions Provide a brief statement that defines the missjdiof the test and
application to this evaluation effort over the scope of the plan. Tbreegning mission
Project/Phase statement(s) might incorporate one or more condeatsding:

« Find as many bugs as possible;

» Find important problems, assess perceived quadikg
« Advise about perceived project risks;

«  Certify to a standard,;

+ Verify a specification (requirements, design oirolg);

« Advise about product quality, satisfy stakeholders;

« Advise about testing;

»  Fulfill process mandates and so forth; and

« Each mission provides a different context to ttet ¢dfort and
changes the way in which testing should be appexhch

2.3 Sources of Test Provide an outline of the key sources from whiahtdsting effort in
Motivators this Project/ Phase will be motivated. Testing Wwél motivated by
many things, quality risks, technical risks, projesks, use cases,
functional requirements, non-functional requirersedesign elements
suspected failures or faults, change requestssamatth.

Section 3. Target Test Items| Provide a high level list of the major target tiéstns. This list should
include both items produced directly by the propmtelopment team,
and items that those products rely on; for examnigsic processor
hardware, peripheral devices, operating systerird-plarty products o
components, and so forth. This may simply betaofishe categories or
target areas.

Section 4. Overview of This section provides a high-level overview of tesgting that will be
Planned Tests performed. This section will address all phasetesiing including
Unit, Integration, System, and User Acceptance @loasesting. The
outline in this section represents a high levelraiesv of both the tests
that will be performed and those that will not.

4.1 Overview of Test Provide a high-level overview of the major testpignned for project/
Inclusions phase. Note what will be included in the plan agwbrd what will
explicitly not be included in the following sectititied Overview of
Test Exclusions.

4.2 Overview of Other Give a separate overview of areas you suspect roghbseful to
Candidates for Potential investigate and evaluate, but that have not be#icisatly researched
Inclusion to know if they are important to pursue.
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4.3 Overview of Test
Exclusions

Provide a high-level overview of the potential setbtat might have
been conducted but that have been explicitly exadufdom this plan. If
a type of test will not be implemented and executadicate this in a
sentence stating the test will not be implementeskecuted and
stating the justification, such as:

"These tests do not help achieve the evaluatiosioms'
"There are insufficient resources to conduct thests."
"These tests are unnecessary due to the testimyctd by xxxx."

As a heuristic, if you think it would be reasonafdeone of your
audience members to expect a certain aspect ofgdetbe included
that you will not or cannot address, you shoulaeritst exclusion.

Section 5. Test Approach

The Test Approach presents an overview of the recamaed strategy
for analyzing, designing, implementing and exe@uthre required testg
as well as managing the defects identified durasting. The test
approach must also address security, Section 50@l@nce, etc.
Sections 3 and 4 identify what items will be tested what types of
tests will be performed. This section describes tmvests will be
realized and communicated (e.g., how to handlentpgtith other
entities, meeting frequency to discuss defects).etc

As you identify each aspect of the approach, yawkhupdate Section
10, Responsibilities, Staffing, and Training Needsjocument the tes
environment configuration and other resourcesuliihibe needed to
implement each aspect.

5.1 Measuring the Extent of
Testing

Describe what strategy you will use for measurhgprogress of the
testing effort. When deciding on a measurementegjya it is important
to consider the following advice from Cem KanerQ@0Bug count
metrics reflect only a small part of the work amdgvess of the testing
group. Many alternatives look more closely at whet to be done and
what has been done. These will often be more usefiiless prone to
side effects than bug count metrics."

A good measurement strategy will report on multiileensions
including coverage (against the product and/orregdihe plan), effort,
results, obstacles, risks (in product quality antéeting quality), and
historical trend (across iterations and/or acroegepts).

5.2 ldentifying and
Justifying Tests

Describe how tests will be identified and consideig inclusion in the
scope of the test effort covered by this strat@pscribe the process
that will be used to determine test suites/caseséuiures and test
scripts. Provide a listing of resources that Wdlused to stimulate/
drive the identification and selection of spectfists to be conducted,
such as Use Cases, Requirements documents, Useneiatation and/
or Other Reference Sources.

5.3 Conducting Tests

One of the main aspects of the test approach éxplanation of how
the testing will be conducted, covering the setectf quality-risk
areas or test types that will be addressed andseciated techniqu
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that will be used. If you are maintaining a sepatast strategy artifact
that covers this, simply list the test types orligquaisk areas that will
be addressed by the plan, and refer to the tegegyr artifact for the

details. If there is no separate test strategfaatfiyou must provide an
outline here of how testing will be conducted facle technique: how
design, implementation, and execution of the tedtde done, and the
criterion for knowing that the technique is botkefus and successful.
For each technique, provide a description of tbarigjue and define

why it is an important part of the test approactbligfly outlining how
it helps achieve the Project and Evaluation Mission

Section 6. Entry and Exit Criteria

6.1 Project/Phase Test Plan

6.1.1 Test Plan Entry Specify the criteria (i.e., in addition to the TB&gadiness Review) that
Criteria will be used to determine whether the executiothefTest plan can
begin.

6.1.2 Test Plan Exit Criteria | Specify the criteria that will be used to determiieether the execution
of the Test plan is complete, or that continuedcaken provides no
further benefit.

6.1.3 Suspension and Specify the criteria that will be used to determivieether testing
Resumption Criteria should be prematurely suspended or ended beforgahénas been
completely executed, and under what criteria tgstam be resumed.

Section 7. Deliverables In this section, list the various artifacts thali we created by the test
effort that are useful deliverables to the varistakeholders of the test
effort. Don't list all work products; only list tke that give direct,
tangible benefit to a stakeholder and those by v want the
success of the test effort to be measured. Theek@sst Plan is
required for all projects. For large scale prgebe following artifacts
are required in addition to this Test Plan:

« System Test plan and System Test Summary Report

« User Acceptance Test (UAT) Test Plan and User Acree
Test Summary Report

« User Acceptance Test (UAT) Support Plan
» Data Conversion Balancing Report

+ Post Implementation Verification Plan

« Defect Reports and Test Status Reports

7.1 Test Evaluation Provide a brief outline of both the form and contafithe test

Summaries evaluation summaries, and indicate how frequehgy will be
produced.

7.2 Reporting on Test Provide a brief outline of both the form and contefithe reports used

Coverage to measure the extent of testing, and indicate theguently they will

be produced. Give an indication as to the methadtaols used t
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record, measure, and report on the extent of gestin

7.3 Perceived Quality
Reports

Provide a brief outline of both the form and cont@fithe reports used
to measure the perceived quality of the produdt,iadicate how
frequently they will be produced. Give an indicat@bout the method
and tools used to record, measure, and reporteopeicteived product
quality. You might include some analysis of Incitteand Change
Request over Test Coverage.

7.4 Incident Logs and
Change Requests

Provide a brief outline of both the method andtaaded to record,
track, and manage test incidents, associated chaggests, and their
status.

7.5 Smoke Test Assets

Provide a brief outline of the test assets thdtlvaldelivered to allow
ongoing regression testing of subsequent produlddio help detect
regressions in the product quality.

7.6 Additional Work
Products

In this section, identify the work products that aupplemental
documentation that will lead to the successful aiien of the test
effort.

7.6.1 Detailed Test Results

Identify how test results will be delivered to FealeStudent Aid.
Either a collection of Microsoft Excel spreadshdisting the results
determined for each test suite/case, or the repgsif both test logs
and determined results maintained by a speciatstdoroduct is
acceptable.

7.6.2 Test Guidelines

Test Guidelines cover a broad set of categoriefjding Good Practict
Guidance, Test patterns, Fault and Failure Modeltgpmation Design
Standards, and so forth.

11%4

Section 8. Testing Workflow

Provide an outline of the workflow to be followed the Test team in
the execution of this Test Plan.

More specific details of the individual testingkasire defined in a
number of different ways, depending on projecturelt For example:

Defined as a list of tasks in this section of tlestlPlan, or in an
accompanying appendix

Defined in a central project schedule (often irclzesiuling tool such as
Microsoft Project).

Documented in individual, "dynamic" to-do lists #ach team membey
which are usually too detailed to be placed inTthst Plan documente
on a centrally located whiteboard and updated dycediy.

In this section, you should provide some descrgptext explaining the
process your team uses to handle detailed taskiptpand provide a
reference to where the details are stored, if gpjate.

For Test plans, we recommend avoiding detailed péshning, which
is often an unproductive effort if done as a frimatded activity at the
beginning of the project. A Test plan should ddsecthe phases, and
give an indication of what types of testing areegafly planned.

-
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Note: Where process and detailed planning infoonas recorded
centrally and separately from this Master Test Byan will have to
manage the issues that will arise from having adapdi copies of the
same information. To avoid team members referenoingf-date
information, we suggest that in this situation ybace the minimum
amount of process and planning information withia tetailed test
plan to make ongoing maintenance easier and sirefdyence the
"Master" source material.

Section 9. Environmental
Needs

This section presents the non-human resourcesreebfiarr the Test
plan. This section shall describe the test enviremt and test lab
facilities required to perform the testing.

9.1 Base System Hardware

This section contains a list of the hardware eleémesquired in the test
environment. The specific elements of the tesiesysnay not be fully
understood in early iterations, so expect thisise¢b be completed
over time.

9.2 Base Software Elements
in the Test Environment

This section contains a list of the software eletmeaquired in the test
environment. The specific elements of the tesiesysnay not be fully
understood in early iterations, so expect thisisedb be completed
over time.

9.3 Productivity and
Support Tools

Include the specific tools used to support theeaéstt.

9.4 Test Environment
Configurations

This information may not be available during thémdgon phase of the
lifecycle. Therefore, this information must bealletd in the individual
Test Phase test plans.

Section 10. Responsibilities,
Staffing, and Training Needs

This section presents the required resources teessithe test effort
outlined in the Test plan, the main responsibgiged the knowledge ¢
skill sets required of those resources.

=

10.1 People and Roles

Add or delete items as appropriate.

10.2 Staffing and Training
Needs

This section describes the training required tdoknthe testing team to
effectively test the system. Training topics naglude the use of
testing tools, testing procedures and techniquesther related
information.

Give thought to your training needs, and plan twesdale this based on
a Just-In-Time (JIT) approach. There is oftennapttion to attend
training too far in advance of its usage when &3t team has apparent
slack. Doing this introduces the risk of the tragnbeing forgotten by
the time it's needed.

Look for opportunities to combine the purchaserotpctivity tools
with training on those tools, and arrange withvaador to delay
delivery of the training until just before you ndedf you have enoug
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headcount, consider having training delivered austomized manner
for you, possibly at your own site.

The test team often requires the support and sKikkgher team
members not directly part of the test team. Make gou arrange in
your plan for appropriate availability of SystemrAidistrators,
Database Administrators, and Developers who anginexjto enable
the test effort.

Section 11. Key
Project/Phase Milestones

Identify the key schedule milestones that set trgext for the Testing
effort. Avoid repeating too much detail that is doented elsewhere i
plans that address the entire project. Key Milessomill be identified
for all levels of testing per phase — Unit, Intégma, System and User
Acceptance.

The required components are included in the temitatthe schedule
of key milestones. Also included are blank rowsgdditional
components.

Section 12. Master Plan
Risks, Dependencies,
Assumptions, and
Constraints

Table 12-1: Risks

List any risks that may affect the successful eenwof this Test plan,
and identify mitigation and contingency stratedmseach risk. Also

indicate a relative ranking for both the likelihoofdoccurrence and the
impact if the risk is realized.

Table 12-2: Dependencies

List any dependencies identified during the devalept of this Test
plan that may affect its successful executiondkthdependencies are
not honored. Typically, these dependencies retatetivities on the
critical path that are prerequisites or post-retgggo one or more
preceding (or subsequent) activities. You shoolusaer
responsibilities you are relying on other teamstaff members
external to the test effort to complete, timing aegendencies of othe
planned tasks, and the reliance on certain worbdyms being
produced.

Table 12-3: Assumptions

List any assumptions made during the developmetiti®fTest plan
that may affect its successful execution if thasguaptions are provec
incorrect. Assumptions might relate to work youusse other teams
are doing, expectations that certain aspects gbrthduct or
environment are stable, and so forth.

Table 12-4: Constraints

List any constraints placed on the test effort tfeate had a negative
effect on the way in which this Test plan has begproached.

r

)

Section 13. Management
Process and Procedures

Outline what processes and procedures are to loewlsen issues arise
with the Test plan and its enactment.

13.1 Measuring and
Assessing the Extent ¢

Define any management and procedural aspects ofi¢asurement an

assessment strategy outlined in Section 5.1, Ming the Extent o
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Testing

Testing.

13.2 Assessing the
Deliverables of this Test plan

Outline the assessment process for reviewing acelptiog the
deliverables of this Test plan.

13.3 Problem Reporting,
Escalation, and Issue
Resolution

Define how process problems will be reported amdlesed, and the
process to be followed to achieve resolution.

13.4 Managing Test Cycles

Outline the management control process for a jedéc

13.5 Traceability Strategies

Consider appropriate traceability strategies for:

Coverage of Testing against Specifications enabkssurement of the
extent of testing

Motivations for Testing enables assessment of agles of tests to help
determine whether to maintain or retire tests

Software Design Elements enables tracking of sulmdcglesign
changes that would necessitate rerunning testgiang them

Resulting Change Requests enables the tests ftalvdired the need
for the change to be identified and rerun to veltiigy change request
has been completed successfully

13.6 Approval and Signoff

Outline the approval process and list the jobgi{eend names of current
incumbents) that initially must approve the plamd aign off on the
plan’s satisfactory execution.

List those that have sign-off responsibility (regdi); those that are
accountable; those that were consulted and thesevidre informed.

Appendices

Instructions for completing the appendices candloed in theTemplate
Formatting Instructiongontained in the beginning of Appendix E.

In addition, all appendix formats must follow th&mming convention
identified below:

e Appendix A is reserved for acronyms and abbrewviationly;
list all of the acronyms used in the document.

* Appendix B is reserved for the glossary only;disof the
glossary terms used in the document.

« Appendix C will start all subsequent appendices.

Click For Document =»

Master Test Plan.doc
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| Template 2, Test Readiness Review Report |

Instructions

Component Description

All templates must follow the formatting guidelinesset forth in the Template Formatting
I nstructions contained in the beginning of Appendix E.

Cover

A sample of the cover sheet is provided in the tatep

Test Readiness Review Form

Complete form.

Document Control

Provide information concerning the version of tieewment, the date af
the change, and a description of the changes.

Table of Contents

A sample of the table of contents is provided mtémplate.

1. Creation of Test Readinesg
Review Checklist

This section contains the test readiness reviewktise The list can be
tailored based on the test phase requirements.

Once complete, all (Integration, System and Usereftance Tests)
Test Readiness Review Checklists, meeting infoonadind review
results for a project must be included in this TRsadiness Review
Report.

2. Test Readiness Review
Meeting

This section contains details about the test resdineview meeting.
This also includes the meeting date, test phaseliah the readiness
review meeting is going to be held, the list oftiggzants and their
roles.

3. Test Readiness Review
Results

This section provides the Federal Student Aid detisn whether or
not an application can move to the next test pbag@o production.
The rationale for the decision is to be providelble

Appendices

Instructions for completing the appendices candloed in theTemplate
Formatting Instructiongontained in the beginning of Appendix E.

In addition, all appendix formats must follow tha&nming convention
identified below:

e Appendix A is reserved for acronyms and abbrewviationly;
list all of the acronyms used in the document.

e Appendix B is reserved for the glossary only;disof the
glossary terms used in the document.

e Appendix C will start all subsequent appendices.

Click For Document =

Test Readiness
Review Report.doc
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| Template 3, Phase Level Test Plan(s) |

Instructions

Component Description

All templates must follow the formatting guidelinesset forth in the Template Formatting
I nstructions contained in the beginning of Appendix E.

The guidance in this template is what is requir@tie creator of this test plan may add other dstad
needed based on the type of application undeatedthe requirements that are being tested.

Cover Sheet A sample of the cover sheet is provided in the tatep

Table of Contents A sample of the table of contents is provided mtémplate.

Provide phase and system name, Contractor Projacadr signature
and date, requirements status, comments if apdicebderal Student
Aid Test Manager or Project Manager signature atd,dequirements
status, and comments if applicable.

Document Version Control Provide document information, document history, egidase
authorization.

1. Overview This section provides a brief synopsis of the bamlgd of the project
under test. State the purpose of the [Phaseplastand state the sub
phases that would be covered in this test plars T#mplate can be

used to create a Unit Test plan, an Integration Pk, and a System

Test Plan.

2. Planning

2.1. Schedule This section contains the schedule informatiortlulde milestone
dates. This information could be in the form af@k breakdown
structure.

2.2. Environmental Needs This section contains the hardware details, enuenmt location, and
test facilities that support the software test effo

2.2.1. Test Environment This section describes the test environment. Famgke — Windows
2000, Websphere, etc.

2.2.2. Testing Tools This section contains details about the testingsttmt will be used and
how they will be used.

2.2.3. References This section identifies the reference material thifitbe used or has
been used in order to support the test effort.

2.3. Roles and This section identifies the roles and responsiegiof Federal Student

Responsibilities Aid and any Contractor for [phase] testing.

2.4. Staffing and Training This section consists of the following items:

Needs

* Number of resources and skills required for th&riggroject

< Identification of areas where training is requieadl
description of the plan for training testers (ipapable, include
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the training of Federal Student Aid testers)
* Include a timeframe for training

2.5. Test Team and This section details the development team respibitis during

Develc_)pm_ent Team [phase] testing. This may include analysis of disfecreation of impagt

Coordination analysis statements, attending System Change C&utand meetings,
etc.

3. Test Configurations

3.1. Features to be tested This section describes the list of features (Fanstior Requirements),
which will be tested or demonstrated by the telse description is
provided at a high level without going into thehwrical details.

3.2. Features not to be tested This section describes the list of features (Fanstior Requirements),
which will not be tested.

3.3. Components to be tested This section identifies and lists the componentsadested within the
scope of this test plan.

4. Test Approach This section includes details of testing coveredhgyplan and the
objectives, scope, rationale and communication.plan

4.1. Test Strategy This section describes the test strategy, whicludes the following:
* Processes

e Assumptions

e  Work Products

e Test data creation and test data results verifingirocess
e Test suite writing process

* Peer Review Process

* Regression Cycles

e Configuration Management Process

» Handling of meetings and other Organizational Psses
« Intersystem Testing needs

* Add other information, as needed

4.1.1 Test Process This section provides a brief synopsis of the ovésat process.
Provide details of testing covered by the plantedobjectives, scope
and rationale.

4.1.2. Assumptions and This section identifies the known assumptions antstraints related tg
Constraints the test strategy. If needed, list mitigationteigées.

4.1.3. Test Work Products This section identifies and lists the documents$ wikh be created to
support the test effort.

State the purpose of each document that will batede
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List names or teams expected to review each dodumen

This section also includes information on how &t tesults will be
delivered to Federal Student Aid for approval psgs

4.1.3.1. Test Artifact Details | This section describes in detail how each docunvdhadd value to
the test effort; the process for delivering eactudeent to Federal
Student Aid; the Configuration Management process f
documentation; peer review process of documentatdsh reports; test
metrics; how test will be conducted; how test suvtdl be created and
how test results will be presented to Federal Studel.

Other information may be added to this section.

4.1.4 Traceability This section covers how test documentation traeek to the
requirements that are under test.

4.1.5. Test Data This section covers how test data will be createtlidentified for the
test effort.

4.1.6. Regression Strategy | This section covers how regression testing wilpbgormed and the
regression cycles.

4.2. [xxx] System Approach | An example would be Mainframe.

and Techniques This section covers exceptions pertaining to aqasar subsystem of
an application. If the exceptions are significan$eparate test plan
must be created for the subsystem.

The Contractor and the Federal Student Aid Testdganand Project
Manager will make this decision at the beginninghef project.

4.3.[xxx] System Approach | (An example would be WEB)
and Techniques

This section covers exceptions pertaining to aqaar subsystem of
an application. If the exceptions are significarseparate test plan
must be created for the subsystem.

The Contractor and the Federal Student Aid Testdganand Project
Manager will make this decision at the beginninghef project.

4.4. Test Estimation This section describes the test estimation teclenilat will be
followed for this test effort. The details shoalaver estimation for the
test effort and how estimates will be determinddteel to regressing
defects.

4.5. Test Readiness Review | This section contains a test readiness review psochkiclude a
reference to the Test Readiness Review checkligsgchamust be an
appendix to this [phase] test plan.

4.6. Pass/Fail Criteria This section contains the conditions of the pag®iféeria.
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4.7. Entry and Exit Criteria

This section contains the criteria that determihemtesting can begin
and when the testing process can be stopped.

4.7.1. Service Level
Agreement

This section covers the service level agreemenf\[$dr the
application under test. Connect the SLA informatio exit criteria.
Example: If testing a voice response system, howymesponses mus
be recognized before Federal Student Aid will attieg product.

[

5. Defect Management

This section describes the defect management mdcaswill be used
for this project. Include information on documegtissues, defect
classification and the change control processlutlecthe name of the
defect management tool.

Include how Federal Student Aid will be involvedtie defect
management process.

5.1. Documenting Issues

This section describes the process for documedfects. This
section must include when an issue is added tdefext tracking tool,
meetings that must be held to discuss issues, akihgithe
determination of when an issue becomes a defect.

5.2. Defect Classification

This section describes the different states useddssifying defects.
Describe in detail the severity, complexity, stadas priority
classification.

5.3. Change Request

This section describes the process for handlingghaequest. If this
process is detailed in another project documeatie $he name of the
document and provide an abbreviated version optbeess.

5.4. Suspension Criteria and
Resumption Requirements

This section lists the known conditions that maguitin the suspensio

of testing. Include the process for determining mvtesting can resume.

For example, if an application is under test amdltigin feature does
not work, testing shall be suspended and shallmesanly when the

login feature has been corrected and a testerpgpas\aed that the login
feature meets requirements.

=}

h

6. Software Risk

This section describes known risks and mitigattoatsgies for each
risk.

7. Lessons Learned

This section describes the lessons learned frosmtimse of testing. If
this has already been covered in the Master Tast &1d there are no
deviations, reference to the Master Test Plantisfaatory.

8. Approvals

This section describes the approval process amddies the job titles
and names of current incumbents that must appt@vplan. List those
that have sign-off responsibility (required), tholsat are accountable,
those that were consulted and those that werenmgdr

Appendices

Instructions for completing the appendices canodloed in theTemplate
Formatting Instructiongontained in the beginning of Appendix E.

In addition, all appendix formats must follow th&mming convention
identified below:
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e Appendix A is reserved for acronyms and abbrewviationly;
list all of the acronyms used in the document.

e Appendix B is reserved for the glossary only;disof the
glossary terms used in the document.

« Appendix C will start all subsequent appendices.

Phase Level Test
Plan.doc

Click For Document =
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| Template 4, Test Suites |
Instructions

Component Description

All templates must follow the formatting guidelinesset forth in the Template Formatting
I nstructions contained in the beginning of Appendix E.

Cover Sheet A sample of the cover sheet is provided in the tatep

Test Suite Form Complete form.

Document Version Control Provide information concerning the version of tieewment, the date af
the change, and a description of the changes.

Table of Contents A sample of the table of contents is provided mtémplate.

1. Overview State the approach taken in order to develop Biestate template.
Federal Student Aid recommends that the test scitegin test
scenarios, the test scenarios contain test proesdaind the test
procedures contain the test scripts.

2. Test Suite Template Federal Student Aid recommends the use of Ratibest Manager in
order to maintain a test suite template. If soneotools are used, the
test suite template must contain the followingdgel

Name of the Project: | Enter the name of the project.

Phase of Testing: Enter the phase of testing for which the test gaiteing executed.

Sub Phase of Testing] Enter the sub phase of testing for which the teis¢ $s being executed

Test Suite: Enter the name of the test suite.

Test Suite Status: Enter the status of the test suite. The test stateis could be “No
Run,” “In Progress,” “Passed,” “Failed” or “Blockéd

Creation Date: Enter the date on which the test suite was created.

Designer: Enter the name of the tester who designed thestést

Estimated Enter the time required to design and executeetbiestiite.

Development Time:

Last Modified Date: Enter the date on which the test suite was lastfiedd

Version: Enter the version of the test suite.

Attachment: Add attachment (If any).

Requirement Enter the requirement id for which the test sistbeing developed..

Coverage:

Linked Defect: Enter the defect id if the test suite fails. Thé&deid is obtained from g
defect-tracking tool when a defect is entered foilhg the failure of a
test suite.
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Additional
Comments:

Enter additional comments (If any).

Test Scenario:

Enter the name of the test scenario.

Test suite:

Enter the name of the test suite.

Description:

Enter a brief description of the test suite.

Precondition:

Enter the preconditions that need to be met befreeuting the test
suite.

Test Procedure:

Enter the sequence of action in the form of stepsder to execute theg
test suite.

Test suite:

Enter the test scripts that would be used to erettigt test suite.

Expected Result:

Enter the results expected when the test suitesisuted.

Actual Result:

Enter the actual results after the test suite ésated.

Status:

Enter the status of the test suite — The statusldmi“No Run,” “In
Progress,” “Passed,” “Failed” or “Blocked”.

Responsible Tester:

Enter the name of the tester responsible for testigion.

Appendices

Instructions for completing the appendices canodlod in theTemplate
Formatting Instructiongontained in the beginning of Appendix E.

In addition, all appendix formats must follow thenming convention
identified below:

e Appendix A is reserved for acronyms and abbrewviationly;
list all of the acronyms used in the document.

e Appendix B is reserved for the glossary only;disof the
glossary terms used in the document.

« Appendix C will start all subsequent appendices.

Click For Document =»

Test Suites.doc
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| Template 5, User Acceptance Test Plan |
Instructions

Component Description

All templates must follow the formatting guidelinesset forth in the Template Formatting
I nstructions contained in the beginning of Appendix E.

Cover A sample of the cover sheet is provided in the tatep

User Acceptance Test Plan | Complete form.

Form

Document Control Provide information concerning the version of tlhewment, the date of
the change, and a description of the changes.

Table of Contents A sample of the table of contents is provided mtémplate.

1. Overview This section provides a brief synopsis of the bamlgd of the project
under test. State the purpose of the User Acceetéast Plan, and
state the sub phases (Functional testing and/ersiygtem Testing
and/or Regression Testing) that will be coverethis test plan.

2. Planning

2.1 Schedule This section contains the schedule informatiorclulte milestone
dates. This information could be in the form af@rk breakdown
structure.

2.2 Environmental Needs This section contains the hardware details, enwikent location, and

test facilities that support the software testffmd any technical need
that Federal Student Aid may request from a cotdrac

2.2.1 Test Environment

2.2.2 Testing Tools This section contains details about the testinésttiat will be used and
how they will be used.

2.2.3 References This section identifies the reference material thiltbe used or has
been used in order to support the test effort.

2.3 Roles and This section identifies the roles and responsiegiof Federal Student

Responsibilities Aid and Contractor for system testing. Identifgividuals by name,
role and list the timeframe of their participatiorthe User Acceptance
test effort.

2.4 Staffing and Training This section consists of the following items:

Needs

* Number of resources and skills required for th&riggroject

« Identification of areas where training is requiegdl a plan for
training testers

* Include a timeframe for training

3. Requirements Phase This section describes the Federal Student Aid¢ash’s involvement
in the requirements pte of the project. This will include checki
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testability of requirements, review of functiongksifications, and
detail design and analysis of the requirementgkitngamatrix (RTM).

4. Review of Contractor
Results

This section describes the Federal Student Aidé¢ash’s process for
reviewing the contractor’'s System Test results.

5. Test Configurations

5.1 Features to be Tested

This section describes the list of features (Fonstior Requirements),
which will be tested or demonstrated by the telse description is
provided at a high level without going into thehrical details.

5.2 Features Not to be Tested

This section describes the list of features (Fonstior Requirements),
that will not be tested.

5.3 Components to be Tested

This section identifies and lists the componentsedested within the
scope of this test plan.

6. Test Approach

This section includes details of testing coveredhayplan and the
objectives, scope, rationale and communication.plan

6.1 Test Strategy

This section includes the test strategy.

6.1.1 Test Process

This section provides a brief synopsis of whaalkiets to test. Provide
details of testing covered by the plan and theatbjes, scope, and
rationale.

6.1.2 Assumptions and
Constraints

This section identifies the known assumptions amtstraints that feed
into the test strategy. If needed, list mitigatstrategies.

6.1.3 Test Work Products

This section identifies and lists the documents$ with be created to
support the test effort. State the purpose of éachiment, list names
or teams, create and review the document.

6.1.3.1 Test Artifact Details

This section identifies the process for creatirgg seiites. If the
contractor is to provide the test suites to Fedgtadient Aid, then this
document must indicate this and include the profagsroviding the
contractor information for developing the test asijitthe approval
process and the review process of the test suites.

6.1.4 Regression Strategy

This section covers how regression testing wilpbdformed and the
regression cycles.

6.2 Traceability

This section describes how test documentationtigitle back to the
requirements that are under test.

6.3 Test Data

This section covers how test data will be creatallidentified for the
test effort.

6.4 Test Estimation

This section will describe the test estimation teghe that will be
followed for this test effort. The details shoalaver estimation for the
test effort and how estimates will be determinddteel to regressing
defects.

Version 2.0

E-27

Version Date (09/25/2008)



IV&V Handbook

Appendix E — Templates

Component Description

6.5 Test Readiness Review

This section contains a test readiness review psociclude a
reference to the Test Readiness Review checkligschamust be an
appendix to this User Acceptance Test Plan.

6.6 Pass/Fail Criteria

This section contains the conditions of the pasgsffieria.

6.7 Entry and EXxit Criteria

This section contains the criteria that determihemtesting can begin
and when the testing process can be stopped.

6.8 Xxx System Approach
and Techniques

This section covers minor exceptions pertaining particular
subsystem of an application. If the exceptionssagrificant a separate
test plan must be created for the subsystem.

The contractor and the Federal Student Aid Testdganand Project
Manager will make this decision in the beginninggds of the project

7. Defect Management

This section describes the defect management mdcaswill be used
for this project. Include information on documegtissues, defect
classification and change control process. Incthdename of the
defect management tool.

Include how the contractor will be involved in ttiefect management
process.

7.1 Documenting Issues

This section describes the process for documedifects. This must
describe when an issue is added to the defectingobol, meetings
that must be held to discuss issues and makindetegmination of
when an issue becomes a defect.

7.2 Defect Classification

This section describes the different states used&ssifying defects.
Describe in detail the severity, complexity, stadas priority
classification.

7.3 Change Request

This section describes the process for handlingghaequests. If this
process is detailed in another project documeatie $he name of the
document and provide an abbreviated version optbeess.

7.4 Suspension Criteria and
Resumption Requirements

This section lists the known conditions that maguitin the suspensio
of testing a function of the system under testlude the process for
determining the resumption of the test. For exampln application is
under test and the login feature does not workingsctivity shall be
suspended and shall resume only when the loginrieais been
corrected and a tester has approved that the fegiore meets
expectations.

=}

8. Software Risk

8.1 Risk and Mitigation
Strategy

This section details known risk and mitigation &gges for each risk.

9. Lessons Learned

This section details the lessons learned proceghifophase of testing

10. Approvals

This section describes the approval process atslis job titles (and
names of current incumbents) that must approvelthe List those the

Version 2.0

E-28 Version Date (09/25/2008)



IV&V Handbook Appendix E — Templates

Component Description

have sign-off responsibility (required), those thag accountable, those
that were consulted, and those that were informed.

Appendices Instructions for completing the appendices canodloed in theTemplate
Formatting Instructiongontained in the beginning of Appendix E.

In addition, all appendix formats must follow tha&nming convention
identified below:

e Appendix A is reserved for acronyms and abbrewviationly;
list all of the acronyms used in the document.

e Appendix B is reserved for the glossary only;disof the
glossary terms used in the document.

« Appendix C will start all subsequent appendices.

User Acceptance
Test Plan.doc

Click For Document =
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| Template 6, User Acceptance Test Support Plan |

Instructions

Component Description

All templates must follow the formatting guidelinesset forth in the Template Formatting
I nstructions contained in the beginning of Appendix E.

Cover

A sample of the cover sheet is provided in the tatep

User Acceptance Test
Support Plan Form

Complete form.

Document Control

Provide information concerning the version of tieewment, the date qf
the change, and a description of the changes.

Table of Contents

A sample of the table of contents is provided mtémplate.

1. Overview This section will give a brief synopsis of the bagdund of the project
under test. State the purpose of the User Accept@iast Support Plar
and state the sub phases (Functional testing almdérsystem Testing
and/or Regression Testing) that would be coverddigtest plan.

2. Schedule This section will include the timeline of the test.is acceptable to have

a link to the Work Breakdown Structure.

3. Test Environment
Requirements

This section will list the hardware and work spesguired and that wil
be provided by the contractor during User Acceptahesting.

4. Responsibilities

This section will list the responsibilities of thentractor during User
Acceptance Testing. This section will also includgsponsibilities that
Federal Student Aid has to the contractor duringrdgceptance
Testing.

4.1 Setup

This section will list the tasks that the contrastdl perform to preparg
the User Acceptance Testing environment. This imelyde creation
of test suites, tracking tools, etc.

4.2 Execution Support

This section will list the support that the contacawill provide during
User Acceptance Testing. This may include defeslution, meeting
attendance, etc.

5. Staffing and Training
Needs

This section will list the training that the cordtar will provide to
Federal Student Aid.

6. Test Configurations

6.1 Features to be tested

This section describes the list of features (Fonstior Requirements),
which will be tested or demonstrated by the telse description is
given at a high level without going into the tectatidetails. State that
these are the features that Federal Student Alchpglrove.

6.2 Features not to be tested

This section describes the list of features (Fanstior Requirements)
which will be tested or demonstrated by the telse description is
given at a high level without going into the tedatidetails. State th
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these are the features that Federal Student Aldhatitest during User
Acceptance Testing.

7. Test Approach This section will include the approach that willled. For example,
state where the testing will take place, and tloessthat Federal
Student Aid will have to the contractor that is goting the test effort.
State level of participation in the User Acceptaifiesting Test
Readiness Review process. State the serviceshthabntractor will
provide to Federal Student Aid during User Acceptahesting.

7.1 Pass/Fail Criteria This section contains the conditions of determirpags/fail criteria
during User Acceptance Testing.

8. Suspension Criteria and | This section will list the support the contractall wrovide to Federal
Resumption Requirements | Student Aid in cases where User Acceptance Teiisgspended due
to unforeseen suspension of the test process.

9. Test Work Products This section will list the work products that whié created by the
contractor during User Acceptance Testing.

10. Tasks This section will list the tasks that the contrastdl perform during
User Acceptance Testing.

11. Data Request This section will include how data request willdeivered to Federal
Student Aid for User Acceptance Testing. Includkiaea request
template in the appendix of this document and pi®this template to
Federal Student Aid as early as possible and ro tlan during the
beginning phases of System Testing.

12. Software Risk This section will detail known risk (under contracctontrol) that may
occur during User Acceptance Testing and mitigasimategies for eac
risk.

=

13. Test Readiness Criteria | This section will include Test Readiness Reviewiinfation such as
what the TRR will ensure prior to User Acceptanesting.

14. Test Completion Criteria | This section will include information on how thentactor and Federal
Student Aid determine when User Acceptance Tessicgmplete.

15. Approvals This section will outline the approval process &sidthe job titles (and
names of current incumbents) that initially mugtrawe the plan, and
sign off on the plan’s satisfactory execution. ltigtse that have sign-
off responsibility (required), those that are actable, those that were
consulted and those that were informed.

Appendices Instructions for completing the appendices candloed in theTemplate
Formatting Instructiongontained in the beginning of Appendix E.

In addition, all appendix formats must follow th&mming convention
identified below:

e Appendix A is reserved for acronyms and abbreviationly;
list all of the acronyms used in the document.

» Appendix B is reserved for the glossary only;disof the
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glossary terms used in the document.

« Appendix C will start all subsequent appendices.

User Acceptance
Test Support Plan.dor

Click For Document =»

Version 2.0 E-32 Version Date (09/25/2008)



IV&V Handbook

Appendix E — Templates

| Template 7, Post Implementation Verification Test Ran

Instructions

Component Description

All templates must follow the formatting guidelinesset forth in the Template Formatting
I nstructions contained in the beginning of Appendix E.

Cover

A sample of the cover sheet is provided in the tatep

Post Implementation
Verification Form

Complete form.

Document Control

Provide information concerning the version of tieeument, the date @
the change, and a description of the changes.

Table of Contents

A sample of the table of contents is provided mtémplate.

Responsibilities

1. Overview This section will give a brief synopsis of the bagdund of the project
under test. State the purpose of the Post Impltatien Verification
and state the sub phases (Functional testing almdérsystem Testing
and/or Regression Testing) that would be coverddigtest plan.

2. Planning

2.1 Schedule This section contains the schedule informatiorclulte milestone
dates. This information could be in the form af@rk breakdown
structure.

2.2 Roles and This section will identify the roles and responiieis of Federal

Student Aid and Contractor for system testing.

3. Critical Functional Areas
to Be Tested

This section lists the critical features (Function&kequirements),
which will be analyzed during their first cycletime production
environment.

4. Verification of Critical
Features

This section describes how each critical featutebei verified and how
the feature will be deemed successful.

5. Reporting Results to
Federal Student Aid

This section will include details of how test reéswill be
communicated to Federal Student Aid. Must inclbde major
failures will be communicated to Federal Student. Ai

6. Post Implementation
Checklist

This section will include a checklist for each itemder test. The
information may be included in an EXCEL spreadshég¢ta minimum
the fields included must be:

» Verification Item

* Verification Method

* Verification Timeframe
* Review Date

* Expected Result

e Actual Result

Version 2.0

E-33

Version Date (09/25/2008)



IV&V Handbook Appendix E — Templates

Component Description

+ Pass/Fall

* Resource that will be verifying item
e Comments

e Supporting Information

» Contractor Sign-off

* Federal Student Aid Sign-off

7. Approvals This section will outline the approval process &sidthe job titles (and
names of current incumbents) that initially mugtrawe the plan, and
sign off on the plan’s satisfactory execution. ltigtse that have sign-
off responsibility (required), those that are actable, those that were
consulted and those that were informed.

Appendices Instructions for completing the appendices candloed in theTemplate
Formatting Instructiongontained in the beginning of Appendix E.

In addition, all appendix formats must follow tha&nning convention
identified below:

e Appendix A is reserved for acronyms and abbrewviationly;
list all of the acronyms used in the document.

* Appendix B is reserved for the glossary only;disof the
glossary terms used in the document.

« Appendix C will start all subsequent appendices.

Post Implementation
Test Plan.doc

Click For Document =
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| Template 8, Test Summary Report

Instructions

Component Description

All templates must follow the formatting guidelinesset forth in the Template Formatting
I nstructions contained in the beginning of Appendix E.

Cover Sheet

A sample of the cover sheet is provided in the tatep

Document Version Control

Provide information concerning the version of tieeument, the date @
the change, and a description of the changes.

Test Summary Report Form

Complete form.

Table of Contents

A sample of the table of contents is provided mtémplate.

Executive Summary

This section provides a brief summary of the pripjewtical
requirements and the findings of the test effdithis summary must be
no longer than 1¥% pages.

1.Purpose of the Test
Summary

This section describes the purpose of this document

2. Test Items

This section contains a high-level descriptionhaf items under test.

2.1 Reference Material

This section contains the documents that were fasdtie test effort.
Such documentation includes requirements, testsist results, dat:
etc. Provide the document name, state if the deatiis available, ang
describe how to obtain access to it.

Red

2.1.1 Environment

This section contains details about the environrtieattwas used for
the test effort.

3. Variances

This section describes the variances and reasoraffi@ances that
occurred during the test effort.

3.1.1 Test Dates

This section describes variances in the baselstestart dates and end
dates.

3.1.2. Outages

This section describes the outages (planned golanhed) that
occurred during the test effort that may have caasdelay or
workarounds that were not planned.

3.1.3 Others

This section describes each type of variance.

4. Comprehensive
Assessment

This section includes an evaluation of the testing test process in
terms of the documented test objectives.

5. Summary of Results

This section describes the overall status of defelttincludes the total
number of defects, severity, priority, cost, defeatterns, and any ope
or unresolved defects. The focus should includgtive and negative
trends that occurred during the test.

6. Evaluation

This section provides a total evaluation of the ¢dfort. This section

should assess the qualitythe software. Include both positive &
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negative results.

2

7. Summary of Activities This section includes the planned activities armddianges to the plan
Include reasons for deviations and the impact erteht effort.

8. Approvals This section lists those responsible for revievand approving this
document. The approvers must be the same onesitiedly approved
the test plan associated with the test summaryrtepo

Appendices Instructions for completing the appendices candloed in theTemplate
Formatting Instructiongontained in the beginning of Appendix E.

In addition, all appendix formats must follow th&mming convention
identified below:

e Appendix A is reserved for acronyms and abbreviationly;
list all of the acronyms used in the document.

* Appendix B is reserved for the glossary only;disof the
glossary terms used in the document.

« Appendix C will start all subsequent appendices.

Test Summary
Report.doc

Click For Document =»
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| Template 9, Performance Test Plan

Instructions

Component Description

All templates must follow the formatting guidelinesset forth in the Template Formatting
I nstructions contained in the beginning of Appendix E.

Note: All sections outlined below are required. Howeagtdlitional sections may be included based
the type of system being tested.

bn

Cover Sheet

A sample of the cover sheet is provided in the tatep

Document Version Control

Provide information concerning the version of tieeument, the date @
the change, and a description of the changes.

Table of Contents

A sample of the table of contents is provided mtémplate.

Section 1. Overview

High-level summary of the application.

Section 2. Introduction

High level view of the application and testing aggmh.

Section 3. Test Items

The items of software, hardware, and combinatidrisese that will be
tested.

Section 4. Features to be
Tested

A list of which functions/features of the applicatiwill be tested.

Section 5. Features Not to be
Tested

A description of which functions/features of thepkgation will not be
tested.

Section 6. Approach

The process used for testing.

Section 7. Item Pass/Falil
Criteria

Lists the explicit Pass/Fall criteria for each test.

Section 8. Suspension
Criteria and Resumption
Requirements

The circumstances that would cause testing toatoprestart.

Section 9. Test Deliverables

Test documents and other deliverables which wilhtmeluced.
Deliverables are:

« TestPlan

e Daily Test Reports (summary E-mail delivered witBéhhours
following each test session)

e Test Report

Section 10. Testing Tasks

List of tasks, their dependencies, the elapsed tinoemplete, and
resources required.

Section 11. Environmental
Needs

What is needed in the way of testing software, Ward, etc.

Section 12. Responsibilities

List of who is responsible for delivering the vargoparts of the plan.
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Component Description

Section 13. Staffing and
Training Needs

The people and skills needed to deliver the plan.

Section 14. Schedule

When testing will occur.

Section 15. Risks and
Contingencies

This defines all other risk events, their likelildpégmpact and counter
measures.

Section 16. Approvals

The signatures of the various stakeholders to shewagree in
advance with the plan.

Appendices

Instructions for completing the appendices candloed in theTemplate
Formatting Instructiongontained in the beginning of Appendix E.

In addition, all appendix formats must follow th&mming convention
identified below:

e Appendix A is reserved for acronyms and abbrewviationly;
list all of the acronyms used in the document.

* Appendix B is reserved for the glossary only;disof the
glossary terms used in the document.

e Appendix C will start all subsequent appendices.

Click For Document =»

Performance Test
Plan.doc
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| Template 10, Performance Testing Test Report |

Instructions

Component Description

All templates must follow the formatting guidelinesset forth in the Template Formatting
I nstructions contained in the beginning of Appendix E.

Note: Sections in this plan may be added or removed basehde type of system being tested.

Cover Sheet A sample of the cover sheet is provided in the tatep

Document Version Control Provide information concerning the version of tieewment, the date af
the change, and a description of the changes.

Table of Contents A sample of the table of contents is provided mtémplate.

Executive Summary High-level summary of the application.

1.Performance Test Results | This section contains a summary of the major figdiduring the
performance testing.

1.1 Issues
1.1.1 Open Issues A list of the open issues.
1.1.2 Resolution A brief description of the issues and how they wesmlved.

1.2 Static Tests

1.3 Peak Tests

1.3.1 XXX Peak

1.3.2 XXX Peak

2. Capacity Planning and Configuration

Note: Capacity Planning is for the production system antlifor the performance test environment.

2.1 Capacity Planning Details of the planning (e.g., the number of sesvequired to support
the load and the number of processes running eersey

2.2 Configuration Details of system architecture of the performarese énvironment. If
available, provide a diagram of the environment.

4. Production Performance | A determination of the overall evaluation of thadmess for the
Readiness application to run in production based on the Rerémce Test Results.
This is a recommendation provided by the Perforraarest Team to
the Application Owner.

Appendices Instructions for completing the appendices candloed in theTemplate
Formatting Instructiongontained in the beginning of Appendix E.

In addition, all appendix formats must follow tha&nming convention
identified below:

* Appendix A is reserved for acronyms and abbrewviationly;
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Component Description
list all of the acronyms used in the document.

e Appendix B is reserved for the glossary only;disof the
glossary terms used in the document.

« Appendix C will start all subsequent appendices.

Performance Testing
Test Report.doc

Click For Document =
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| Template 11, Hardware Test Plan |

Instructions

Component Description

All templates must follow the formatting guidelinesset forth in the Template Formatting
I nstructions contained in the beginning of Appendix E.

Cover Sheet A sample of the cover sheet is provided in the tatep

Test Plan Certification Provide information about the project approvals.

Document Version Control Provide information concerning the version of tlhewment, the date of
the change, and a description of the change.

Table of Contents A sample of the table of contents is provided mtémplate.

Section 1. Overview This section will give a brief synopsis of the bagdund of the project
under test. State the purpose of the HardwarePlast

Section 2. Planning

2.1 Schedule This section contains the schedule informatiortlulde milestone
dates. This information could be in the form af@k breakdown
structure.

2.2 Environmental Needs This section contains the hardware details, enuenmt location, test
facilities that support the software test effort.

2.2.1 Test Environment

2.2.2 Testing Tools This section contains details about the testingsttiat will be used and
how they will be used.

2.2.3 References This section will identify the reference materiat will be used or has
been used in order to support the test effort.

2.3 Roles and This section will identify the roles and responiieis of Federal

Responsibilities Student Aid and the Contractor for system testing.

2.4 Staffing and Training This section consists of the following items:

Needs

« Number of resources and skills required for thériggroject

< Identification of areas where training is requiegd details the
plan for training testers (if applicable includaiting of
Federal Student Aid testers)

¢ Include timeframe for training

Section 3. Test Configurations

3.1 Required Features This section describes the list of features, whidhbe tested or
demonstrated by the test.

3.2 Optional Features This section describes the list of hardware feattiat will not be
tested. Only list those that some would natutadiijeve would be
tested given the nature of the project.
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Section 4. Test Approach

This section will include details of testing cowéitey the plan and the
objectives, scope, rationale and communication.plan

4.1 Test Strategy

This section will include the test strategy, whicbludes the following:
* Process
e Assumptions
e  Work Products
e Test data needed if any to test hardware
e Types of reports and metrics
e Test case writing process
* Peer Review Process
* Configuration Management Process
« Handling of meetings and other Organizational Pssegs
* Add other information as needed

4.1.1 Test Process

This section gives a brief synopsis of what it tateetest. Provide
details of testing covered by the plan and theatbjes, scope and
rationale.

4.1.2 Assumptions and
Constraints

This section will identify the known assumptionslainstraints that
feed into the test strategy. If needed list mitmyastrategies.

4.1.3 Test Work Products

This section will identify and list the documenitat will be created to
support the test effort. State the purpose of dacliment that will be
created. List names or team expected to review éacument.This
section will also include information on how the tet results will be
delivered to Federal Student Aid for approval purpases.

4.1.4 Traceability

This section covers how test documentation traeek to the hardware
functions that are under test.

4.1.5 Test Data

This section covers how test data if needed wikieated and
identified for the test effort.

4.2 Test Estimation

This section will describe the test estimation teghe that will be
followed for this test effort. The details shoalaver estimation for the
test effort and how estimates will be determinddteel to regressing
defects.

4.3 Test Readiness Review

This section contains a test readiness review psociclude a
reference to the Test Readiness Review checklghns found in
Appendix C.

4.4 Pass/Fail Criteria

This section contains the conditions for the pafistfiteria.

4.5 Entry and Exit Criteria

This section contains the criteria that determimben testing can begin
and when the testing process can be stopped.

45.1 Service Leve

This section covers the service level agreemernthioapplicatior
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Agreement

under test. Include tie to exit criteria.

Example: If testing voice response system how nmaggonses must
be recognized before Federal Student Aid will attep product.

Section 5. Defect
Management

This section will describe the defect managementgss that will be
used for this project. Include information on do@nting issues,
defect classification and change control procésslude the name of
the defect management todhclude how Federal Student Aid will
be involved in the defect management process.

5.1 Documenting Issues

This section will describe the process for docuimgndefects. This
must include when an issue is added to the defadtihg tool,
meetings that must be held to discuss issues akithgntne
determination of when an issue becomes a defect.

5.2 Defect Classification

This section will describe the different statesdufse classifying
defects. Describe in detail the severity, compyexstatus and priority
classification.

5.3 Change Request

This section will describe the process for handthgnge requests. If
this process is detailed in another project docursiate the name of
the document and provide an abbreviated versidheoprocess.

5.4 Suspension Criteria and
Resumption Requirements

This section will list the known conditions that yrm@sult in the
suspension of testing a function of the hardwaieutest. Include the
process for determining the resumption of the test.

For example, if the hardware under test does nokand causes all
other testing to fail, testing activity will be fpended and will resume
only when the hardware functionality meets expémtat

Section 6. Risk

6.1 Risk and Mitigation
Strategy

This section will detail known risk and mitigatisirategies for each
risk.

Section 7. Lessons Learned

This section will detail the lessons learned predesthis phase of
testing.

Section 8. Approvals

This section will outline the approval process asidthe job titles and
names of current incumbents that must approveltdre and sign off
on the plans satisfactory execution. List those kiave sign-off
responsibility (required), those that are accouetahose that were
consulted and those that were informed.

Appendices

Instructions for completing the appendices canodlod in theTemplate
Formatting Instructiongontained in the beginning of Appendix E.

In addition, all appendix formats must follow th&mming convention
identified below:

e Appendix A is reserved for acronyms and abbreviationly;
list all of the acronyms used in the document.

» Appendix B is reserved for the glossary only;disof the
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Component Description

glossary terms used in the document.
« Appendix C will start all subsequent appendices.

] ]
Hardware Test
Plan.doc
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Templates 12 Through 22

# Description Document

] ]
Accessibility Review
Request Form.doc

R_—I

Performance Test
Daily Reports.xls

[x ]
Test Schedule and
Effort Variances.xls

[x ]
Test Defect
Metrics.xls

R_—I

Defect Report.xls

% ]
Defect
Severity-Current Stat

l;;‘]

Test Execution
Report.xls

l;;‘]

Code Coverage
Report.xls

l;;‘]

Tester Team
Turnover.xls

High Level Test
Summary.doc

12. | Accessibility Review Request Form

13. | Performance Test Daily Reports

14. | Test Schedule and Effort Variances

15. | Test Defect Metrics

16. | Defect Report

17. | Defect Severity and Current State

18. | Test Execution Report

19. | Code Coverage Report

20. Tester Team Turnover

21. | High Level Test Summary
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# Description Document

lil

Incident Report By
Testing Phase.xls

22. | Incident Report By Testing Phase
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Software Testing Process - Youri Kroukov
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» Rational Unified Process - Rational Software Coation
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* |IEEE 829-1998

* http://www.bullseye.com/coverage.html - Steve Ctirne
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This Handbook was created in accordance with thewong Federal Student Aid policies:

» Department of Education, ACS Directive OCIO: 1-10&cycle Management (LCM)
Framework, dated 12/02/2005.

» Department of Education, ACS Directive OCIO: 3-R¥%curing Electronic and
Information Technology (E&IT) in Conformance wite&ion 508 of the Rehabilitation
Act of 1973 as Amended, dated May 1, 2006.

* Department of Education, ACS Directive OM: 5-10bn@actor Employee Personnel
Security Screenings; dated 03/30/2005.

* Department of Education, Federal Student Aid Adtjois Process Handbook, Version
1.1, January 15, 2008

» Department of Education, Federal Student Aid SBlede, Version 1, dated July 21,
2006.

» Department of Education, Federal Student Aid Sydtegagration and Testing Process
Handbook Volumes 1, 2 and 3, dated January 12,.2001

» Department of Education, Federal Student Aid Viridata Center Configuration
Management Database Data Dictionary, Version latiecdNovember 7, 2007.
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